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BHUMAHUE !!!

1. PaboTta Hag annapaTHOM 1 nporpamMmmMHon YacTammn 060pyaoBaHNAa BeAeTCs HenpepbiBHO. MoryT umeTb
MECTO pacXOXOEeHUs MexXay OonMcaHMeM U CyllecTByLMM dyHKUuMoHanom. OnvcbiBaemble B PYKOBOACTBE
onuMmn 1 OYHKLUUM NPUCYTCTBYIOT B pasnuyHbIX MoanuKaLmsax yCTPONCTB, U He oba3aTenbHO NpUCYTCTBYIOT B

BALLEE moaenu ycTpoiicTsa.

2. YCTpOWCTBO KOPPEKTHO paboTaeT C OCHOBHOW Maccon Hambonee pacnpoCTpaHEHHbIX 3MEKTPOHHbIX
Knoyen 3awmTel, dnew Hocutenen, USB kamep n npoymnx USB yCcTponcTB, HO HE rapaHTMpyeTCcs NoaKIIoYeHne

no cetn abcontoTHo Bcex USB ycTpolicTe.

3. Hactoswee «PykoBoacTtBo nonb3oBartens» npeaHasHavyeHo Ans U3ydeHust YCTPOMCTBa, nopsiaka u
npaBvn aKcnnyaTauun, BeINMOMHEHNST YCTAHOBKKW, HacTpolikn ynpaensemoro USB over IP koHueHTpaTopa. [Ons
ucnonb3oBaHnsa USB over IP koHULeHTpaTopa pekomeHayeTcs n3yumTb HacTosilee PykosoacTeo. Mpu yctaHoBke
ynpaensiemoro USB over IP koHueHTpaTopa crnegyeT pyKOBOACTBOBATLCA NONoxeHusamu «lpaBun TeXHUKU
©e3onacHOCTM Npw 3KChyaTaumy 3MNeKTpOyCTaHOBOK noTpebutenen» u «lMpaBun TexHWKW 3KChnnyatauuu
3NEKTPOYCTaHOBOK NnoTpebutenen». [na HacTpoviku ynpaensemoro USB over IP koHUeHTpaTopa HeobxoammMo

MMETb HaBblKM YBEPEHHOIro noJfib3oBaTtena nepCoHallbHbIM KOMMNbOTEPOM.

4. «PykoBOACTBO NOMb30BaTens» akTyanbHO Ans KOHUeHTpaTopa ¢ Tekyllen sepcuen MO. Ona MO go
yKa3aHHOW BEpCUM CM. «PykoBoacTBo nonb3oBatensa» Ha yctponcTtee. Wctopuiwo Bepcun 10 cwm.:

http://distkontrol.ru/index.php/history-dk
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Ynpaensiembin USB over IP koHueHTpaTop (manee KOHUEHTpaTop) BXOOAUT B Cepuio 0bopyaoBaHUsI
obecneyveHuns 6esonacHocTu 1 yaobetea ucnons3oBaHma USB yctponcts DistKontrolUSB:

Ynpaensemble USB over IP koHUeHTpaTtopbl - AN y4aneHHOro NOAKMYeHUs M annapaTHOro OTKMIYeHUs K
BkntoyeHnss USB ycTponcTs no cetu;

USB over IP xabbl - ans yaaneHHoro nogknioveHns USB ycTponcTs no cetu;
Ynpaensiemble USB xabbl — Ans annapatHOro oTktoYeHus n BkntoveHnss USB ycTponcTB, MNOAKMYEHHbIX MO
nHtepdency USB;

1.1HA3HAYEHWE NMPUBOPA

Ynpaensiembin USB over IP koHUeHTpaTop npeaHasHadeH ans noaknoveHuss USB ycTpoiicTe (B TOM
yucne KNoYen SNeKTPOHHOM 3almThbl, Hanpumep, cepumn eToken, ruToken M gpyrMx aHanoroB, Kryen Ans
nporpaMmMHbIx npogyktoB 1C, ckaHepoB, NpuHTEpPoB, MY, ceHCOpOoB 1 T.4.) K KOMMNbIOTEPHOW CETU U MO3BONSET
BCEM MOMb30BaTensM CeTu ydarneHHo nogknodate USB ycTponcTtBa K CBOEMY KOMMbHOTEPY WM HOYTOYKY,
Nnonb30BaTbCA UMW U yAaneHHOo ynpaBnaTb U3NYECKUM BKITFOYEHUEM U nogknodeHnem atux USB ycTtponcTs.

YnpaBnsembin USB over IP koHueHTpaTop obGecneuuBaeT AByxcTyneHyaTtyw 3awuty USB
YCTPOMCTB Npu COBMeCTHOM ucnons3oBaHumn USB no cetu:

1. YaaneHHoe ¢m3mnyeckoe BKIOYeHMe U Bbikno4veHne USB ycTponcTs;
2. ABTopusaumio ana nogknoveHnsa USB ycTpoircTB no norudy, naponto u IP agpecy.

B xxypHane ynpaensiemoro USB over IP koHUeHTpaTopa XpaHuTcst BCs UHOpMaLUUs O NOAKITHYEHNSAX U
oTkntodeHusix kak USB Bxogos (noptoe) DistKontrolUSB, Tak u nio6oro nsa USB ycTponcTB, a Takke NonbiTKN He
npaBuibHOrO BBOAA NApOofs U NpoYyas AoMOSTHUTENbHAas nHdopMaLms.

1.2 MOOENbHbLIN PAL YNPABNAEMbBIX USB OVER IP KOHLUEHTPATOPOB

Ynpaensemeinn USB over IP koHueHTpaTop Ynpaensembin USB over IP koHueHTpaTop
Ha 16 nopTtoB USB Ha 32 nopTta USB

Ynpasnsembii USB over IP koHueHTpaTop Ynpaensembii USB over IP koHUeHTpaTop
Ha 48 nopTtos USB Ha 64 nopta USB


http://distkontrol.ru/index.php/usboverip161
http://distkontrol.ru/index.php/usboverip1
http://distkontrol.ru/index.php/usb-hub

1.3 OBJIACTb NMPUMEHEHWNA YNMPABJTAEMbIX USB OVER IP KOHLUEHTPATOPOB

Bo3amoxHocTb ynpaeneHuss USB over IP noptammu nossonsieT ypaneHHo, vepe3 WEB wuHTepdelic
oTkntovaTh 1 Bktodatb USB ycTponctea cpusndeckn. Ynpasnsembinn USB over [P koHLeHTpaTop nogaepxunsaet
BeO-ynpaBneHue, BkM4vawlwee B ceba yganeHHoe ynpaBneHne M CUCTEeMy OMoBelleHuin. WcnomnHeHve —
HacTonbHOE (C BO3MOXHOCTbIO YyCTaHOBKM B 19" cToliKy). YnpaBnsembin USB over IP koHueHTpaTop no3sonser
annapaTHo oTkno4aTh K Bktovatb USB ycTporicTBa, nogkntoveHHble no cetu. B WEB mnHTepderice USB over IP
KOHLleHTpaTopa, eCcTb CTpaHulbl Ana ynpaeneHus noptamum USB, gobaBneHusa nonb3oBatenen u ynpaeneHus
npasamu goctyna. [na nonb3osatenen B WEB nHTepdeiice OCTYNHO TONbKO yrnpaBneHne paspeLleHHbIMA
noptamu USB, nsmeHeHne naponsi n agpeca aneKTpoHHOM MoYThl ANA OTNPaBKU yBEOOMIEHWA.

Ynpaensiembin USB over IP koHueHTpaTop (ycTponcTeo nogknoveHns USB no cetun DistKontrolUSB) -
310 annapaTHo-nporpammHoe peLleHue, nossosnstoLlee ycTponcTeam USB ncnonb3oBaTbCA
yOaneHHo NocpeAcTBOM CeTM M paboTaTb C HMM HaMpsMYyl0 Tak Xe, Kak ecrnv Obl OHW Obinv MOAKMIOYEHDI
nokanbHo! 3To JaéT BO3MOXHOCTbE MCMNOMbL30BaTh yAaneHHble ycTponctea USB Ha cBoeM KommnbloTepe, Tak u
nenutbca ceommu USB ycTponcTBamm ¢ Apyrumin nonb3oBaTensamMu unm pecypcamm no cetu (o cytu yanuHas
USB kabenb Yyepes NUHNI0 NHTEpHEeTA).

Ycrporncteo DistKontrolUSB nmeet BctpoeHHbin Wi-Fi-mogynb 1 ceteBon agantep Ethernet (RJ-45),
paboTatowmin co ckopocTtbio 100 MBuT/c. 3TO NO3BONAET NOAKNOYaTL YCTPOUCTBO K CETU, Kak MO NPOBOAHbLIM,
Tak u no 6ecnposogHbiM (Wi-Fi) kaHanam cBA3W. YCTPOMCTBO BbIMyCKaeTCd B MeTann4yeckoMm Kopnyce.
HanbHocTb gencteua 6GecnpoBOAHOM CETM MPU UCMOSMHEHWM YCTPOWCTBA B MeETanIM4yeckoMm Kopnyce —
orpaHuyeHa.

MogkntodeHne USB ycTponicTB nNo ceTu Ans UX COBMECTHOro MCnonb30BaHMs no3sonser 6Gonee
3P PEKTUBHO UCMONb30BaTb KOMMbIOTEPHbIE PECYPChl U, MaBHOE, 3KOHOMWUT BPEMS U AeHbIM, HECMOTPSA Ha
CTOMMOCTb CaMoro ycTtpowcTtsBa nogkntoyeHus USB no cetu. Hanuune 6ecnpoBofHOro kaHama CBA3W B
YCTPOWCTBE annaparHoro nogkntovexHns USB no cetun, No3BonseT AONoNHMTENBHO obecneuntb 6e3onacHoCcTb U
PM3NYECKYI0 HEOOCTYMHOCTb COBMECTHO Mcnonb3yembix USB ycTponcTs.

Bo3amoxHOCTb yaaneHHoro nogknoveHns USB ycTponcTe no cetu ¢ nomoupto ynpaensemoro USB over
IP KoHueHTpaTopa no3sonuT Ballen koMnaHuM MNOAHATb Ha HOBbIN KayeCTBEHHbIN YpPOBEHb ©Ge30MacHOCTb
MHdopMaumm, 6e3onacHOCTbL COBMECTHOrO UCnonb3oBaHus pasnuyHbix USB ycTpoincTte. Bce Bawm HocuTenm
3ANEKTPOHHbIX LUMGPOBLIX Nognucen ByayT XpaHUTbCA B HEAOCTYNHOM Ans ¢Bo6oAHOro goctyna (ygarneHHOM)
MecCTe M NoAKIYaTbCA Npyu HEOOXOANMOCTY TOXE yaaneHHo.

OTCyTCTBVIe BO3MOXXHOCTWU MOTEpPATb, BbIBECTU U3 CTPOA KaKOM-TO KITHOM npuHeceT CyLleCTBEeHHYH
3KOHOMWMIO MaTepuarnbHbIX CpeacTB.




Yctponcteo noakntodenns USB no cetu DistKontrolUSB umgeanbHo nogxogut Onsi COBMECTHOrO
ucnonb3oBaHus USB ycTpoicTB MeXay HECKONMbKMMU MONb30BaTensamMmn B ceTu, Yepes NHTepHeT nnm B obnake
6e3 ycrponctea USB, koTopoe HeobxoaMmo u3nYecku MOAKMIUNTE K KaXZoMy MOMb30BaTenbCKOMY
KoMnbloTepy. Ha komnbloTepe nonb3oBatenss USB ycTpoWcTBO BbIMSAUT Tak, Kak ecnn Obl OHO ObiNo
MOAKMOYEHO HanpsMylo, OaXe €CnM OHO MOAKMIYEHO K yOaneHHOMY cepBepy, MOSTOMY CYLLEeCTByLne
AparBepbl U NporpaMmMHoe obecneyeHne paboTtaroT 6e3 Kakux-nmbo N3MeHeHUNA.

Mcnonb3ysa ycTponcTBo annapaTHoro nogknioveHuss USB  no cetn, Bbl cmoxeTe obecneunt
OecnpeleneHTHYI0 TMOKOCTb ucnonb3oBaHMss USB ycTpoMCTB M MOOHATbL Ha KA4YeCTBEHHO HOBGLIN
ypoBeHb 6€30nacHOCTb MX WCMNONb30BaHWA. BO3MOXHOCTb nogkntodeHusi, ynpaensiemoro USB over I[P
KOHLleHTpaTopa K Heckonbkum USB xocTam ogHOBpeMeEHHO Mo3BoNuUT Bam nerko npoAaoimkntb UCNofb3oBaHne
USB yCTpOWCTB B KNAaCTEPHbIX CUCTEMAX.

YcTpouncteo noaknoverHnss USB no cetu DistKontrolUSB TecTtnpoBanoch n coBMectnmo ¢ nnatgopmamm
BupTyanusauumm VMware n Microsoft Hyper-V.



1.4 TEXHUYHECKNE XAPAKTEPUCTUKN YIPABINAEMbIX USB OVER IP

KOHUEHTPATOPOB
Monens DistKontrolUSB- | DistKontrolUSB- | DistKontrolUSB- | DistKontrolUSB- | DistKontrolUSB-
A 4 16 32 48 64
CeTeBble MHTEpPdENCHI Ethernet (RJ-45), 802.11n Wirelless
1 x10/100/1000 1 x 10/100/1000 Mb

Mopr Ethernet Mb (onumoHanbHo: 2 x 10/100/1000 Mb)

KonunyecTso He
ynpaensiembix USB nopToB 4
(BxopoB)

KonuyecTBo ynpaBnsiemMmbix ) 16 32 48 64
USB nopTtoB (BxoaoB)

IP agpeca 2 static / DHCP (IPv4/ IPv6)

Mugukauma LEDs Mutanne, LAN

Mutanue, LAN nopTt ctaTyc, Hanmuune nutaHusa nopta USB-ycTtporicTBa
nopT cTaTyc

BcTpoeHHbIn 6nok | BcTpoeHHbIi 6ok BcTpoeHHbIn 6nok| BeTpoeHHbI 6rok | BcTpoeHHbIn 6ok

nuTaHus 2208 nutanus 2208 nutaHus 2208 nutaHus 220B nutaHus 220B
50y, 15 BT 50y, 75 BT 50y, 100 BT 50 Ny, 150 BT 50 Iy, 300 BT
MNuTtanune
(OnumoHanbHo: BTopoi 6rok NMTaHWsA B peXXume pe3epBMPOBaHUS NUTaHMUS
unu 6noka NuTaHns)
MporpammHoe
yrpaBrneHue - PesepBupoBaHne nutaHus. (Bcerga paboTtaet 2 6rnoka nutaHus, npu
pexnmamun nponagaHun nuTaHusa Ha Bxoge ogHoro bl nnun npu Beixoge ua ctposa bll,
pes3epBMpOBaHUs yCTpOWCTBO NpogorxkaeT pabotate 6e3 nepesarpysku).
(on :g::;:ib 1ou i - PesepBupoBanne brioka nutaHus. (Bcerga pabotaeT 1 BI1. MNpu nponagaHum
HaJI'-IlVI‘-IVIM BTopor‘()) nuTaHusa Ha Bxoge paboTatowwero BN wunu npu ero Beixoge us cTpos,

BKrtovaeTcs 2-oi Bl1. MNpu nepeknoyeHMn ycTponcTeo 6yaeT nepesarpyxeHo.).
6roka nuTaHus)

USB 3.0. 2.0, 1.1,

Mopnepxka USB 10 UsB2.0,1.1,1.0

3awumta USB nopTos ) OrpaHunyeHne USB nopTtoB no Toky, BeiknioveHne USB nopTa npu neperpese,
cxema nnasHoro 3anycka USB nopTos

HoMWHanbHbIV TOK Harpysku ) 05A
Ha nopt USB ’

MpeaenbHbIA TOK HArpy3Kku

Ha nopt USB i 0.9A
TemnepaTypa oKpy>xatoLLemn 0°C 10 +50°C
cpegsl
OTHOCMTENbHAS BNAXHOCTL He 6onee 80% (npu TemnepaType +35°C 1 HUXe)
BO3ayXxa
MoAnEepHKa ONEPALMOHHBIX Windows® Ser_ver 2016/2019/2022, Windows® 10,11
cucTem Linux (9apo He Huxe 4.9+)

0OSX (10.9.5-10.13, 12 Monterrey)
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DistKontrolUSB- | DistKontrolUSB- | DistkontrolUSB- | DistKontrolUSB- | DistKontrolUSB-

Mopenb 4 16 32 48 64

abapuTHble pasmepbl

35/140/110 44 ] 440/ 285 85/440/ 205 130/440/ 205 130/440/ 205
(BbicOTa/WMpuHa/rnybuHa)

Kpennenune B 19” cToiiky HeT ecTb
Paamepsbl B Unit - 1 2 3 3
BesonacHocTb https, ssl
LUndposaHne Tpaduka USB ecTb
BcTpoeHHbIn 6paHamayap ecTb

Orpannyerue no IP gns
noaknoveHns USB ecTb
ycTponcTtea

Orpannyenme no IP gns
noaknoyeHns USB nopta €cTb

ABTOpM3aums ona
nogkntoyeHns USB ecTb
ycTponcTtea

ABTOpUM3aLMa Ans
nopkmoueHna USB nopta €CTb

pynnoBble NONUTUKK

HeT ecTb (mo 16 rpynn goctyna
aocTyna ( Py yna)
YnpaeneHne BUAUMOCTbIO
USB ycTtpoiicTs ans HeT ecTb (8o 16 rpynn BMOumMocTn)
nonb3oBaTenen
Moaynb 3awmuTbl
noakntoyaemsix USB HeT (onumoHaneHo: ecTb)
YCTPOWCTB
PesepBurpoBaHue nutaHms HeT (onumoHanbHO: ecTb)
OTkasoycTormMBoCTs HeT (onumoHanbHO: ecTb)
Ethernet nopTtoB
YnpasneHue nuTaHnem HeT Yepes Web-nHtepgeiic, SSH, mobunsHoe npunoxeHue «DistKontrol Mobile»

nopToB
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Ynpaensiembin USB over IP koHUeHTpaTop obecneynBaeTt orpaHnveHne USB nopToB No TOKy MU cxemy
BbIKIIOYEHUS MPU Neperpese, KOTopble 3aluLialnT Harpy3ky OT HEeWTaTHbIX cUTyauui. Mpu BO3HUKHOBEHWM
neperpeBa Bbixof OMoKMpyeTcs 40 yCTpaHeHus1 HeucnpaBHOCTU. YaaneHue Harpy3ku nepesarpyant USB Bxog.
Takxke, KOHLLEHTPaTOp UMEKDT CXxeMy nnaBHOro 3anycka USB nopToB, KoTopas MUMHMMU3MPYET BPOCKN MYCKOBOro
TOKa B TeX cnyyasix, Korga npucyTCTBYET BbICOKasi EMKOCTHas Harpyska.

Ynpasnsembin USB over IP koHueHTpaTop obecneunBaeT HOMUHanNbHbIN TOK Harpysku 0,5 A Ha nopT u
orpaHn4yMBaeT NoTpebnsaembli Harpy3kon Tok (MpeaenbHbIi ToK Harpysku - 0,9 A).

1.5 KOMMNEKT NMOCTABKW YNMPABINAEMOIO USB OVER IP KOHLUEHTPATOPA

Ne HaunmeHoBaHue Kon-Bo
1 Ynpaensembin USB over IP koHUEHTpaTop 1
2 MacnopTt 1
3 LWHyp nuTaHns 1
4 KpenneHue B cToinky 19" 2
5 BuWHTLI KpenneHuns 8
6 Hoxxka ans HacTonNbHOM YCTaHOBKU 4

1.6 YCTPOUCTBO U PABOTA YNPABNAEMOIO USB OVER IP KOHLLEHTPATOPA

1.6.1 TABAPUTHBIE PA3MEPbI YNPABNSEMbIX USB OVER IP KOHLEHTPATOPOB (B
19" CTOMKY)

KOHLeHTpaTop Ha 64 nopta USB

BbiCOTa | rabaputbl U3aenusa B MM. | rabaputbl yNakoBKU B MM.
HaumeHoBaHue usgenus
BU BbICOTA | LUMPUHA | rNyOMHa | BbICOTa | LWUMPUHA | ryOuHa

Ynpasnsembin USB over IP 1 44 440 285 50 500 320
KOHLeHTpaTop Ha 16 noptoB USB
Ynpaensiembin USB over IP 2 85 440 205 128 500 240
KOHLeHTpaTop Ha 32 nopta USB
Ynpaensiembii USB over IP 3 130 440 205 128 500 240
KOHLeHTpaTop Ha 48 noptoB USB
Ynpaensembinn USB over IP 3 130 440 205 171 500 240
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1.6.2 YCTPOMNCTBO MPUEBEOPA

KoHueHTpaTop BbINOMIHEH B METANIMYECKOM KOPMyce, AOMYCKalOLWEM ero yCTaHOBKY Ha CTOJN UITNM MOHTax
B CTOMKY ¢hopm-dhakTopa 19".

~ g0
3 Ug.ﬂo
."Do'ﬂ?'o
,ﬂoggg@ogﬂgga
THEHIND
‘.ﬂo.ﬂﬂ.aﬂgﬂu°
0050500500
00205710
200 g
0050
i

Ha nepegHei naHenu pacnonoXxeHbl:
1 - HOWKATOP BKIMIOYEHNUSI NMUTaHNS;
2 - nHamkatop akTueHoctM USB-nopra.

3 - pasbembl TMna USB-A Hucxogswmux nopToOB ANnA NOAKMIOYEHUS YCTPOMCTB, MOALAEPXKUBAOLLMX
npotokon USB;

Ha 60KkoBbIX NnaHensix pasMmeLlleHbl:

4 - BEHTUNALUNOHHBLIE OTBEPCTUS;
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a8

oo

Ha 3apgHel naHenu ycTaHOBIEHbI:
1 - Boikntovartens nutanus «lutaHue».
2 - Pazbem gns nogknioveHust ceTeBoro kabens 1;
3 - Pazbem gnst nogkntoveHus cetTeBoro kabens 2(onuuoHarnbHo);
4 — KHonka cbpoca HacTpoek «Reset»
5 - Pazbem Tuna RJ45 ana cetn Ethernet « LAN» 2(onumoHanbHo);

6 - Pazbem tvna RJ45 ansa cetn Ethernet « LAN» 1;

Mo yrnam HuWXHen NaHenu KoHLeHTpaTopa MMeeTCs YeTblpe OTBEPCTUS ANs MOHTaxa NpnbOpHbIX HOXeK
0Nl ero yCTaHOBKU Ha NOBEPXHOCTL (CTON).

B koMmnrekTe ¢ yCTpOMNCTBOM MOCTaBIAOTCA KpenneHust B CTOMKy/wkad 19” ¢ BO3MOXHOCTbIO KpenneHnst
B ABYX MONOXEHUSIX.

Ha puc:
1 — YCTpoWncCTBO;

2,3 — Kpennenusa B cTonky/wwkad 19
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Cbopka ycTponcTea s KpenneHus B cTovky 197,

LAY

M/3

A WY

Cbopka ycTporcTBa Ans kpennexus B wkadg 19”7
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1.6.3 MOAYNb 3ALWNTbLI MOAKMIOYAEMbIX USB YCTPOWNCTB YMPABNAEMOIO USB
OVER IP KOHUEHTPATOPA.

Mogynb 3awmnTbl nogkntodaemblx USB ycTpoincts ynpasngemoro USB over IP  KoHueHTpaTopa
nocraBngdeTca oTaernbHO (OI'ILI,I/IOHaJ'IbHO). B CTaHOapTHYK KOMMNNeKTaunio He BXO4UT.

Mogaynb npegHasHavyeHa Ans 3awmTbl nogknoyaemMblx USB ycTponcTB oT noBpexaeHns n (ousnveckoro
poctyna. BkntovyaeT B cebs OONOMHUTENbHOE KPENnneHne ANS KPbIWKU M 3alMUTHYI0 KpbIWKy. Ha Kpblwke
npeaycMoTpeHa BO3MOXHOCTb NITIOMOMPOBKN.

BHewHun Bna.:
4 — 3almTHas KpblLLKa;

5,6 — Kpennenna moayns sawuThbl.
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1.6.4 SKCIMNMYATAUMNOHHBIE OTPAHNYEHUA N PEKOMEHOAL WU

KOHLI,eHTpaTOp obecneunsaet HenpepbIBHYH KPYroOCYTOYHYHO pa60Ty N ABNAeTCA BOCCTaHaBnMBaeMbiM
n OGCJ’IY)KM BaeMbIM.

KoHueHTpaTop coxpaHsieT paboTocnocobHOCTb Npy BO3OENCTBUN:

MOBbILLEHHOW TEeMMepaTypbl OKpyxatoLen cpeabl Ao +50°C;
MOHWXXEHHOW TemnepaTypbl OKpyXatoLen cpegbl He Huxe - 5°C;
MOBbILLEHHOW OTHOCUTENbHOW BNaXHOCTH Bo3ayxa Ao 98% npu temnepartype nntoc 25°C;

CUHyconaansHon Bubpaumm B ananasoHe vactot ot 10 go 55 Ny npu amnnutyge cmelerns oo 0,35
MM (B ntobom HanpaeneHun) B cooTBeTcTBUKU € TpebosaHnamn FTOCT 12997.

1.6.5 MEPbl BE3OINACHOCTHW

Mpu akcnnyataumm npubopa cnenyet cobniogate «MexoTpacneBble npaBuna nNo oxpaHe Tpyda
(npaBuna 6e3onacHOCTN) NPy AKCNIyaTaumm reKTpOyCTaHOBOKY.

Knacc 6e3onacHocTtu - | no TOCT 12.2.007.0-75

KoHcTpykums npubopa obecneumBaeT cteneHb 3awuTsl IP 20 no FTOCT 14254-96.

NcTouHMKaMm onacHoCcTM npubopa ABNSTCA LenyM CeTeBoro HanpsbkeHus ~220B, koHTakTbl ~220B
pasbéma nogkndeHns kabensi NIUTaHNs U BCTPOEHHbIV NpeobpasoBaTenb HanpsXKeHUS.

Mpunbop ycTaHaBNMBaeTCs ropM3oHTanbHO Ha CTonax U Apyrmx KOHCTPYKUUSAX, B CTONKY 197, B MecTax,
roe oTCyTCTBYET AOCTYN NOCTOPOHHMUX NNL,.

YCTaHOBKY (CHATME), MOHTaX, PEMOHT NPOM3BOAMTL MPU OTKINIOYEHHOM CETEBOM HanpsbkeHun ~220B ot

npubopa.

He pexkomMmeHayeTca 3aKpbiBaTb BEHTUNALMOHHbIE OTBEPCTUA KOHLEHTpAaTOopa Ha OOKOBbIX NAHENSIX.

1.6.6 NMOATOTOBKA YIMPABJIAEMOIO USB OVER IP KOHUEHTPATOPA K PABOTE

MoaroToBKa KOHLEHTpAaTOpa K UCMoNb30BaHWIo BKIoYaeT B cebs cneayolme onepaumm:

nocne pacnakoBKu, BU3yarnbHO NPOBEPUTb, HET NM Ha KOHLLEHTPATOpPE MOBPEXAEHW;

pa3MecTUTb KOHLEHTpaTop Ha YCTONYMBOW, POBHOW MOBEPXHOCTW (CTOME) UMK 3aKpenuTb B CTOMKE
19"

NOAKIMHYNTE LUHYP MUTaHUSA Ha 3agHEeN NaHenn KOHLEHTPaTopa;

NOAKIMYNTL BUNKY CETEBOro LWHypa k cetn 220B 50 lu;

nogknounte kK USB-noptam, pacnonoxeHHblM Ha nepefHen naHenu npubopa, YCTPOUCTBA,
nogaepxvsatomne npotokon USB;

NnoAaKmnounTb Nprodop k cetn Ethernet;

BKITKOYUTb NUTaHne.

He BKkntoyanTe KOHUEHTpPaATOp, €CNUN ero Temnepatypa Huxe KomHaTHoun! (3TO MOXET BO3HUKHYTb
npu NepeBO3Ke KOHLIeHTpaTopa B XOrnoaHoe BpeMsi rofa). [anTe KOHLEeHTpaTopy HarpeTbCs A0 KOMHaTHOW
Temnepartypbl, Npexae YeM BKI4YaTb €ro.
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1.6.7 PABOTA YIMNMPABIAEMOIO USB OVER IP KOHUEHTPATOPA

Ons pabotel ¢ USB yctponcTBoM, nogkntoveHHsIM K ynpaensemomy USB over IP koHueHTpaTopy,
HeobxoamMmo:

1. Bkntountb USB ycTpoNCTBO (yaaneHHo nogaTtb NMTaHue Ha ycTponcteo USB);

2. MogkntounTtb USB yCTPOMCTBO K CBOEMY KOMMbIOTEPY (HOYTOYKY, NNaHweTy, TenedoHy 1 T.M.).

BkntoyeHne wu oTkmioveHne USB  ycTpoWCTB, MOAKMHOYEHHBLIX K ynpaeBnsemomy USB over [P
KOHLIEHTpaTOpy BO3MOXHO (BKIoMEeHUE n oTkntodeHne USB BxogoB ycTponcTBa):

e Yepes WEB uHTepdelic;
e C nomoLlblo NNaHUPOBLLUMKA 3a4a4 U Ha3Ha4YeHHbIX 3aaHuI;

e C nomMoLblo YTUIMTBI YNpaBreHUsl YCTPOMNCTBOM (CKpUMTaMu, M3 KOMaHAHOW CTPOKA WU CBOEro
NPUNOXeHus).

MogkniovyeHne wn otknodeHne USB  ycTponcTB, MNOAKMOYEHHbIX K ynpaensemomy USB over I[P
KOHLIEHTPaTopy BO3MOXHO:

e Yepes KIMEHTCKOE NpunoxeHue, paboTtatoliee B rpadMyeckom pexxume unm B BUAE CryKObl;

e C nomoulpbto API (cKpunTamu, M3 KoMmaHOHOW CTPOKM U CBOETO NPUNOXKEHMS ).

Onsa ncnone3oBaHus, ynpasnsemoro USB over IP koHUeHTpaTopa, Heob6xoammo:

1. NogkntounTb ycTponcTBo k LAN (4epes Ethernet unu WiFi) n npoussectu ero HacTpoiky.

2. Ha kaxgom KommbloTepe, K KOTOpOMY Heobxogmmo npobpocutb USB ycTponctBo 3anyctutb
nporpaMmHoe obecneyeHne DistKontrolUSB Client, paboTtatowee nog ynpaeneHuem Bepcun Linux, Windows,
OSX.

3. Hactpoiika u ynpaBneHue ycTponcTBom nogkntoveHnst USB no cetu ocyuwectensietcs yepe3s Web
nHTepdgenc.

4. HacTpoiika KIMeHTCKOro KoMnbioTepa NpocTa u MHTYMTUBHO NoHATHa. DistKontrolUSB Client paboTtaet
noa ynpasneHuem sepcui Linux, Windows, a Takke OSX. KnueHT no3BonsieT MHTYMTUBHO NOHSATHOIO 1 NPOCTOro
nogknoyaTe 1 oTknoyaTb yaaneHHole ycrponctea USB. DistKontrolUSB Client He TpebyeT ycTaHoBku. KnueHT
MOXET 3arnycKkaTbCsl B Ka4ecTBe cepBuca.

1.7 MNOMBNPOBAHWNE

MNMocne npoBedeHVsl MNpPUEMO-CAATOYHbIX WCMbITAHWA Ha  NpeanpusTUM-usrotoBuTene npubop
nnombupyetcs.

YcTaHaBnMBaemblie niomObl (Neyatn) AOSKHbI WCKMYaTb BO3MOXHOCTb HECaHKLMOHUMPOBAHHOMO
BHECEHWS U3MEHEHMI B 3NEKTPUYECKYIO NPUHUMMIManbHYo cxeMy npubopa. Nnombel (nevaTn) yctaHaBnMBaoTCS
Ha npubope Takum o6pa3oM, 4YTOObI UCKMOUYUTL BO3MOXHOCTb CHATUS KPbIWKK npubopa 6e3 noBpexaeHus
nnomo6sbl (neyvatw).

1.8 YIMAKOBKA

[oToBOW npogykumen cuyutaetrca npubop, MPUHATBIA NPEAcTaBUTENEeM TEXHUYECKOro KOHTPOMnsA U
ynakoBaHHbIN B MOTPEBUTENLCKYIO Tapy.
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2.1 OBWME MOJTIOXEHWA

TexHudeckoe obcnyxuBaHue npubopa NPOBOAMTCA MO NNAHOBO-NpeaynpeauTenbHOM cucteme U
ocyulectBnsetca lMotpebutenem. lNMepcoHan, obcnyxuBaloWwun gaHHbIE N34enus, OOMKEH UMEeTb Tpynny no
anektpobesonacHocTn He Huxe llI.

TexHn4eckoe obCnyxvBaHWe 3aknoyaeTcs B NepMoanyeckom (He pexe ofHoro pasa B rog) 6
e BHELUHEM OCMOTPE KOHLIEHTpaTopa, C yAaneHneM Mbifin MArKon TKaHbHo;
e nposepke paboToCNoCOBHOCTU KOHLLEHTpAaTopa.

Mpu TexHUYeckoM OBCRYyXMBaHUN AOMXKHbI COBMNtogaThes TpeboBaHMA TEXHUKM GE30MacHOCTH, a Takke
TpeboBanma MOCT 12.1.006, TOCT 12.1.019, TOCT 12.2.003, «[paBun TeXHWYECKOW 3KCMnnyaTauuu
3MNEKTPOYCTaHOBOK noTpebuteneiny, «lpaBun TexHUKM GesonacHOCTU NpWU 3KchnyaTauumn 3reKTpoycTaHOBOK
notpebutenen».

2.2 NPOBEPKA PABOTOCIOCOBHOCTW YINPABIAEMOIO USB OVER IP
KOHUEHTPATOPA

[ns npoBepkn npubopa HeobXxoaMMO K Kaxaomy u3 nopToB nogkmountb USB doneww-
HaKOMUTENb C 3anMCaHHbIMU Ha HEro MPOU3BOSbHBIMU hakfiaMu 1, NOLAKMNIOYMB 3TOT HAKONUTENb K
MK, nocpeacteom WEB-uHTEpdenica (MHOUKATOP aKTMBHOCTW MopTa AOMKEH ropeTb), MPOU3BECTM
yTeHne darna. BoaMOXHOCTE 4TeHust dparna CBUMAETENbCTBYET 006 MCMPaBHOCTU MPOBEPSEMOrO
nopta. Mocne oTkNIOYEHMS NOPTa UHOMKATOP BKIOYEHUSA NopTa AOJTKEH MNOracHyThb..

I'Ipmmeanme: B Cny4ae OTCyTCTBUA Heob6xogmmoro konmyectBa USB d)ﬂeLLI-HaKOI'IMTeJ'IeI7I MOXHO
npon3BOONTb yKa3aHHble onepaunn ¢ noptaMmum nocriegosaTtesibHO.

3.1 KOHCEPBALWA

KOHCGpBaLl,I/IH np|/|6opa npun onnuTeribHOM XpaHeHun He npegycMmartpuBaeTca.

3.2 XPAHEHWE, TPAHCIMOPTUPOBKA N YTUITN3ALWNA

XpaHeHne npubopa pekomMeHOyeTCcs Mpou3BOAWUTL B OTaNMnMBaeMblX CKMaACKUX MNomelleHusx. B
MOMELLEHUSAIX He OOMKHO OblTb MApPOB KUCIIOT, LeSoYei, arpecCUBHbIX ra3oB W OPYIMX BPEAHbIX NpUMECceN,
BbI3bIBaIOLLMX KOPPO3UIO.

TpaHcnopTupoBka npubopa MOXET  OCYWEeCTBNATbCS  MoObiMM  BUAAMU  aBTOMOGUIILHOIO,
)Xerne3HO4OPOXXHOro TPaHCMNOoPTa B 3aKPbITbIX Ky30Bax (KOHTeHepax, BaroHax).

YcnoBus TpaHCMOPTMPOBKU AOMKHBI COOTBETCTBOBATh ycnosusM xpaHeHus 5 no FOCT 15150-69.

Mocne TpaHCNOPTMPOBKM NPMOOp Nepen BKITHOUYEHNEM OOIMKEH ObiTh BblAep)KaH B HOPMarbHbIX YCIOBUSIX
He MmeHee 12 yacos.

CneuuanbHbix TpeboBaHuin K yTUnM3auum npndopa He NpeabaABnseTcs.
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4.1 BXO4 B WEB UHTEP®EWNC N HAYANbHbIV 3KPAH

YnpasneHue USB over |IP KOHUEHTpaTopoM OCYLLECTBRSETCH Yepes MynbTuasbldHbin WEB nHTepdenc
agMuHuUcTpaTopa.

Mocne aBTopu3aunn OOCTYNHO ynpasrieHne HaCTPOVIKaMM.
Bua rnasHomn CTpaHuubl MOXXHO HAacTpOuUTb, nob6aene nnu y6paB HY>XXHbl€ NaHenu.

Bug WEB nHTepdelica ynpaBneHusi HacTporkamy ycTponcTBa nogkntodeHus USB no ceTu:

2K Y=8 over IE

disthonrrolush32 | v
B Cucrena [P e——
= Gbue nacrpoin

B flara o spern [ Cerestie wHTEpdeics

& Cere

Jeircer an
Vo Aspec Ceresensera Uines Annaparii agpee MTU | Cxopoers Nawes

eth 1Pud: 182.168,1.172 1Py 255 255.255.0 1Pud: 182,168.1.1 drab:32 B s 1500 1000 Mbitsfsec a
1Ps: Py 1Pt

ethi [ P - 1P Olie 0680118 1500
1P P - [

[B 3annarnposanisie 1a5:
S use

@ Pus: 1Pt o 00:00:00:00:00:00 55535 o
# USE noprw IPys: 1Pty 1Pyt

e Tarw L

[T, ., - c.,\.20 vipopraLmA S

P aapec
B aap ug xocra distkontralusb 32 -
& Nonssosarens
Bepova DistkontrolUSE324.05.01
2 Moy

Cucremioe spews Tue May 24 11:11:52 2022

Cepancsi «
e Bpewn pator 0 days 16 hours 56 minutes 27 secands

B 554 CpearmRaarpyaca 0.0, 0.00,0.00
a Vicnosaosanie | [ .

|| cepmac

O chp
Wrdopraiga Shikp

Brnos., | ampue

@ Mposepurs afiosaervs | §SH L ] L
@ Noagepasa

folePti

Mo ymonuaHuio DistKontrolUSB nmeeT cnefyrowmne ceteBble HACTPONKU:
Crartuueckuii IP agpec CeteBoi nHtepgenc 1 —192.168.1.180

JlorvH k naHenun WEB wmHTepderica — admin

Maponb k naHenun WEB uHTepdenca — admin

[MopT nogkntoyeHns KNMMeHToB — 6565 (Mo ymonyaHuio)

SSL nopT nogknoyeHns KNMeHToB — 6564 (Mpu BKMOYEHHOM pexnme)

WuTepderic WiFi (wlan0) — oTknroyeH

BHumaHue!!! I'Ipvl HEKOPpPEKTHOM BBOAE NMapond Ao 3 pags, nonb3oBartenb, And KOToOporo ObINK NONbITKM BBOAA,

brokmpyetca Ha 3 MuHyTbl. Kaxabi nocnegyrowmin BBOA, aXe KOPPEKTHOro napons, obHoBndeT Ttanmep
ONOKNPOBKMN.
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4.2 CUCTEMA

4.2.1 OBWME HACTPOWKW

4.2.1.1 WEB AODMNHNCTPATOP
B maHHOM pasgene HaxogaTcsa HacTporiku Web nHtepdelrica.

SSL HacTpauBaetcsa ansa Web nHtepderica, ana USB Tpadmka cMm. pasgen «[lapameTpbl KIMEHTCKOro
NPUIOXKEHUSA»

BHumaHwue!!! Mpu OTKNIOYEHNM, paHee HaCTPOEHHOTO LWNGPOBaHUS, TPeBYETCA 0UMCTUTL K3l Bpaysepa, Tak kak
HekoTopble Gpay3epbl KILLNPYIOT Nepeagpecaumto ¢ http Ha https.

BHumaHume!!! Monb3oBartens MoxeT nameHntb nopThl hitp ¢ 80 Ha nponsBonbHbIN, https ¢ 443 Ha NPOM3BONbHbLIN,
ssh ¢ 22 Ha Npon3BoMbHbIN. [1pyn M3MEHEHUN AaHHbIX NOPTOB, OyAbTe BHMMAaTENbHbI, OHW HE AOMKHbLI COBNagaTh
c nobbim 13 noptoB rpynn USB KoHueHTpaTopa. [py HEKOPPEKTHOM Ha3Ha4YeHWW OaHHbIX MOPTOB MOXKHO
notepatb goctyn k WEB wuHTepdency agmmHuctpupoBaHus. [Ina BOCCTaHOBNEHUs AgocTyna notpebyertca
norHbl cbpoc yCTPONCTBA K 32aBOACKUM HACTPONKaM.

4.2.1.2 MAPOJIb WEB AODMNHUCTPATOPA

B naHHOM pasgerne BO3MOXHO MUBMEHNTb Naporib NoJib3oBaTend admin.

BHumaHue!!! MNpu yTepe napons, notpebyercs cOpoc HacTpoek, ynpaensemoro USB over |P koHLEHTpaTopa B
NCXOOHOE COCToAHNE

4.2.1.3 IMUEH3UNA
Mocne cbpoca ycTponcTBa K MICXO4HbIM YCTaHOBKaM M OOHOBNEHNs HEOBXOAMMO BKMHOUNTL
YCTPONCTBO U AoxaaTbcs ero 3arpy3ku. O6 oKOHYaHMM 3arpy3kn CBUOETENLCTBYET NOABIEHNE
YCTPOWUCTBA, B KNMEHTCKOM NpUNoXxXeHun n goctynHoctb Web nHtepdenca ycTpomcrea.

Mocne 3arpy3kn HeO6X0AMMO BBECTM NULLEH3NOHHBIN KItod K [10. Ero MoxkHO BBeCTU MtobbIM NX ABYX
cnoco6os. 1. (Motpebyetca goctyn Kk MIHTepHeTy Ha koHueHTpaTope DistKontrolUSB) B WEB
NHTeperce KOHLEeHTpaTopa, aBTOMaTUYECKU- HaXKaB Ha KHONMKY "lonyynTb aBTomMaTnyeckn" Ha
cTpaHuue "Cuctema" - "Obwue HacTporkun” - "NnueHsna”. Knod Gyaet nonyyeH aBToMaTUYECKN N HX
Kakne AononHuTenNbHble AECTBMA He NoTpebytoTcs.
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g{ USB over IP

H CucTema Z= OBLWME HACTPO MKMW

&8 Cucrema

Ofwme HacTpoikn

e Aata v Bpema
& Ceth I
CepuiiHein

B ¥BepomneHye HOMEp:

Web AqMUHUCTpaTOp

# ReTomETHUECKDE NoMyyeEHWe & CaxpaHuTs ' Copoc

[ ¥npagneHue sHepronoT, i T—-

B} Ceprundukare KR

unlicense|

MonyuKTE SETOMATUYECKK - ABTOMATUHECKOE NONYYEHME NHLEHINOHHOM KAYa depes MurepHer

3anNaHpoBaHHEIE 354,
CoXpaHnTs - BEOS PAHEE COXPAHEHHOTD AW NOAYHEHHOMD MMLEHIMOHHOMD KAKYa,

2 use
4-' USB nopTel
* Tune USE yerpoice
& ¥npasnerne npasann goct]
@ IF agpec
2 Monbzosarens
ah Mpynnel
& Cepeuca Kl
Ll SRR
SSH
8 fuarnocrvka
2§ Aocka
(@} CurremHan vndopmay
[ Cucremnble sypHans

£} Ctipoc M Boccranosnen

2. (JocTyn k uHTEpHETY He noTpebyeTcs) B WEB nHTepdelice KOHUEHTpaTopa BpyYHYIO - BBECTU paHee
COXPaHEHHbIN UMW MOSNYYEHHbINA NTMLEH3NOHHBIN KIMHOY U HaXkaTb Ha KHOMKY « CoXpaHUTb».

[Ans py4HOro BBoAa NMULLEH3VOHHOTO KoY a:

1. Ero MOXHO ckonupoBaTb M COXpaHUTb Ha cTpaHuue «JluueHsumsa» 0o obHoeneHus unu cbpoca
KOHLIEHTpaTopa K 3aBOACKMM HaCTpOMKaM.

2.3anpocuTb MO 3NEKTPOHHOM NouTe support@distkontrol.ru , ykazaB 3aBoACKOM HOMEpP U3aenusi.

3aBoackon HOMep M3Jenns MOXHO NOCMOTpeTb, Ha cTpaHuue WEB wuHTepderica «Cuctema» - «OO6wwme
HacTpPOnKn» - «JInLeH3nsa» unu, B NacnopTe yCTponcTBa (Ha NOCNeaHen CTpaHnLe BHU3Y).

4.2.2 JATA N BPEMA

Mo ymonyanuio ucnonedyetca NTP cepsep. [Ona py4yHoOro BBoAa BpeMEHM HEOOXOOMMO OTKMIOYMTb
«Mcnonb3oBaHne cepeepa NTP». ®yHkuma «OBHOBUTH ceryac» [OCTYMHA TOMbKO MPWU PYYHOW YCTAHOBKM
BpPEMEHW.

B pasgene NHbopmaumsa Tekyllee Bpemsi CTaTUYHO, 3arpy>KaeTcsl B MOMEHT OTKPbITUSA HAacTpolikn «[aTa
N BpeMsi».

BHumanue!!! B cnyvae namernennss NTP cepBepa, Heobxoauma nepesarpyska yCcTponcTsa.
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4.2.3 CETb
4.2.3.1 OBLLNN

Mma xocTa - nms, kotopoe byaet otobpaxeHo B knmeHTe DistKontrolUSB. PekomeHayeTcs nsMeHntb
npu HECKOMbKNX KOHLIEHTpaTopax B cetu. MNpwn Hanu4yuu HECKONbKO CceTeBbIX
MHTEPENCOB, peKoMeHayeTcsa  [000aBnATb  KOHLEHTpatop No  MMeHM  xocta. B atom
Crnyyae, He3aBMCUMO OT aKTUBHOMO UHTepdbenca, ycTpoicTBo ByaeT oTobpaxKeHo B KnueHTe. JomeHHoe

umsa — gobaenser Mmsa gomeHa 2 u bonee ypoBHs. He BnusieT Ha NogknoyeHne K JOMEHY, UCMOomnb3yeTcsa Ans
rpacmyeckoro oTobpaxKeHUs1 B KIIMEHTCKOM NMPUIIOXKEHUN.

4.2.3.2 UHTEP®EWCHI

Onsa Havyana pa6oTbl Heo6xoaMMo nsmeHuTb IP agpec yctponcTtea n napons WEB uHTepdeiica.

IP agpec meHsieTca Npy ABOMHOM KITMKE Ha COOTBETCTBYHLLEM CETEBOM MHTEpderice (cTpaHuua CeTb -
UHTepdelicel). Bo3amoxHO, Kak coBMecTHOe ucnonb3oBaHue uHTepdencos LAN(eth0) n WiFi(wlanQ), Tak u
CaMOCTOATENbHOE UCMOoNb30oBaHMe Noboro n3 nHrepdencos. MNMpu MCNONb30BaHMM TOMbKO OLHOMO CETEBOro
uHTepdenca, BTOpOM pekoMeHOyeTCs OTKNoYaTh.

Ha ctpanuue «O6LimMe HacTpomkny MOXHO M3MEHWUTb naposnb Anga goctyna k WEB uHTepdericy, nopt
WEB wnHTtepdenca.

PeaakTWpoBaTh ethernet coeanHeHne

— Obuwe HacTRORN

192.168.1.180

xa  255.255.255.0

192.168.1.1

AOMONHVITENEHbIE HACTPOKI

DNS cepsepsr | 8.8.8.8

1P 3455C3 A0keHHNI: CopEpaE, NCNOAbZyRMbIE

Ona cosgaHua coeavHeHns Bond, Heobxogumo yaanuTb Bce UMHTepdbenchl,koTopble  ByayT
yvyacTBoBaTb B coeauHeHun. MNpn yaaneHun wuHtepderica EthO, IP agpec ycTponcTtBa CcTaHer
OnHamuyeckum. MNMocne npuMeHeHusa HacTpoek, 3anaute B Web uHTepdelnic no HoBomy agpecy u
HacTponTe Bond coeauHeHns, obaBuB Bce HEOOXOAMMbIE NHTEPMENCHI.

[lna HacTporikM coeguHeHnst HeobxoaumMo, No KparHen mepe, ABa huanveckmx ceTeBbixX UHTepdenca. Bed
- UHTepenc no3sonseT BolbpaTb MeHee ABYX. ATO CAENaHo cneumansHO Ans uenen koHdurypauun. Pabounii
npoLecc Ans ABYX CETEeBbIX KapT BbIMMAANUT CriedyoLlmm o6pasom:
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e Ecnu ocHoBHOM ceTeBol aganTep yxe paboTaeT C MOMOLLbH yCTaHOBLLMKA, HAcCTPOUTe ero yepes Beb-
NMHTepdEenc kak ctatuyeckmii. Ecnmn yctaHoBNeHO Kak ctatnveckoe, Ucnonb3yd ToT xe IP-agpec, ykasaHHbIN
DHCP, He gomkHo 6bITb HE06X0OMMOCTN NMOBTOPHO BXOANTL B BEG-MHTEPENC.

e BriGepute BTOpPOM OOCTYMHbIV CETEBOW agantep, BblOepuTe pexum noaknoyveHus, 3anonHute none IP u
3HayeHUs Macku noacetn, octasbTe W03 U DNS nycteiMu. CoxpaHUTE U HAXXMUTE NPUMEHUTD.

e Boingute na cuctembl n nonyydmte goctyn K Web nHrepdency, ncnonb3ya HoBbi IP-agpec, Ha3zHa4YeHHbIN
cosgaHHomy bond uHTepdency.

e Tenepb BbIbepnTE OCHOBHON UHTEPMENC, HACTPOEHHbIV Yepe3 BeO-nHTepdenc Ha NepBoM Liare, U yganite
ero. CoxpaHuTe 1 HaXXMUTe NPUMEHUTb.

e Bbibepnte BHOBb CO3AaHHbIN MHTEpdENC CBS3UN, HaxMmnTe "MIamMeHnTb", Tenepb Ons Bbibopa AoMmkHaA ObiTh
OocTynHa dum3ndeckas ceTeBasd KapTa, ydaneHHass ¢ npegpiaywero wara. CoxpaHute U HaxmuTe
NPUMEHUTD.

e Tenepb NaHenb MOHNUTOPWUHIa AOMkHa oTobpaxaTtb uHopmaumto 06 bond nHTepderice (Bkrovas CKOPOCTb).

4.2.3.3 BPAHOMAY 3P

BpaHomayap koHueHTpaTopa pabGoTaeT Ha 6ase iptables. OH MoxeT OblTb MoneseH, ecnv Bam
HeobXx0AMMO MOSTHOCTBLIO UCKIIOYNTL AOCTYN K KOHLLEHTPATOpy KakMM-TO KOMMboTEPaM B NMoKanbHOW ceTu. Minu
NpenocTaBnTb AOCTYN TOMLKO C OnpenerneHHbIX KoMMbloTepoB. MoXHO co3gaTb COOTBETCTBYHLUME MpaBuna B
Tabnuue unbTpoB.

g( USB over IP

Connecting USE devices over the network

] . 1 Cucrema & Cen distkontrolush64 § w

8 Cucrema - >
Ob6wwmia WHTepdeickl bpaHamaysp
%= OBbwwe HacTpolikn

© 0572 v spens 1Pyd - + [doBasums # Pensxmmposats ® Yaanute # Besp W Brus ' CoxpanuTe £ O6HoEneHne
& Cems JeRcTENE CemeRcTED McxogHsIR MopT HazHaueHne MopT MpoToxon JononHKTensHEE OnuKK KommeHTapuii
YESAOMNEHNE
INPUT ACCEPT IPuwd 192.168.1.105 - - 6565 TCP
D VnpasneHye SHepronoTp
INPUT ACCEPT [Pyd 192.168.1.105 = S 80 TCP
B Ceprugukars
INPUT REJECT [Pvd - - - - TCP

@ 3annaHWpoBaHHLIE 3343

use

[+ + ]

Ynpaenexue npasamn JOCTy|

[+]

Cepeucsl

AWarHocTmka

[+]

WHbopmaLma

Hanpumep, Tpebyetcs npegoctaBuTb A0CTyn K KoHueHTpatopy (WEB mnHTepdgeiicy - nopt 80 n USB
yCTponcTBaM — NopT 6565) TonbKO ¢ OAHOro KoMMbioTepa B fokansHou cetu ¢ IP 192.168.1.105.

Heobxoanmo (CM. CKPUHLLOT CTpaHuWLbI BbILLE):

Paspewntb goctyn ¢ IP 192.168.1.105 k koHLEeHTpaTopy AN KNMEHTCKOro NPUMoXeHUs.
PaspewnTts goctyn ¢ IP 192.168.1.105 Kk WEB nHTepdeincy KoHLeHTpaTopa.
PaspewnTtb goctyn ¢ localhost 127.0.0.1

Bce ocTanbHble coeaMHeHUs 3anpeTuTb.

PonNE

[NocnepoBatenbHOCTbL NpaBun BaxkHa. B pesynbTaTte - Co Bcex kpoMe ykasaHHoro B npasunax IP agpeca,
B KMMEHTE KOHLeHTpaTop b6yaeT oTcyTCcTBOBATb.
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Ecnun Heobxoanmo 3aKpbITb AOCTYN TOJIbKO OAHOMY IP agpecy B NoKanbHOWM CeTH, TO BO BCEX npasunax
NMOMEHATb Ha NPOTUBOMNOJIOXKHOE «denctene»

BHUMAHUE!!! BHumaTtensHO HacTpauBanTe npasuna, He 3akponte goctyn kK WEB wuHTepdeincy
KOHUEHTpaTopa (ansi BOCCTaHOBMNEHUSA KOHTPONS Hag HUM noTpebyeTtca cbpoc HacTpoek, ynpasnsemoro USB
over IP KOHLeHTpaTopa B UCXOAHOE COCTOSHMNE)

Mpu HacTporike pekoMeHOYyeTCs BpeMEeHHO pa3spelunTb Ang onpegeneHHoro IP agpeca v 3akpbiTh Ang
BCEX OCTarbHbIX TOMbLKO, Hanpumep, 22 unn 6565 nopT Ha yCTPOMCTBE, U TOMbKO yOeauBLUNCL B KOPPEKTHOM
BBOZJeE npasur, yXe 3akpbiBaTb nopT 80.
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4.2.4 YBEJOMINEHUE

Mpn HEOOXOAMMOCTU, MOXHO BKIIOUMTL OTMPABKY YBEAOMIIEHWA Ha SNEKTPOHHYK ModTy. Hactporika
CUCTEMbl YBEJOMIIEHUN OCYyLLEeCTBMASieTCA Ha CcTpaHuue BebG wHTepdenca koHueHTpaTopa Cucrtema-
YBegomneHusi

g{ UsSB over IP

4 ~ Cucrena B Veepomnenie

& Cucrena -
Hacrpoiicw
I OBwe HacTpolikt
O fara vepeun + Coxpanuta ' Cépoc @ OTNpaswTh TecTosoe nucsMo
%% Cers .
OBLIME HACTPONKIA
WY npasnerie smepronot]  BKAKHUTE [ @]
BR Ceprugumkars:
annaHuposanHeie saa, ~
Hactpoiki SRMTR
9 use
& USE nopru Cepsep SMTP smtpmail.ru
& Tune US8 yerpoiicrs AAREC NouUToEOra CepEapa SMTR. HaNpHWER, SMTER.Mycarp.com.
& ¥npaenerue npasamn gocT| Mopr SMTR 465
P P
@ P agpec SMTR NoET CepE"pa NO yWOAYSHMA, HanphMep 35 nak 5E7.
2 Monezosarens Pexm SSLTLS
“ WNpOBSHAR
&% Tpynnel
& Cepsuca 4 UT”E‘EB”TE"E distkontrol@example.ru
emai
Ll SRR
- Tpebyerca [ @)
SyTERTUDMKaLA
& Averrocriks
Vg
= distkontrol@example.ru
H e G P
& Cucremnas urdopuawy
Mapona  seevemssenens
@ Cucremmeie syprans
£} Chpoc M soccranosnerf
& Vndopuauna Nony-atens
@ Mposeputs oBHoBAEHM & .
an CHI°BHD"' & admin@esarnple.ru
onnepxka mai
@ onac Benanmirensii
email

OTI'IpaBKa yBejOMI1eHn n OCyLleCTBNnAeTCA:

o [lpu ycnewHom Bxoae B Beb nHTepenc ynpaeneHns KOHLeHTpaTopa

e [lpn HenmpaBwWnbHOM BBOAE NOrMHA MW napons And Bxoga B BeO MHTepdenc ynpasneHus
KOHLleHTpaTopa

e [lpwn 6noknposke Bxofa B Beb nHTEepdenc ynpasneH1s KoHLeHTpaTopa

e CniyxebHas nHdopmaLmst 0 COCTOSTHUM KOHLLeHTpaTopa

Beb vHTepdelic ynpaBneHnss KOHUEHTpaTopa MMeET 3awuTy oT nepebopa naponen ans Bxoga. lpwu
TPEXKPaTHOM He NpaBWMbHOM BBOAE Mapons UNv MMeHW MoNnb3oBaTens ocylecTBnsAeTca 6nokupoBsKa Bxoda B
nHTepdenc ynpaenexHns Ha 3 muH. Janee 6nokupoBka Ha 3 MVH MpU KaX4oM He NpaBUIbHOM BBOAE YYETHbIX
OaHHbIX, A0 npasunsHOro BBoAa. MNMpu 6rnokMposKke BxoAa BbIChbINAETCA YBEAOMEHNE Ha OCHOBHOM e-mail, ecrin
BKJ/TIIOYEHO M HACTPOEHO yBeJOMIIEHUE.
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MMyHKT MeHI0 «YBeaoMIeHnA» npeaHasHavyeH ansg HacTporkn HeobxoamMbix Bam coobueHuii no e-mail.

;( gng over |

USB devices over the network

« A Cwoews B Yecawnewme distkontrolusb32  § v

@ cucrema
Hactpodikn A
= Ofme HacTpodivn

Y- o Compawry | L3 Obwomnerme

& cere veepomnene 1 xmauere

& Yeeaownenne

@ crcrema
N)ynpasnenwe swepronaTy

Mcnonu308anie npoLeccopa
& Ceprugurars
(B 2annasmposanmue sagay  CPRAHRA 3ATRYIS

8 v WCnons308anme Namami

$ usa nopral CocToRwve USE nopTas

0Oo0o0oo0aOo

e Tune USB ycTpaiica Cocronsve 6n0x08 NUTaHIA

YNPaBAEHHE NPaBaMK AOCTY
1B 1P aspec

A& Nonesosarens

2 Tpynns

@ Cepewcw

Ll SNMP

B ssH

Avarnactaca

% focxa
(@ CHITEMHER UHOOPMALMA
[ CucTemmbie xypHan

O €6poc A soccranoRnEHA

Wnbopmauin
@ MpoBepwTe obHOBNEHNA
@ Noazepwxa

@ Omac

YBeaoMneHns npuxoaaT B TOM Clyyae ecrnu:

«Mcnonb3oBaHue npoueccopay donee 95% 3a 10 ynknoB nogpsaa

«CpepHss 3arpyska» 6onee 2 3a 1 muHyTy, 6onee 1.5 3a 5 muHyT, Gonee 1 3a 15 MUHYT
«Mcnonb3osaHne namsatn» 6onee 90%

«CocTosiHMe NOPTOBY - MPU UBMEHEHUWN COCTOSIHMA NopTa

«CocTosiHne BrokoB NUTaHUSI» - MPU N3MEHEHUUN COCTOSIHUS Bnoka NuTanus (Mpy annapaTtHOM HanMyuum
BTOpPOro 6noka nutaHus).

MpumeyaHue: [pn BOCCTAHOBMEHMM HACTPOEK unM xe npu obHoeneHun 1O ¢ nocnegyrowmm
BOCCTaHOBNEHMEM HeobXOAuMO B HACTpoWke yBeAOMIEHVMI BBECTW Naposfib Mofb3oBaTens 3aHOBO
(ymanuTb 13 3amnofHEHHOro Nosisi Naporsib, COXPaHUTb, BBECTU KOPPEKTHLIA NapOosib U COXPaHUTL €ro).
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4.2.5 YINMPABJINIEHUVE SHEPIOMNMOTPEBINEHVEM

B aaHHOM pasaerne MOXHO HaCTpOUTb 3adady Ha nepe3arpys3ky 1 BblKItOYeHUA KOHLUEeHTpaTopa.

[na cospanns 3agaHusa yrnpaBrieHns nepes3arpy3kod M BbiKIToYeHnem ynpaensemoro USB over IP
KOHLleHTpaTopa HeobXxoaMMO Ha CTpaHuue HaxaTb KHOMKy «[JobaBuTb» 3anonHWTbL MONs 3afaHud U HaxaTb
kHonky «CoxpaHuTby. Co3fgaHHble 3alaHns MOXHO OTKIYaTh, U OHW He ByayT BbIMNOMHATHCS.

[ocTynHble 3agaHus:

1. BbikntodyeHue ynpaensiemoro USB over IP koHUeHTpaTopa.
2. Tepesarpyska ynpaensemoro USB over IP koHUeHTpaTopa;

B kayecTBe NnaHWpOBLLMKA 3a4a4 B YCTPONCTBE UCMOSb3YeTcs Cron.

Mo>KHO JOMONMHUTENBHO 03HAKOMUTLCHA C HUM U crontab, ecnu Heobxogumo Gonee nofHoe NoOHUMaHue
paboThbl NIIaHNPOBLLMKA.

dopmaT KomMaHAa:

fmmmmmm e muHyTa (0 - 59)

| -m-mmmee e yac (0 - 23)

[] .- AeHb mecsua (1 - 31)

[]] .- mecsay (1 - 12) UJA jan, feb, mar ...

[1]] .- aeHb Hegenu (0 - 6) (BockpeceHbe=0 nnu 7)
[1]]]*****komaHoa ons BbINOMHEHUA

Hanpumep, 3annaHMpoBaTth 3agaHvne Ha onpenerneHHoe Bpems (4Tobbl komaHaa 0 1.12 BeinonHanach B
7:00u4. 26

MpumeyaHue: yCTPONCTBO LOMKHO KOPPEKTHO nony4vatb Bpemsi no NTP (Cuctema - Jata n Bpems)

CyliecTByeT BO3MOXHOCTb MEPEKIIOYEHNSA PEXMMOB PEe3epBMPOBaHNS NUTaHusA. [aHHas BO3MOXHOCTb
NPUCYTCTBYET TONBbKO B MOgMdMKaLmMmn ycTponcTBa ¢ ABymst 6nokamu nutaHus n Bepcusax MO He cTapee 4.05.

YnpaBneHust pexMmamn pesepBupoBaHNS NPOUCXOAUT Ha CTpaHuue «YnpaBneHue aHepronotpedrneHnem» -
«PexXnmbl nuTaHmnay.

Mo ymonuaHuio ycTaBneH pexvMm pe3epBUpoBaHUS NUTaHWUS ANS NoBbILEeHUs oTkasoycTonynsoctn USB over
IP koHueHTpaTopa (Bcerga paboTaeT 2 6roka NnuTaHus, Npu nponagaHny NuTaHnsa Ha Bxoge ogHoro Bl wnu npu
Bbixoge 13 cTpos BI, ycTpoicTBo npogormkaeT padoTtate 6e3 nepesarpysku).

BO3MOXHO MepekniounTb B pexvMm pesepBupoBaHUsa Grioka nuTaHWs Ans NOBbILWEHUS OTKa30yCTOMYMBOCTM
USB over IP koHueHTpaTopa. (Bceraa pabotaet 1 BI. NMpu nponaganum nutaHus Ha Bxoge pabotatowero Bl
WITN NpU ero BbiXxoAe U3 CTposi, BKtovaeTcsa 2-on BI1. Mpy nepeknoyeHnn ycTponcTBo OyOeT nepesarpy>eHo).

Takxe B 4aHHOM pasaene cyuectByeT BO3MOXHOCTb OTCIIeXnBaHNA akTyarlbHOro COCToAHUA Onoka nuTaHus.

[ns oToBpaxeHus akTyarnbHOro COCTOSiHMS Brioka NMTaHus Nocne NepeknioYeHnst pexxuma pe3epBUpoBaHuUs
HeoOXxoauMo OBOHOBUTL CTPaHMLy.
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4.2.6 CEPTUOUNKATbI

Ynpaensembin USB over IP KOHUEHTpaTop noanepXMBaeT UMMNOPT YXXE UMEHLLNXCA CEPTUGMKATOB U
co3aHne HOBbIX caMonoanucaHHblx cepTudunkaToB SSL/SSH. YnpaeneHue cepTudmkataMmm ocyLLecTBnseTcs
Ha cTpaHuue «CepTudumkaTtbl».

Mo ymonuanuto USB over IP koHueHTpaTop nmeeT aBa BMaa cepTudukaTos.

1. SSL ceptudmkar;
2. Ceptndmkat SSL ans tpadmka USB-ycTponcTs.

SSL cepTudmkaT NnpegHasHayeH ans HacTpoek 6e30MacHoOro CoegmMHeHus.

< @ ¢ A 192168.1.195 DistKontrolUSB64 control panel - distkontrolush64 n B L

Co34aTk CaMOMOANNCAHHBIA SSL cepTudUkaT %

Pazmep knoya 4096b
Jnima RSA enmua

Cpok geicTana 1roa

Yucno AHER ASRCTENA CepTUdMKATE.

OBwee vMa 192.168.1.195

HazeaHve
CpPraHu2aLmMmn

AucTKoHTpon

Moapaszaeneqve | Byxrantepus

ropoa JAomogeaose

Lirat/
MposuHUMs

Mockoeckan ofinacrs

Crpana Pocona

3n. nouta | d\stkontro\@d'\stkontro\.rq

Coxparvre | Ommera

BesonacHoe coeanHenne ana WEB nHTepdelica MOXXHO BKMHOUNTL Ha cTpaHuue «ObLmne HacTpOnKm».
Tam xe MOXHO BKIMHOYUTb NMPUHYOUTENBHOE MCMOMNb30BaHMe ToNbko 6e30nacHoOro coegmMHeHns onsg gocTtyna K
WEB uHTepdeiicy ynpasnsemoro USB over IP koHULeHTpaTopa.

MpumeyaHue: yCTPONCTBO LOMKHO KOPPEKTHO nony4vatb Bpemsi no NTP (Cuctema - [lata n Bpems)

B cnyyae HeobxognmocTu ncnonb3osatb ceptTudmkar SSL ans Tpadmka USB-ycTponcts Heobxoanmo
nepentn Ha Bknagky «USB» - cospgaTb cepTudmkaT - HasHaunTb €ro TOW rpynne, B KOTOpon OH byapet
MCNOoNb30BaTbCA.

[Nocne HasHaveHna cepTudukaTa rpynne:

B KNMeHTCKOM NpUMOXEHWW KIMKHETe MnpaBol KHomnkonm Mbiwn «USB cepsepbl» - «dononHuTenbHble
HacTponkny. Ha Bknagke «SSLy B cTpoke «Pann ueHTpa ceptudmkaumnmny HaxmmTte « OTKpbITb» U BbiGepuTe Baww
cepTudumkar *.pem.
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Ykaxunte Heobxoammblii NopT.

AononHWTENEHEIE HACTRORKK >

Azec 5L AETonn,qrcnrDHEHnel MuHr ] TpEHCI'IDpTI I'Im-mc] Hactpe 4| ¥

Knwentckwid daiin ceptudmkara : OTkpeme
Daiin LeHTpa cepTUdUKaLMK @ OTkpeTe

S5L Port: | 6364

Coxpanute | Beixog |

B cnyvae ncnonb3oBaHNs HECKOMbKUX FPYNN € pasHbiMM SSL cepTudmkatamm Heobxoammo ckavaTb BCe
cepTudmKaTbl, OTKPbITb B TEKCTOBOM pefakTtope U 060beAuHNUTb B OAMH hann ceptudmkauun. NMoptbl B aHHOM
crnyyae ykasblBaloTCs Yepes 3ansTylo.

JononHKMTEREHEIE HICTRORKK >

Aseip 33L .ﬂ.smno,qmroqewel MuHr l Tpchnin] Makck ] Hacrpe 4 ’;I

KnueHTokWiA dain cepTudmkaTa OTEpBITE
Dakn weHTpa cepTrdikaumm ;| Chlsershhajorowh] OTEpEITE
S5l Port: | F564,7572,7573, 757

CoxpaHuTe I Breizog

Haxmunte «COXpaHMTb» M cornacnuTecb C nepesarnyckoM KIMeHTCKOro npunoxXeHns.
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4.2.7 SATINAHUPOBAHHbBLIE 3AAHNA

HM3WMEHWUTE 3aMnnaHWpoBaAHHOE 3a0aHNE

Brarounrs

T hd 'f) Kammyra M
MUHYTY

Yac hd 'f) Kamgei M uac
AeHb mecaua v D Kaxged M gers
Mecay, -
AerHb Hegenw -

komaHaa ushrontrolapi 0 1.2

Inaut example: ushcontrolapi 01,1

KommerTapuii

Ona co3ganua 3apaHus ynpaeneHumsa USB Bxogamy Heobxoammo Ha cTpaHuue «3annaHupoBaHHbIe
3apaHusa» HaxaTtb KHOMKy «[Jo6GaBuTb» 3anonHUTbL NOMst 3ag4aHnsl U HaxaTb KHOMKy «CoxpaHutb». Co3aaHHble
3a4aHns MOXHO OTKIYaTb, U OHW He ByayT BbIMNOMHATLCS.

KomaHnga coctonT ua:

o Komanga — usbcontrolapi;
e [lpusHaka BkMoYeHns «1» nnu BoiknoveHns «0» nopTa;
e Homepa USB nopTa (o1 1.1 o 4.16)

Tak >xe BO3MOXHO MepeynciieHne HeCKOSTbKMX NMOPTOB M/WUMW yKa3aHUs rpynbl NOpTOB:

"0.0" - oT 1.1 no 4.16;
"1.0" - oT 1.1 po 1.16;
"2.0" - o1 2.1 go 2.16;
"3.0" - ot 3.1 no 3.16;
"4.0" - oT 4.1 po 4.16.

MpyMepbl KomaHa:

usbcontrolapi 0 1.9 (BbikntounTts USB 1.9)
usbcontrolapi 1 1.12 (BkntounTtb USB 1.12)
usbcontrolapi 1 0.0 (Bkntountb USB ¢ 1.1 no 4.16)

usbcontrolapi 1 2.0,3.0 (Bkntounte USB ¢ 2.1 no 3.16)
usbcontrolapi 0 1.0,2.1,2.5,3.8,4.0 (Bbikntounts USB ¢ 1.1 no 1.16, 2.1, 2.5, 3.8, c 4.1 no 4.16)
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,D,OCTyI'IHbIe 3agaHun4:

BknounTb nutaHuve onsa KoHkpeTtHoro USB nopTa
BknounTb nUTaHne Anga koHKpeTHoro psaa USB noptos
BkntounTb nutaHme gna scex USB noptoBs

OTKMOUYMTL NUTaHNe anst kKoHkpeTHoro USB nopTta
OTKNYNTL NUTaHMe NS KoHKpeTHoro psiga USB nopTtos
OTkntounTb NUTaHue ans scex USB nopToBs

ogkrwbhPE

B kavectBe nnaHMpoBLIMKa 3a4ay B yCTpOVICTBe ncnonb3yeTca cron.

Mo>XHO AONONHUTENBHO O3HAKOMUTLCA C HUM U crontab B WHTEpHeTe, eCcin Heobxogumo Gonee nonHoe
NOHMMaHWe NpMHUUNoB pa60TbI nnaHnpoBLUMKa.

dopmaT KomMaHAa:

fmmmmmm e muHyTa (0 - 59)

| === yac (0 - 23)

[ e AeHb mecsua (1 - 31)

[]] .- mecay (1 - 12) N jan, feb, mar ...

[1]] .- aeHb Hegeru (0 - 6) (BockpeceHbe=0 nnu 7)
[1]]]*****komaHoa ons BbINOMHEHUA

Hanpumep, 3annaHmpoBaTth 3agaHve Ha onpegeneHHoe Bpems (4Tobbl komaHaa 0 1.12 BeinonHAnace B
7:00u4. 26

MpumeyaHue: yCTPONCTBO AOMKHO KOPPEKTHO nony4vatb Bpemsi no NTP (Cuctema - [lata n Bpems)
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Cospgaem 3agaHue:

J0BaBUTE 3aMNaHNPOBAHHOE 3a43H1e

Bkamyata (}

[T ¢ Kam o M
¥T Ayt
WYY

Hac ':) Kaxapid M uac
JeHb mecAua {) Kaxaeiil M geHs
Mecay, A
Aerb Hegenn

Komarga ushcontrolapi

Input example: ushcantrolagi 1.1

KommerTapuin

aHWTE Ormena

B ctonbue «lMnannpyetcs» byget: * 7 * * *

Mpumep noBTOpeHUs 3agaHus Yepes 12:01y4

MNaHWPOBaHHOE 3a4aH1e

Eknouuns [ @]

FlmyT A () Kasmyra M
MUHYTY

Yac A (} Kasapii M vac
Aerb mecaus - 'f) Kawxapiid M geHs
Mecay v
ferb Hegenw

Komaraa ushrcontralapi 01,2

Inaut example: ushcantralsai 0 1.1

KommenTapuia

B cton6bue «lMnannpyetcsa» byget: */40 */10 * *
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4.3 USB

4.3.1 USB MNOPTHI

Bo3MOXHO u3MeHeHne HammeHoBaHWsa nopTta USB. BkniodeHve u  BbikntodeHne USB  noptoB
ynpasnaemoro USB over IP koHLeHTpaTopa ocyLLecTBNSAETCS KIMKOM MO COOTBETCTBYHOLLLEN KHOMKE YCTPONCTBA.

UsB over IP

5 over the network

4 [ Usg 4 USE nopTw distkontrolusb6d  § ¥
& Cncrema -
USE noprei oMoLE
= Ofiwwe HacTpoikn
(!J BKAKYKTE BCE (!J BblkNK4YKTE B2 "y Copoc MiueH & CoxpaHWTh
@ dara vepemn P P
& Cem Homep g Cramy Bramuurh
E Yeegomnerne -
“ 1.1 USE 1,01 [ ] 4
3 ynpaeasHWe 3Hepron
1.2 LSE1.02
BR Ceprunduikare L4 =)
B aaﬂﬂaHMPDBBHHbIEE 1.3 s 1.03 . B
& use 14 USE1.04 ) =
1 LEB g 1.5 USE 1.05 O
W Tune USE yerpoitcrs |4
1.6 USE 1.06 O
& ¥npasneHne npaeamn 4
O P anpec 17 USE 1,07 O
2 Monabzosarens 1.8 USE 1.08 L g 3
=5 Tpymnan 1.4 USE 1,08 * =
& Cepsucn
F 1.10 USE 1.10 [ 3 &
sl SRR
53 ssH 111 USE 1.1 L ] [
8 Jormorae 112 Lsg 1.12 . =
5§ docka 113 USB 1.13 [ ) =4
@ Cucremnsa WHGIOphE 114 USB1.14 ® =
[ CucremHsie wypHane
115 USE1.15 [ ] =4
¥} Copoc M BoccTaroen: v -

KHonku "BkntounTb Bce", "BbIkNtounTe BCE" ynpaBnstoT BCeMU OOCTYMNHbIMU nopTamu. Ctonbew, "Mms"
ans obo3HayeHnst umeH USB nopTos.

Ecnmn "OTtobpaxaemoe umsa" = "DEFAULT" unu "default" nnn "0" cbpocnt nms no ymonyaHuio.

[na np¥MeHeHns n3aMeHeHnin, He0OXOAMMO HaxaTb Ha KHonKy "CoxpaHuTb".
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4.3.2 TUNbl USB YCTPOWNCTB

HaHHbli pasgen HeobxoaMm Ana HAcTPOWMKKU Npas AocTyna, 6onee Nnoapo6Ho cM. «HacTpoliku AocTyna»

Tvnbl ycTponcTBa MOXHO A06aBNAThb, peAakTupoBaTb, yaanaTe. [JobaBneHne py4yHoe n ABTONOUCK MO
nopknoyeHHsIM USB ycTponcTteaM k ynpasnsemomy USB over IP koHueHTpaTopy. Y yCcTponcTBa AOMKeH BbITb
YHUKaneH oguH 3 napametpos: Vendor ID, Product ID nnu Serial Ne. PekomeHayeTcst fo6aBnsATb ycTponcTea
Yyepes ABTOMNOUCK.

B crtonbue «[lonb3oBatenun» ykasaHbl MOMb30BaTENM, KOTOPbIM Ha3Ha4yeHbl NpaBa Ha [JaHHoe
YCTPONCTBO.

BHUMAHMUE!!! HekoTtopble USB ycTporicTBa MoryT pabotaTb HeKOoppekTHo. B aTom cnyyae oHu GyayT
nponyckaTbCsl Npy aBTornoucke. BoamoxxHO HekoppekTHOe oTobpaeHne cnucka novcka. OTKMYMTE N MOBTOPHO
BKMOUNTE NuTaHne USB nopTa n NOBTOPUTE NOUCK YCTPOMNCTB.
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4.4 YNIPABJNNIEHWE NMPABAMUW OOCTYTIA

4.4.1 NMONb30OBATEIJb

[nsi KOPPEKTHOW HACTPOWMKK rPyMM, OrpaHUYEHHOro NPeOCTaBIEHNS NPaB Ha BKITIOYEHNE U OTKIIOYEHNE
USB-ycTpoiicTB HeobxoaMMO Ha cTpaHuue «YnpaBrneHne npaBamu goctynay» - «[lonb3oBatenby» co3gatb
nonb3oBatenen ynpaesnsemoro USB over IP koHueHTpaTopa, akTuBMpoBaTb, AaTb AOCTYN K HEOOXOAUMbIM
nopTam n yctponcteam n obaBuTb B rpynny.

BHUAMAHUE!!! ima nonb3oBatenst MoXeT ObiTb BBEAEHO TOMbKO Ha NMaTUHCKOW packnagke. Pernctp
nmeeT 3HadeHne! B napone nonb3oBatens 3abrokMpoBaHo UCMNONb30BaHWE 3ansiTON.

[obasuTe Nonk3osarens
Bl reynns  focyn kUSBycrpoicream  Aocryn k USBniopram
Hmn

urvanposas (D
[———

KoMMeHT3pAi
3. nouta
Napons

Nogreepgnre
napans

[LEERERTES T 33aNPETHTE NONSI0EATENG KIMEHATE YUETHEIE JaNKCH,
akKayHTa

OremoueHne D PazpelwnTe NONL30BATEAK OTKAKHATE ADYTVX NONLI0EITENER,
nonssosaTenei

I flar nonssosaTeno npasa apMHACTRaTOpa Web weTepdedica.

— e

YCTPOMCTBO MMEET psii CUCTEMHbIX YYETHbIX 3anucen, co3daHue C KOTOPbIMU OAHOMMEHHbIX
nonb3oBartenieii HeBO3MOXHO. [lpuM nMOMbITKE CO34aHMSA Takoro Momnb3oBaTens cuctema  BblaacT
COOTBETCTBYIOLLEE NPEeaYNpexXaeHIe.

Mpwn Bxoge B WEB wnHTepdenc ynpaensaemoro USB over IP koHUeHTpaTopa nog npaBamMu CO34aHHbIX
nonb3oBaTenen UM AOCTYMHO TOMbLKO yrpaBreHne paspeLleHHbIM1 Bxogamu (noptammn) USB, nameHeHne naponsi
N agpeca 3NeKTPOHHOW NOoYTbl ANs OTNPaBkM yBeAOMIEHUN. BO3MOXHOCTb M3MEHEHUS! A aHHbIX NOfb30BaTeNs
MOXET ObITb OTKIIOYEHA B HACTPOMKaX.

Ona ynpaBneHus (BknodeHnst n BoiknodeHns) USB BxopgoB DistKontrolUSB nonbsoBartento 4oCTynHbl
TONbKO BXOAbl, Ha3Ha4veHHble ero rpynnam n B WEB uHTepdelnice nonb3oBatens Ha cTpaHuue «USB nopTtbi»
OyayT oTobpaxeHbl TONbKO Te BXOA4bI, K KOTOPbIM MOfIb30BaTEN0 NpedoCcTaBneHbl NpaBa Ha ynpasneHune. Cwm.
pasfen HacTPOWKM OrpaHUYeHnin 4ocTyna.




USB over IP

Connecting USB devices over the network
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4 E. 3 usB §# USB nopma distkontrolusb64 ¥ ¥

e use i Obsosnerme
|ll USB nopte!
Homep
@ Ynpasnenue npasavu AocTy
2 Monssosatens 11
B Wupopmayua 1.2
@ Moanepxxa .
@ oHac

Wma Cratyc BraouMTs
UsB 1.01 O
USB 1.02 (m]
USB 1.03 0O
USB 1.04 m]
USE 1.05 0O

Umnopt nonb3oBaTtenen us Active Directory (AD).

1.MNogknoYeHune:

WMmnoprtupoeare: MNogxnoyeHne x

Mg
NoNs308aTeNs

Mapone

Afdpec Cepeepa

MoapazaeneHue

JoMeHHOE MMA

JoMEeHHSA 20Ha

User

192.168.1.120

domain

ru

Mone "MNogpazgensHne” ABNAETCA HeodAzaTENEHEIM. Mone
"MoapazgeneHye” He A0MXHO COA4SpXaTE KMPWIIMYECKWX CMBONCE MAK
npoBenoe. MHCTRYKLMID NO NOLKNHUYEHWK CMOTPUTE Ha CTPAHMLE
"MoMmowe".

BeeOnTe KOppeKTHbIE AaHHbIE AN NOAKMIYeHns K Baluemy AD.

Mms nonb3oBaTtens - nonb3oBaTtesb JOMKEH UMETb OO0CTYyN K Nony4eHno Cnncka nonb3oBaTtenen.

[Maponb - naponb nonb3osatens B AD.
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Appec cepBepa - IP agpec cepsepa AD.
MoppaspeneHue - nogpasnenexHme B AD 13 koTopon OyayT BbIrpyXeHbl MMEHa Monb30BaTernen.
Mone "lMoapasaenerHne” aBnaeTcs Heobs3aTenbHbIM.

Mone "lMoapasaeneHne” He OOMXHO coaepXaTb KUPUNNNYECKUX CUMBOMOB U Npobenos.
[lomeHHOEe nM$A - Ma goMeHa Ballen ceTu, Hanpumep, "myad"”.

[lomeHHas 30Ha - 30Ha BaLllen ceTu, Hanpumep, "com" nnu "local".

[omeHHble ums 1 3oHa ByayT BeIrnAgeTs kak "myad.local”.

B cny4yae ncnonb3oBaHnA aomMeHa 3-ro ypoBHs, (Hanpumep: “myad.ad.com”) ans KOppeKTHOWM
paboTbl Heobxoanmo BBectTn “myad.ad” B [loMmeHHOE uMs.

HaxmuTe kHonky "lMNogknoyeHne" anga nepexoda K criegyrowemy wary.

Ecnu Bbl BBENM HEKOPPEKTHBIE AaHHbIE, Bbl MOMTYYNTE COOTBETCTBYIOLLEE YBEAOMITEHNE CUCTEMbI.
2.Bbibop nonb3oeaTenei:

BbibepuTe U3 cnucka Tex nonb3oBaTtenemn, KOTopblix He06xoaMmo A06aBUTb.

[ob6asneHHble nonb3oBateny 6yayT UMeTb CryyYanHble Naponu.

Y nonb3oBartenen 6ygyT HaCTPOWKM MO YMOMYaHMIO.

HaxmunTe kHonky "MimnopTupoBaTh" Ans nepexoa K crneayroLwemy wary.

MpuMeHATb HAaCTPONKM HeoBXoAMMO NO 3aBepLUEHUIO CreayroLLero wara.
3.PepaktupoBaHue nonb3oBaTenen:

HaxmuTe Ha kHonky "OBHOBNEHe" Anst Nony4eHUs akTyanbHOro cnnucka none3oBartenen.

Otpepaktupyinte Bcex AobaBneHHbIX Nonb3oBaTenen.

3apaiiTe KOPPEKTHbIA Naporb.

HasHaubTe HeobxoanMble Npasa.

lMprMeHnTe HacTporKu.

(MenTtoe BCcnnbiBatoLLee OKHO B BEPXHEN YacTu dKpaHa.)
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4.4.1.1 OTKINNIOYEHWE NOAKNMKOYEHHOIO MNMOJIb3OBATENA

OTKnoYeHMe NOAKIIOYEHHbIX Nofb3oBaTenel k USB-yCTpoNCTBY MOXET OCYLLECTBNSATLCS HECKOMNBbKUMMU
cnocobamu:

o [lytem oTknoveHns nutaHua c onpegeneHHoro USB-nopta (cMm. «USB nopTel», «YTunuta
USBControly )

e [lpepocTtaBneHnem npas Nonb30BaTemNo Ha OTKIYEHNe ApyrMxX none3osartenen (TpebyeTcs 3anyck
KMWMEHTCKOIO MPUIOXEHMS C NapamMeTpoM —a CM. «[1ononHWTeNnbHble BO3MOXHOCTU Npu paboTe ¢
KIMMEHTCKUM MPUIOXKEHUEMY )

e [lpepocTtaBneHnem npas IP-agpecy Ha OTKMOMEHVE ApYrux nonb3osaTtenen (Tpebyetcs sanyck
KMWMEHTCKOrO MPUIOXEHMS C NapameTpoM —a CM. «[oMnonHWTeNbHbIE BO3MOXHOCTW Npu pabote ¢
KIIMEHTCKUM MPUIOXKEHNEMY )

BHAMAHUE!!! Nms nonb3oBatens, BBeféHHoe B WEB-uHTepderice, OOJIPKHO COBIMALATbH c
MMEHEM YYETHOW 3anucu CUCTEMbl, C KOTOPOW MPOUCXOAUT OTKIHYEHUEe MogkKnyeHHbIXx kK USB-nopTy
nonb3oBartenemn.

Monb3oBaTenb MOXET BbIKNIOYUTL NUTaHNEe Ha kK USB-NopTy nnu oTkniovaTbe NOAKMHOYEHHbBIX
nonb3oBareneu, Tonbko ¢ Tex USB-nopToB, KoTopble eMy HasdHayeHbl B pa3gerne «lonb3oBatenuy, BKNagka
«JocTyn k USB-noptamy».

Mpnmep HacTPOMKM OTKIOYEHUS NOMb3oBaTenen:

1. B pasgene «[Tonb3oBatenu» co3gaemM nonb3oBaTtens, nMsi KoToporo byaeT coenagatb C UMEHEM
cucTeMbl (HanpuMep, MMsi MOelr y4yeTHou 3anucu “Petrov’, crnegoBaTtenbHO, MMSA NoNb3oBaTens A0MKHO
BbITb “Petrov”).

2. [aio nonb3oBaTento COOTBETCTBYIOLLME NpaBa Ha “ynpasneHue nutaHueM USB-nopToB” u “oTknioveHne
Opyrmx nonb3osartenen”’

3. Bo Bknagke «Joctyn k USB-noptam» ykasbiBato USB-NopThl, K KOTOPbIM MNOMb30BaTENb MOXET
nogknoyaTe USB-yCTpONCTBA, YNPaBnsaTb UX NMUTAaHUEM, a TakKe OTKIoYaTh ApYrux nonb3oBaTenen,
€Crnuv Te NOAKMNIYMNNCh K HadHayeHHbIM USB-nopTta nonb3oeatens “Petrov”.

4. 3anyctutb knueHtckoe npunoxeHue Distkontrol Client ¢ napameTpom 3anycka —a (cMm.
«[JononHutenbHble BO3MOXHOCTU Npu paboTe ¢ DistkontrolUSB Client»)

5. Tlocne 4ero, B KNIMEHTCKOM MPUMOXEHUN, MOXHO OTKIIOUUTL YKe MOAKMIOYEHHbIX Nonb3oBaTenen.
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4.4.2 1P AOPEC

HaHHbli pasgen HeobxoaMm Ana HAcTPOWMKKU Npas AocTyna, 6onee Nnoapo6Ho cM. «HacTpoliku AocTyna»

IP MmoxxHO go6aBnsAThb, peaakTnposath, yaanaTb. [pu cosgaHum, peaakTupoBaHuy yCTporicTea BbibepuTe
cemencteo IP (IPv4 unn IPv6)

4.4.3 TPYIMMNbI

[aHHbIi pasgen Heobxoamm ans HacTporku rpynn USB noptos. CyliecTByeT 16 rpynn, B KOTOPbI€ MOXHO
[ob6aBnTb Nonb3oBaTenen, HacTPoOUTbL NpaBa AoCTyna Ans rpynnbl, HACTPOUTL BUAMMOCTL USB-nopToB.

g{ UsSB over [P

4 F .3 ¥npasneHue Npasamia AoTyna &% Tpynne distkontrolusbfd  § v

& Cucrema ys o
= O6wue HacTpoliki

Waa T KommerTa,.  Yuacrruki Craryc  Ckpeiee. | YerpoR.. | Moprifl.  ¥erpoite. | MopriP | Tunasropus. | Mopr Bugunaocrs USB-nopros

© famawepemn
2 Ceta Groupdt [} System user 8365 All ports
B ¥eepomneHne Groupl2 System user 6602

[} YnpaeneHine sHepron

BR Cepriduakatsl

Groupl2 System user ga03

Groupld System user 8604
@ Zannaruposanee 3

S us Groupl5s Systemuser 6605
g USB nopre Groupld System user  BB06

W Tune USE YCTPORCTS

ry

GroupD? Systemuser 6607

& YnpasneHWe npasami &

O P agpec

Group8 Systern user Ba08

- Groupld System user Ba09
& Monesosatens

Group10 Systern user 6610

& Cepeuce Groupl1 Systern user 6611

Ll SkiraP
S5H

Group12 Systern user 6612
Groupi2 System user a612
& fuarnocraka

5§ docka Clraui: Systemuser 6614

(& Cucremnan nhdopme Groupls Systermn user 5615

B naHHOM pasgene ons nonb3oBaTens BO3MOXHO HAaCTPOUTb OTOBpaxeHne ToMNbKO JOCTYMHbIX eMy USB-
noptos. [ns aToro:

1. Heobxognmo co3gatb SSL cepTudmkaTt gnsa Tpadgpmka USB ycTpoicTB u o0aBnTh €ro B rpynmny.

CkauvaTtb gaHHbI cepTudpmkat n gobasutb B DistKontrolUSB Client.

3. [Hobaeutb cepeep B DistKontrolUSB Client ¢ ykazaHnem SSL nopTa(no ymonyanuto ana Groupl: 6564).
Ons koppekTHoro oTtobpaxeHuss Heckomnbkux rpynn USB ycTtponcte Heobxogumo p[obaBuTb BCe
ucnonb3yemble cepBepa C ykazaHveM SSL nopTta, ykasaHHOro B HaCTpowmkax rpynmbl

4. B Web-untepgerice nobaButb nonb3oBaTens, akTMBMpoBaTb ero n aobasuTb B rpynny, K KOTOPOW y
nonb3oBaTtensa 6yget AocTyn, AaTth OCTYN K HEOOXOAMMBIM YCTpocTBam\nopTam.

5. B pasgene «[pynnbl» - OTKPbITb HACTPOWKK TPYMNbl, MEPEBECTN MON3YHKN «BknounTby, «BkoyeHne
SSL ana USB-Tpacuka» B aKTUBHOE COCTOSHME.

6. [pu HeoOX0AMMOCTM YCTaHOBUTbL HAaCTPOWMKM NpaB AOCTyna, bonee nogpobHo cMm. «HacTporiku gocTynay

7. BknMounTb B CNMCOK BUAUMOCTM Heobxoanmbie USB-nopThbl.

8. CoxpaHuTb HacTPOWKN, BKIMOYNTL NOPTHI.

N

B cnyyae HeobxogumocTu pasgenenss USB ycTpOWCTB Mexay Monb3oBaTensiMun, HacTpoUTe OPYryto rpynny B
TOM e nopsake.

Onsa koppekTHoro otobpaxeHus Heckonbkux rpynn USB yctporicts B DistKontrolUSB Client Heo6xognmo
nobasuTb BCe uCMonMb3yemMble cepBepa C ykasdaHMem SSL nopTa, ykasaHHOrO B HacTpoukax rpynnsl (Mo
ymonyanuio Group2:7572, Group3:7573, Group4:7574 n 1.4.).
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[nsa cBpoca HacTpoek - HeoGXoANMO BbIBpaTh HYXXHYIO FPYNMY U COPOCUTL HACTPOIKN.

BHMUMAHMUE!!! B ncxogHom coctosiHum Bce USB-nopTbl 6yayT aobaeneHsl B "Group1”, ansa 1oro 4tobbl
yBUAETb MOpThbl B APYron rpynne, Heo6xoanmo B NepBOM rpynne HasHa4uTb TOMbKO Heobxoaumble
nopTbl. OcTaBLIMECA NOPTbI CTAaHYT AOCTYMNHbI B ApYyrMx rpynnax. B cnyyae Heob6xogmMmMocTy HacTpouTb
AN KaKOoro YCTPOMCTBA [OOCTyn OnpedesieHHbIM Monb3oBaTensiM  BMAUMMOCTb BCEX MOPTOB
Heobxogumo octaButb B "Group1". CosgaTb Nnonb3oBaTenen, pasrpaHMynTbL NpaBa Ha [OCTyn K
onpeferneHHblM  YCTpoOMCTBaM nopTam, AobaBuTb BCeX Mofb3oBaTener B IPynny, BKIOYUTb
OrpaHu4eHus1 B HacTpoKrKax rpynmebl.

4.4.3.1 HACTPOWKW/ OOCTYNA

B ynpaBnsemom USB over IP koHUeHTpaTope peanuM3oBaHa BO3MOXHOCTb OrpaHMyeHus AocTyna
nonb3oBarenen k nogknodaemslMm USB ycTponcTBam n noptam (aBropmsaumsa onga goctyna k USB ycTporictBam
n/unu noptam). MNMpeaycMoTpeHbl YeTbipe cnocoba orpaHnYeHus:

1. OrpaHnyenune goctyna k USB ycTponcTBy No NOrMHY M nNaponto (aBTopusaums no noruHy 1 naposnto
ang goctyna k USB ycTponcTsy).

2. OrpaHunyenune goctyna k USB nopTy no norvHy 1 naponto (aBTopusaums no fiorMHy 1 naposnto Ans
poctyna k USB nopTy).

3. Orpanunyenune goctyna k USB ycTtporcTtey no IP agpecy (aBTopusauus no IP agpecy).

4. OrpaHuyeHue goctyna k USB nopty no IP agpecy (aBTopusauus no IP agpecy ansa goctyna k USB
nopTy).

pE,qB KTHWPOEATE MRy

Hacrpoikn  Ofwwii  (MeFybEEER W ER|  YuacTHvEr  Bugumocrs USE-nopTos

HacTpoikm AocTyna

3TOT NapaMeTp BLTYNAET & CANY NOCAE &F0 COXPAHEHHA,
Heckoneko npasun npumeHsoToa depes W'

OrpaHnyeHke gocryna k USE yorpoAcTey no noriHy 1 napont
OrpaHnyeHne gocryna k USE nopTy no norvHy 1 naponm
OrpaHnyeHke gocryna k USE yorpolictey no [P agpecy

OrpaHnyeHne gocryna k USE nopry no P agpecy

HacTpolkl Npas

STOT napaMeTp BOTYNEET & CUAY NOCAE Br0 COXRPAHEHNA,

ABTOPVZALMA: UCNONB30EATE CUCTEMHOE WIMA N0B30BATENRA | BBEAEHHOE
NoABS0EATENEM

Pexuvmbl orpaHuyeHus BkntovatoTca Ha ctpaHuue WEB nHTepdenca ctpanvue «YnpaeneHve npasamu
poctynay - «pynnbi» - «HacTpoikn goctynay. Mo ymonyaHuio Bce cnocoObl aBTopu3aumm OTKMYeHbl. [ns
BKIMIOYEHMST OrpaHnUYeHns OOCTyna nonb3oBaTtenen Kk nogknodaemoim USB ycTporictBam HeobGxoamMmo HaxaTb
COOTBETCTBYIOLLYIO KHOMKY UHTepderica.

Pexuvmbl orpaHudeHus goctyna nonb3osatenen k USB ycTponcteam (aBTopu3sauums ana gocryna k USB
YCTPOWCTBaM) MOTYT MCMOMb30BaTbCA Kak He3aBMCMMO APYr OT Apyra, Tak U COBMECTHO B LeNsiX MOBbILEHUS
BesonacHocTy ncnonob3oBaHns USB ycTponcTs
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BHUMAHMUE!!! Hactpoiikn goctyna HacTpanBaroTCs ANS KaXXgow rpynnbl OTAeNbHO.

BHAMAHUE!!! T[lpn coBmecTHOM WCMONb30BaHWM nNpasuna npumeHsaoTca 4Yepes «Wx». [Ons
npenocTaBneHns AocTyna K YCTPOWCTBY AOMKHbI ByayT BbINOMHATHCS BCE BKMOYEHHble npasuna. Hactpowky
npasun AOCTyna peKoMeHOYEeTCH BbINOMHATL N0 OQHOMY NpaBuily, Nocne Yero BKMoYaTb COBMECTHbIE PEXUMBI
OrpaHuYeHns.

Mpu nonbiTke nogkmoveHnss USB ycTponcTBa, B OTCYTCTBMM Ha 3TO MpaB, nonb3oBaTento Oyger
BblBEEHO COOTBETCTBYIOLLEe coobLieHme:

DistKontrolUSE Client X

e Bel He dETOPUI0EaHBI 4NA NOAKAHNYEHNA K JaHHOMY }fCTFIDIF‘iCTE}".

MpuMernTe

4.4.3.1.1 OTPAHUYEHWME OOCTYNA K USB YCTPOMCTBY MO NIOTMHY 1 MAPONIO

Mpw BkNOYEHHOM orpaHmdeHun goctyna k USB ycTponcTsy no fiorvHy 1 napornto — Npu NOAKIMIYEHN K
USB ycTpoiicTBy, Nonb3oBaTtento byaeT NnpeanoXxeHo BBECTU Naporb Ans gocTtyna kK yctponctey USB (He nopTty
ynpasnsemoro USB over IP koHueHTpaTopa, a umeHHo USB ycTporcTBy, He 3aBMCUMO OT TOrO B Kako MOPT OHO
NoAKMYeHo). JTormH Npu NOAKMIYEHUM NCTONb3YEeTCs CUCTEMHBIN (UMS TEKYLLLEero nofb3oBaTens KOMMNboTepa,
C KOTOpPOro npou3soauTcs nogknoyerHne kK USB ycTporcTBy) 1 BBOAUTE €ro Npy NOAKMYEHUN HE HYXXHO.

EEE,:'J,HTE naponke 4nA HCNoNbL30B3aHAA 3TOMD '_‘,."CTF]EIHCTEE ot

Brixog

[ CoxpaHuTe naponk

Mpu npasunbHOM BBOAE napons yctponcteo USB GydeT noaknioveHo K KOMMblOTepy nonb3oBaTtens u
00 nepesanycka knveHta. Beog napons 6Gonblue He noTpebyeTcs daxe MNpu OTKIOYEHUW U NOBTOPHOM
NOAKMIOYEHNN K YCTPONCTBY.

Mpun noagkntodeHnn k USB ycTponcTBy (NopTy), Npu 3anpoce naposnsi, MoXHo BeldopaTb «Save Password»,
naponb nonb3oBaTens OyaeT coxpaHeH, 1 Npu NocrneaylLwmnx 3anyckax NnpunoXKeH1s ero BBog He notpebyercs.
B cnyuae, ecnu naponb nonb3oBatens 6yaeT u3amMeHeH, To Heob6xoauMOo BHavane yaanuTb 3anOMHEHHbIV Naporb
13 dpana HacTpoek Monb3oBaTens, M Mpu CregylolWem 3anpoce Napons — BBECTW HOBbIM. [ns yganexus
3aMOMHEHHOr0 MNaponsi HeoOXOAMMO 3aKpbiTb MNPUIIOXKEHWE (HE CBEPHYTb, YTO SIBNSIETCA OENCTBMEM MO
YMOMMYaH1IO NPY HaXaTuun Ha KPeCcTUK B NPaBOM BEPXHEM Yriy nHTepdenca nporpammvel). BHeCcTn nameHeHus B
hanin HaCTPOEK KITMEHTCKOrO MPUIOXeHUs CM. M. «HacTpoika KNMeHTCKOro npunoxenus, ynpaensemoro USB
over IP KoHueHTpaTopa» (MOXHO MPOCTO yAanuTb pain HacTpoek, Ansg cbpoca Bcex HACTPOEK KITMEHTCKOro
NPUNOXEHUS K UCXOOHbIM).

[ns HacTponku pexuma orpaHuyeHms goctyna k USB ycTponcTsy no norvHy 1 naponto Heo6xoammo:

1. Ha ctpaHuue WEB nHTepderica agmmHnctpatopa «USB» - « Tunel USB ycTporicte» gobasut BCE
USB yctponctBa, KoTOpble OyayT wucnonb3oBatbCd. YCTpoucTBOo paboTaeT no nNpuHLUMNY:
«3anpeLleHo BCe, YTO SIBHO HE pa3peLueHo»
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USB over IP

Connecting USE devices over the network

] ] uss. W Tunoi USB yerpoiicrs distkontrolusbéd  § -
8 cucrema & [oBasuts yoTpoiicTeo W # Pessxvposate X YaanmTe 3 Obroenerme
3= OBWwme HaCTPoRKK
Homep T Winisa Vendor ID Product 1D Serial Ne
@ nata v epemn
& Cene 1 usb 123 123123 123123123123
BE Yeegomnenmne 2 usb2 2131232 23121232231 12312312323123213

[EDynpasnenye s3Hepronc

B3 CepTudukats

(B 3annasuposanHkie 33,
2 uss

 USE noprsl

 Tunu USB ycrpoiicte
B ¥npaenedne npagamu 4o
M@ 1P agpec
A& Monk3osatent
&% Mpynnet
@ Cepsucs
AWarHocTHKa

8 Vudopmaumnn -
USB ycTpoiicTBa MOXHO [00aBUTb:

1.1 N3 aBTOMATMYECKN FEHEPMPYEMOrO CMMCKa NOAKITIOYEHHbIX K KOHUEeHTpaTopy USB ycTponcTB (BKMOYEHHbIX
Ha cTpaHuue «USB Bxogbl»). «[JoGaBuTb ycTpoicTBay - «ABTONouck». B cnncke BbibpaTh Aobasnsiemble USB
YCTPONCTBA N HaXaTb KHOMKY « COXpaHUTb».

< @ & A 1921681195 DistKantrolUSB64 control panel - distkontrolusb64 n B L

ABTOMaTU4eckoe gobaeneHue USB-ycTpocTe %

Mowck USE ycTpoiicTe

Wma VendorID | Product.. | Serial Ne
SanDisk... 0721 5591 050161...
SanDisk... 0781 5501 0401c7f...
UltraUs.. 0781 5591 4C5300...
Ultra Us... 0781 5591 4C5300...
SanDisk... 0781 5591 0501d7...
SanDisk... 0781 5591 05019cf...
SanDisk... 0781 5591 050120...

SanDisk... 0781 5591 0501d6...

0
0
O
0
0
0
O
O
O
0

UltraUs... 0781 5591 4€5300...

Byaet BbigaH oT4eT o pe3ynbTate AobaeneHns USB yCTpoiCTB B CMMCOK.

1.2 BpyuHyto:
Ons pobasneHusa USB ycTponcTB Bpy4YHyto, Heobxogmumo 3Hatb ux VendorlD, ProductID un Serial Ne. Nx
MO>HO NMOCMOTPEThL B KIUEHTE
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K DistKontrolUSB Client X Device Properties X
Elﬂ USB cepsepel Name: USB 1.01
B- e distkontrolusb-Gr-01 n Vendor: USB

Product: SanDisk 3.2Gen1
Vendor ID: 0x0781
Product ID  0x5591
Serial : 00008611020221141504
Address: 11311

Wcnone3osats ycTpoiicteo

ABTOM3TMHECKW NOAKIIOHATL YCTPONCTED

ABTOMaTMYECKM UCMONB30BATE nopt

ABTCMaTMHECKW MCNOIb30BaTL YCTPONCTED/NOPT

Monesosateneckuii 06paboTunk cobeimuit...

"l'opnune" KNABULLIN... yCTPOHCI’BO HE NCNONBL3YETCA

Hacrpoiiku 3akpbiTe I

unn Ha ctpanuue WEB nHTepderica agmunnctpatopa «uarHoctukay - « CUcTeMHble XypHarnbl» B CTOKe BMAaA:

Sep 25 22:56:28 USBoverlP64: Authorizing parameters -> '8564' '1000' Ivanov (lvanov)' '192.168.1.5'
'05KVOF66TU4IHDTZ" "

VendorID - 8564
ProductID — 1000
Serial Ne. - '05KVOF66TU4IHDTZ'
VendorID u ProductID u Serial Ne gormxHbl cogepxxaTb TONMbKO LMdpbl U NTAaTUHCKME OYKBbI.

«[Job6aBnTb ycTponcTBay - «[1o6aBnUTb BPYYHYO»

Z
« @ C A 192168.1.195 DistkontrolUSB64 control panel - distkontrolush64 n B L

JAobaBneHne USB-ycTpoiicte

Vendor ID
Product ID

Serial Ne

B panbHenwem BO3MOXHO yaaneHve n pegaktmpoBaHne nigopmaumm o USB ycTporicTse:
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2. Ha ctpaHuue «YnpaBneHue npaBamu goctyna» - «lonb3oBartenb» 4ob6aBuTb Nonb3oBaTenen.

[063BATL NONL30BATENA

Tpyonu ocryn & TeaM  focryn k

AxTvEiposaTs
nons3cEaTENR

KOMMEHTapHiA
3. nouta

Napons

noaTeepanTe ‘
napons

1

HameHenne I 3anpeTHTi NONLIOBATENK MIMEHATE YUETHEIE JANICH.
axxaywra

OTRAMEHIE I PaspewnT NONLICBATENI OTKAKHATE ARYTVX NONEIOBATENER.
nons3csareneh

Npasa D Aats N0/3083TENIG P3BA AAMMHMCTPATOPE Web nHrepeiica.

aaummHMcTpaTop

MmeHa nonb3oBatenen gomkHel COBIMAOATD ¢ cMCTEMHBIM MMEHEM Monb3oBaTens (UM TeKyLlero
nonb30BaTens KOMMbTEPA, C KOTOPOro NPoOn3BoANTCA NoakntoyeHne k USB yctponcTsy). Npu HeobxogumocTtun
€ro TakK e MOXHO NOCMOTPEeTh (Nocne nonbiTki nogkntoveHns kK USB ycTponcTBy) B CUCTEMHOM XypHane. Cwm.
npumep Bbiwe. Email n naponb nonb3osaTtens — nobble. PekomeHayeTcs Ncnonb3oBaTh CIIOXHbIE Maponu.

2. Ha Bknagke «[pynnbl» [oGaBuTb Monb3oBaTens B HacTpauBaemyto rpynny. [o6asuTb
rnosib3oBaTesnto HeobxoanMble yCTporcTBa. HaxaTb KHoMKy « CoxpaHuTb» B ANanoroBoM OKHe.

Jl06aBuTL NoNb30BaTeNs

Obuwii  Tpynnei [WICCIGRIEEEVSRPICEEVEl  /ocryn k USB-nopram

Vendor ID Product ID Serial Ne
SanDisk 3.2Gen1 0781 5591 01018b3€88c76...
SanDisk 3.2Gen1 0781 5501 0000972402023...

5anDisk 3.2Gen1 0781 5591 0501ff6029b452...

4. HacTpouTb B rpyrnne BUAMMOCTb HEOGXOAUMbIX NOpTOB. MNpu HazHauyeHUW Npas nonb3oBaTento Gyaer
JOCTYrNHO noaxntoyeHne USB ycTpoiCTB (K KOTOPbIM Oblnl Ha3Ha4YeH JOCTYN Npu co3faHun) B BUAMMbIX NOpTax.
Ecnu HM ogHoro yctpoiicTBa He HasHauyeHo, MOMb30BaTENb MONYYMT COOTBETCTBYIOLIME YBeAOMIIEHUE 06
OTCYTCTBWM NPaB Ha yrnpaBreHne nopTamu.
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Mpu noakntodeHnn USB ycTpoiCTB nonb3oBaTento OyayT AOCTYNHbI ANs MOAKIHOYEHUs] TOSbKO
HaszHauyeHHble eMy ycTpoincTBa. Mpu nonbiTke noaknoveHnss USB ycTpolicTs, He HasHauyeHHbIX NoNb30BaTento, B
KIMMEHTCKOM MpUIoXeHUn 6yaeT BblgaBaTbcsl coobLeHe 06 oTcyTcTBUM NpaB gocTtyna k USB ycTpoicTBy.
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4.4.3.1.2 OTPAHUYEHME OOCTYMNA K USB MOPTY MO NNIOTNHY W MAPOJTIO

Mpwn BkNOYEHHOM orpaHuveHnmn goctyna Kk USB nopTy no normHy n naponto — npu nogkntodeHun k USB
nopTy, Nonb3oBaTento OyaeT NpeanoxeHo BBECTU Naponb Ans goctyna k USB nopTy. JlorvH npu noaknoyeHnn
NCMNOMNb3yeTCs CUCTEMHBIN (MMSA TEKYLLLEro Nonb30BaTens KOMNbIoTEPa, C KOTOPOro NPOM3BOAUTCSA NOAKMIOYEHNE
K USB ycTpoircTBY) U BBOAUTL €ro npu NOAKMIOYEHNN He HY>HO. He 3aBncnmo oT Toro kakoe yctpomnctso USB
MOAKIIOYEHO K MOPTY, €Cnn Mofb30BaTento paspelleHo ucnonb3oBate USB nopt, emy Oyger npegocrasneH
poctyn kK USB ycTpolicTBy.

HacTtpolika npas gocTtyna K yCTpoOWCTBY NoapoBHO onvcaHa npeasiaylemM naparpadge

4.4.3.1.3 OTPAHUYEHWE OOCTYIMA K USB YCTPOWCTBY MO IP AOPECY

Mpn BKMOYEHHOM orpaHMyeHnn pgoctyna k USB ycTpoiictBy no IP agpecy — noaknioveHue
nonb3oBartenem USB ycTpolictBa GyaeT BO3MOXHO TOmnbKo ¢ IP agpeca ¢ npaBom goctyna Kk yctponctsy USB
(He nopTy ynpaensemoro USB over IP koHueHTpaTopa, a umeHHo USB ycTpoicTBY, He 3aBUCUMO OT TOTO B KaKoW
NMOPT OHO MOAKITHOYEHO).

<« @ & A 192168.1.195 DistKontrolUSB64 control panel - distkontrolush64 n [V

g{ USB over IP

Connecting USE devices over the network

4 1.3 ¥npasneHWe Npasamu AocTyna @ 1P aspec distkontrolusb64 ¥ w

UsB
® & USB nopTe! Homep | IP agpec Aoctyn k U.. | Joctynk U.. | KoMMeHTapuii OTKMKUEHNE NONEI0...
& Tunel USB ycrpoiicts 1 192.168.1.5 Mpwumep IP-agpeca 5
& VYnpaeneuue npasamu goctyl 2 192.168.1.10 Mpumep IP-agpeca 10
lﬂ IP agpec
A Menszosatens
&% Cpynnel
8 Cepancal
JuvardocTuka
8 Wudopmayus
(& NposepuTs oBHoBNEHWA
@ Moagnepxxa

@ 0O nac

0

Crpanuua | 1 uz 1 OToBpaKeHMe MyHKToE 1-2, 2

[ns HacTponkn pexrma HeobxoanMmo:

1. Ha ctpanuue WEB uHTepdeica agmunmucTpatopa «YnpasneHue npasamu goctynay» - «IP agpeca»
pobaeuTtb BCE IP agpeca, koTopble 6yayT Mcnonb3oBaTbCcs. YCTPONCTBO paboTaeT no npuHumny: «3anpeweHo
BCE, YTO SBHO HE paspeLLEeHO».

Bo3amoxHo goGaBnenve un yganeHne nHdgpopmaumu. MNMpu gobaeneHnn HeobxogMMo Ha3Ha4MTb BCE
HeoOxogumble nNpaBa Bo Bknagkax «Hdoctyn k USB noptamy», «[octyn k USB ycTpoiicTBy». PegaktnpoBaHue
HEBO3MOXHO.

Insa BBoga goctynHbl IP agpeca cdopmata 192.168.1.1. Ecnm Heobxoanmo fobaente dopmart IPV6,
BKItouMTe nepekntovatens |Pv4/IPv6.
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&« @ & A 1921681195 DistKontrolUSB&4 control panel - distkontrolusb64 n 1Ta|

USB over IP

I

Gonnecting USE devices over the network

1 1.3 ¥npasneHue Npasamu QocTyna @ 1P aapec distkontrolusb64 ¥ =

+
@ Cucrema # Penaxtuposate X Yaanute

2 use
Howme; IP agpec ocryn k U... ocTyn k U... KommeHTapuii OTkmoueHne Nonb30...
A p— p T ap Aoctys foctyi p

J Tunet USE yerpoiicra 1 192.168.1.5 Mpwmep IP-agpeca 5
& Ynpaenexve npaamm gocty] 2 192.168.1.10 Mpumep IP-agpeca 10

@ 1P agpec

A Monszoeatens

ah [pynnel

CepBnCel

[+]

[WarHoCThKa

8 WHpopmauua

(& MposepuTs obHOBNEHMA
@ Noagepxxa

@ OHac

OTobpaxeHune nyHkTos 1-2, 2

Q

« CTpanuua 1 =N >
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4.4.3.1.4 OTPAHVMYEHWE OOCTYTIA K USB NMOPTY MO IP AOPECY

Mpwn BkNovyeHHOM orpaHuveHumn goctyna k USB nopty no IP agpecy — nogknioyeHne nonb3oBaTtenem
USB ycrtpovictBa 6yget Bo3amMoxHO Tonbko ¢ IP agpeca ¢ npasom goctyna k nopty USB (He USB yctpoiictsy, a
umeHHo USB nopTy ynpasnsaemoro USB over IP koHueHTpaTopa, He 3aBMCUMO OT TOro kakoe USB yCTpONCTBO K
HeMy NOAKIYEHO).

[ns HacTponkK pexrma HeobxoanMmo:

1. Ha ctpanuue WEB uHTepdeica agmunmucTpatopa «YnpasneHue npasamu goctynay» - «IP agpeca»
nobaeutb BCE IP agpeca, koTopble 6yayT ucnonb3oBatbes. YCTPONCTBO paboTaeT no npuHuMny: «3anpeleHo
BCE, YTO SABHO HE Pa3pEeLLEHOY.

BosmoxHo gobasneHve u yaaneHue uHdgopmauun. MNpu gobaBneHMn Heob6XoAMMO Ha3HauMTb BCe
Heobxoaumble npasa BO Bknagkax «foctyn k USB noptam», «[JocTtyn k USB ycTpoiictBy». PegaktupoBaHune
HEBO3MOXHO.

Insa BBoga goctynHbl IP agpeca cdopmata 192.168.1.1. Ecnu Heobxoammo gobaeuTtb dopmart IPV6,
BKItOUMTE nepeknodatens [Pv4/IPv6.

< @ & A 192168.1.195 DistKontrolUSB6&4 control panel - distkontrolusbé4 n B L

WameHuTs Ip-agpec x

PegakTvpoBats (WY PAUSLMENE  AocTyn k USE 2

Mms

USB 1.01
USB 1.02
USB 1.03
UsB 1.04
USB 1.05
USB 1.06
USB 1.07
USB 1.08

USB 1.09

B Bknagke «Joctyn k USB ycTponictBam» Heobxogumo oTmeTutb USB yCTpOWCTBa, K KOTOPbIM
nonb3oBaTtento 6yaeT paspeLueH.

AHanormyHo, BO Bkragke «foctyn k USB noptam» otmetuts USB nopTbl (BXOObI) K KOTOPbLIM
nonb3oBaTtento OyaeT paspeLueH.

Onsa 3aBepLleHnda co3gaHnAa HaXxaTb Ha KHOIMKY ((COXpaHI/ITb» B ANanoroBoM OKHeE.
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4.4.3.2 HACTPOWKW MPAB

Hactpolika npaB 3aBUCUT OT BbIOpaHHOW HacTponkn goctyna. B cnyvae Bbibopa «OrpaHuveHne npas
no NorvHy u naponto», HeobxoaMMo co3gaTtb Nonb3oBaTens U Ha3Ha4uTb emy npaea. [paBa nonb3oBaTento
3agalTcs Npy co3daHum, NO YMOMYaHUI0 BCe NpaBa OTKM4YeHbl. B MHTepderice Bce npaBa 0603HaYeHbI
3€ereHbIM U CepbIM MapKkepoM B 3aBUCMMOCTU OT COCTOSAHMS.

Bcem HOBbIM NOMb30BaTENSAM MOXHO AaTb npasa:

[aTb nonb3oBaTtento npaesa agMuHucTpatopa Web untepdeiica;

n3meHeHve nmexHm USB yCTpOWCTBa;

Has3Ha4yuUTb Nonb3oBaTeNs onpeaerieHHon rpynne;

AaTtb 4ocTyn K onpegeneHHsiM USB-ycTponcTeam;

JaTb OocTyn K onpeeneHHsiM USB-nopTam;

OTKITIOYEHUE ApYyruX nosb3oBaTtenen B kKnneHTckom npunoxenunn DistKontrolUSB Client (npu 3anycke
KIMMEHTCKOro MPUIOXEHUS C MapameTpoM -a).

[obaBuTk Nonk3oBartens

Ipynns Joctyn k USB-ycTpoiicTEam Aocryn k USB-noptam

MmA petrov

AKTWEWPOBATL ()
MoNL30EaTENA

KoMMeHTapWA
3. No4Ta
MNapone . @

MoareepanTe
napons

. &

VzmeHeHNe (I 3anpeTiTh NONL30BATENI0 M3MEHATE YUETHLIE 3aNNCK.
AKKAYHTE

OTNHYeHWE -Zj) PazpelunTs NeNE30EATENH OTKAKYaTE APYTix
NoNe30EaTensR NoNe30BaTENSA,

MNpaea ) [aTe NONLZ0BaTENH NPaEa 3AMWHWNCTPaTOPRa Web
3AMMWHWCTPATOR WHTEpdeRca.

CoxpaHdTb Copoc OTmena

+ loBasue | ¥ | Pessxtuposats ® Yaanurs

a1 MPAE3 aAMMKH... BKNKOUUTE 3n. nouta KoMMeHT2 P Tpynnsl AocTtyn kK USB-n.. | JocTyn K USB-YCTpOM... | OTKNHUEHME NCNE30BaTE...

petrov ® ® petrov@ya..  AvpekTop Group01 1.11.21.3141. 123 ®
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B cnyyae Bbibopa «OrpaHuyeHune npas IP agpecy», HeobxoanMo co3faTthb IP agpec 1 HasHaYuTL eMy npaea.

* ¥npasneHwe npasamMy 4OCTyNa @ 1P agpec

+ JoBasute & Peasxtwposate ® YoanuTe

Homep T IP agpec JAocryn k U... | Aoctyn k USB-ycTpo... KommeHTapui OTkNKYEHWE NONB30E...

1 192.168.1.180 1.11.21.3.. @

Bo3MOXHO 33adaTb TOMbKO OTKMYEHWE [APYrMX Monb3oBaTenei B KIMEHTCKOM  MPUINOXEHUN
DistKontrolUSB Client (npv 3anycke KNMeHTCKOro NpUnoXeHnsa ¢ napameTpom -a)

PaspelueHnns gna nonb3oBartenen n IP agpecos pabotatoT no npasuny «ATN»

Mpumep 1:

Monb3oBaTento lvanov He pa3peLumnm HU O4HOrO U3 MpPaBwus

IP agpecy 192.168.1.10 pa3peLunnu oTkno4aTh APYroro nonb3oBarens

Monb3oeaTenb lvanov He cmoxXeT namMeHsATe uMst USB ycTponcTea, ecnu ero IPagpec He 6yaet 192.168.1.10

JTiobor nonb3oBaTens ¢ agpecom 192.168.1.10 cMoXeT OTKNYaTh APYroro nonb3oBaTens.

Onuns «ABTopu3aums: NCNOMb30BaTb CUCTEMHOE MMSs NoNb3oBaTens / BBe4EHHOe Nonb3oBaTenem» no
YMOM4aHu1io “Ucnonb3oBaTb CUCTEMHOE MMS nonb3oBaTtens”. OKHO ¢ 3anpocom napons 6yaeT BelBOAMTCS
TOMbKO MPW BKMIOYEHHBIX OrPaHNYEHNsIX NpaB 4OCTyNa No forMHY 1 Napornio.

PefakTpoBartk rpynny

Hacrpoiikn [el4TITI 7] HacTpoiikn goctyna YUaCTHUEN BuanmocTe USB-nopToe

Hactpoiiku goctyna

3TOT NapaMeTp BCTYNAeT B CUAY NOCNE ero COXpaHeHuA.
Heckonbko Npaenn NPpUMEHAKTCA Yepes "°.

OrpaHuueHne gocTyna Kk USB ycTpoicTay no NorvHy 1 Naponk
OrpaHuueHKe goctyna Kk USE nopTy No OrUHY ¥ Napoao
OrpaHuueHne goctyna Kk USB ycTpoiicrey no IP agpecy

OrpaHuueHne goctyna Kk USE nopty no IP agpecy

Hactpoiku npase

3TOT NapaMmeTp BCTYNAET B CUAY NOCE 8ro COXpaHeHWA.

ABTOpPM2aLMA: MCNONB30BaTh CUCTEMHOE UMA NONL30BaTeNA [/ EBeAEHHOE NONbL30BaATENEM

[over | i ] ovee ]

[Mpun akTuBaumwn, y nonb3oBatens 6yaeT BO3MOXHOCTb BBOAWUTb NTOMMH OTAIMYHBIA OT CUCTEMHOrO BO
Bpems nogkntodeHns USB ycTporicTBa.
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BBEAHTE naponke 4nA NCNOAb3CB3HNA 3TOrO YCTPO...

X

Wma nonbsoeatens : | User (User)

Mapone: I

[ 3anomuuTtse | oK I Boixoa

BBEAMTE napone ANA NCNONB30B3HWA 3TOrO yCTpo...

X

Maponb:

OK Bbixog

[ 3anomuuTe
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4.4.3.3 MAPAMETPbI KITMEHTCKOIO MNMPUNOXEHWA

Ynpaensiembin USB over IP KoHUEeHTpaTop nogaep XMBaeT NpOoTOKON 3alluLLeHHbIX COKeTOB (SSL) ans
CBSA3M KNMEHT / cepBep. ITO NONE3HO NpU COBMECTHOM Mcnonb3oBaHun USB-ycTponcTts yepes UHTepHerT,
4YTOObI 00EeCNeYnTb NyYLLYIO 3aWwUTy OT NPOCAYyLWNBaHUA. Bo3MOXHO MCNONb30BaHME KOMMEPYECKUX UM
camonognuMcaHHbIX cepTUdMKaTOB.

BkntodeHue pexunma ocylecTBnseTca Ha cTpaHuue «pynnel» - «HacTponkm»- « Bknounte SSL ans
USB tpadwmka». lNocne BktoueHns pexvma v (unu) gobasneHusa ceptudmkaToB HeobxoaMMa nepesarpyska
YCTPOWCTBA AN BCTYNMEHUS U3MEHEHWIA B CUny.

Cospgante camonognucaHHbin cepTudmkaT cepsepa (Mnm kynute ero B LieHTpe ceptudimkaumn). Takxe
Bbl MOXeTe ncnonb3oBatb camonognucaHHbli ceptudukat DistKontrolUSB. Ero MoXHO ckavaTb Ha CTpaHuue:
«Cuncremar - «Ceptudukatbl» - «SSL» - «Ckayatb ceptudmkat» unu «MHbopmaums» - «lMogaepxkar -
«CamonognucanHbii ceptudmkat DistKontrolUSB» lNpu HacTpolike ycTponcTBa pekoMeHayeTcsa cHavana
ncnonb3oBaTh ero. [larnee ncnonb3oBaTb KOMMEPYECKUI UMW CO34aTb CBON CaMOMOAMUCAaHHbIN cepTudmKaT.

Cospgatb cBoW camonognucaHHeln ceptudimkat MoxHo B WEB mnHTepdence ycTponcTea Ha cTpaHuLe:
«Cuctema» - «Ceptudmkartbl» - «SSL» BbibpaTh «[JobaButb» - «Co3gaTb», ganee Heo6XxoguMO Co3gaHHOMY
cepTndmkaTy [obaBuTb rpynny, B KOTOPOW OH ByaeT ncnonb3oBaTbCs.

« @ C A 192.168.1.195 DistKantralUSB64 control panel - distkontrolush4 n B L

Co3AaThb CaMmonoAnncaHHbIA SSL ceptudmkar %

PazMep kU3 40960

AnvHa RSA knioya

Cpok geficTBMA | 10 neT

Yncno aHed AeRCTEMA CEpTHGKHKATA.

Obuiee MMA 192.168.1.195

HazeaHue
opraHnzaunn

MNogpazaeneHne
ropoa

Wrat/
MposvHUMA

Crpana Poccna
3n. nouTa

KoMMeHTapuii

Coxparnts OTtmena

Bo3amoxxeH nmnopT umetoweroca ceptudukara. (Heobxoanmbl: npusaTtHbin RSA kntou B popmate X.509
PEM n RSA cepTtudmkat X.509 8 PEM dopmate), ans atoro Bbibpats «JobaBuTb» - «MMnopTupoBaTb»


http://en.wikipedia.org/wiki/Secure_Sockets_Layer
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< @ & A 192.168.1.195 DistKontrolUSB64 control panel - distkontrolusb64 n B L

Wmnoptupoeatk SSL cepTudmkar

CeKpeTHbIA
KoY

RrrasuTh rna 3a«nkTHlE knmd BSA unw FOC & dnnuaTe PRV X 509

CepThduxaT

BcrasnTe A8 cepTudukaT RSA maw ECC s popmate PEM X.509.

KOMMEHTapUH

CepTudomkaT Ans KNMEHTCKOro NPUIOXEHNS MOXHO ckavaTb Ha cTpaHuue: «Cuctemar - «Ceptudmkarbi»
- «USB» - «Ckavatb cepTudmkary.

BHUMAHUE!!! [Ina wudpoBaHusa Tpadwmka, yCTponcTBo mncnonb3dyetr OpenSSL. Npu HeobxoammocTu
CO3[aHuns cepTUdukaTa BHe yCTPONCTBA, PEKOMEHAYEM reHepupoBaTh ero npu nomowm OpenSSL:

openssl genrsa -out usb.key 2048
openssl req -new -x509 -days 3650 -key usb.key -out usb.crt

openssl x509 -in usb.crt -out usb.pem -outform PEM

B KIMEHTCKOM MPUINOXEHUU KIMKHETE NpaBoW kHomkon mbiwmn «USB cepBepbi» - «[JononHUTENbHbIE
HacTponkny». Ha Bknagke «SSL» B cTpoke «Pann ueHTpa ceptudmkaumm» Haxmmte « OTKpbITb» 1 BoiGepuTe Baww
cepTudmkaTt *.pem. Haxmmute « CoxpaHUTb» U COrNacuUTECh C NepesanyCckoM KIMEHTCKOro MPUNOXEHNS.

BHUMAHUE!!! Ha psge OS pns KoppekTHoW paboTbl B MyTM K cepTudmKaTy He [OIDKHO ObiTb
Knpunnuubel. PekomeHayeTcs ucnonb3oBaTh NaTvHULY ANS Ha3BaHWA Nanok C MEeCTOM XpaHeHus cepTudmkarta.
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JononHuTeneHBIE HACTRORKK *

fae  S5L AETDnD,qrcmoHEHuel Munr ] Tpchninl I'Ioncu:] Hacrpe 4| *

Knwentckwid daiin ceptudmkara : OTkpeme
Qain LeHTpa cepTUdMKaLNK @ OTkpeITe

S5L Port: | 6364

Coxpanute | Beog

Mocne HacTPONKK, KNMEHT aBTOMaTMYECKN NoakntovaeTcs K ynpaesnsemomy USB over IP koHueHTpaTopy
¢ ucnonb3oBaHnem TLSv1.2 yepes nopT SSL no ymonyaHuto 6564. Ecnu Bbl He ncnonb3yete « ABTOMaTn4eckuii
nouck», Bam Heobxoanmo B MeHto «Specify Hubs» BBecTn agpec ynpasnsemoro USB over IP koHueHTpaTopa u
yKasaTtb nopt 6564.

Mocne ycnewHoro noaknioveHus knneHtckoro npunoxexns k DistKontrol USB, ycTpocTBO B KNneHTe
Bynert otobpaKaTbCs C COOTBETCTBYIOLLMM 3HAYKOM.

K DistkontralUSE Client >

BE Juse cepsera

B @ distkontralush-Gr-01
- r USB 1.01 [Mcnoab3yerca Barwm)
L USE 470
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4.4.3.4 O4YNCTKA N CBEPOC

B psige cnyvaeB BO3HMKaeT HEOOXOAMMOCTb 3anpeTa ucnonb3oBaHus USB ycTponcTea. OTO BO3MOXHO
caenatb U3 KNMEHTCKOro NpunoxeHns. KnnkHeTe npaBo KHOMKOW MblLIKM Ha cooTBeTcTByowem USB ycTponctee
n BblGepeTe «Ignore». Ecnu y USB ycTpolicTBa ecTb cepuiiHbii, Homep ByaeT npeanoxeHo obaButb B CNNCOK
He MCNoMb3yeMblX TOMbKO 3TO YCTPONCTBO UNnu Bce ¢ aHanormyHeiMn VendorlD n ProductID.

OuuncTka cnmcka He ucnonb3dyemblx yctponcts USB ocyuectensetca B WEB uHTepdeiice ynpasnsemoro
USB over IP koHueHTpatopa Ha cTpaHuue «Ipynnbi» - «C6poc rpynnbi». [locne o4nmcTkM chnucka He
ncnonb3yemMblX YCTPONCTB Heobxoanma nepesarpyska yCTponCTBa.

B WEB uHTepdeiice ycTponctea Ha cTpaHuue «USB nopTbi» BO3MOXHO nepevmeHoBaTb USB nopthl.
[BOVHbIM KNMKOM NO Ha3BaHuO nopTa. Beegoute xenaemoe ums — Haxmute CoxpaHutb. MIameHeHne nmenn
YBUAST BCE NOMb30BaTenNMm.

B WEB wnHTepderice ycTponcTBa Ha cTpaHuue «USB nopTbl» BO3MOXHO - « COpOCUTL UMS», BO3MOXHO
cbpocuTb MMeHa Ha ucxogHsle. MNpu copoce cnyxba OyaeT nepesanylieHa.

Ona cbpoca Bcex HacTpoek rpynnbl KnNueHTckoro npunoxenuns, B8 WEB uHTepderice yctponcrea Ha
cTpaHuue Ha cTpaHuue «pynnbi» - «Copoc rpynnbix». Mpu copoce cnyxba byaeTt nepesanyLieHa.

Byoyt cbpolleHbl Homepa MopToB, HacTponku SSL n oTobOpakeHUs CKPbITbIX YCTPOWUCTB, MMeEHa W
CKpbITME YCTPONCTB.

Takxe BO3MOXeH cOpOoC YCTPONCTBA K 3aBOACKMM HaCTPOMKaM.
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4.5 CEPBUCHI

4.5.1 SNMP

Ynpaensiembin USB over IP koHueHTpaTop nogaepxuBaetr SNMP Bepcun 1, 2c, 3. MNogaepxxka SNMP
Nno3BonseT ferko 06ecneynTs MOHUTOPUHI COCTOSIHUS KOHLLeHTpaTopa u USB Bx0O4OB C MOMOLLBIO pasnuyHbIX
cucTeM MoHuTopuHra. Hanpumep, Zabbix, Nagios n 1.4.

B 3aBogckom Hactpovike SNMP (Simple Network Management Protocol) otkntoveH. Bkniovenne u
HacTpoWka NpoToKora ocyLlecTBnseTcs Ha cTpaHuue «Cepsucbl» - «SNMP».

&~ @ ¢ A 192.168.1.195 DistKontrolUSB64 control panel - distkontrolush64 n fB +

USB over IP

Connecting USE devices over the network

4 F .3 Cepaucsl [l SNMAP distkontrolusb64  § w

@ SBHHBHMPOBBHHHE 33, ~
o Coxparne | Cépoc

@ use

§ UsB noptul — O6Lwme HacTpoliku

Y Tunsi USB ycTporcTe

BrAlOUnTE ()
@ Ynpasnewue npagamu goi
mr agpec MecTononoxeHw local
2 Monwaozatens WHOOPMALIVA O MECTONONOKXERNA, HENPUMED, PUSUUECKOE PACTIONOKERHE STOM CUCTEMBI.
ah [pynne! KoHTakT administrator
KoHTakTHan MHGOPMALMA, HENDUMED. MMA MK 3APEC SNEKTPOHHOM NOYTHI IML3, CTEETCTEEHHON 3@ 3Ty CHCTEMY.

Cepeucsl 4 £ [ECE e X Y NG
il SNMP Bepova SNMP Bepens 1/2¢ T
B ssH

CoofwecTeo public

& AwvarHoctvka
B3 Nocka
© Cuctemnan uHdopmaL
(£ Cncremnsie KypHans!
o Copoc M BoccTaHoENE:
8 WHdopwmaums
(& MNposeputs ofHosneH!

(@ MNoaaepxxa -
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Insa Hactporkn SNMP Bepcuii 1, 2c:

OnemMeHT Onuncanne
Bkntountb Bbibepute, Oyaet nu koHUeHTpaTop mucnonb3oBate SNMP.
MHdopmaumsa o MeECTOMOMOXEHUN, HAaNnpuMep, dnan4yeckoe pacnoroXxeHne 3Ton
MecTononoxeHne opmau P P, ® P

cuctembl. MoxeT cogepxatb 40 64 CMMBOSIOB.

KoHTakTHasa nHdopmaums, Hanpumep, UMa Unu agpec 3NeKTPOHHOW NoYThl

KoHTakTHOE nuuo
mua, OTBETCTBEHHOIO 3a 3Ty CUCTEMY. MoxeT coaepxkatb Ao 64 cMMBOIOB.

Bepcus Ucnonbsyemas Bepcuss SNMP

BBeauTte nmsa coobluectBa Ans ayreHTudmkauum 3anpocoB. MoxeT cogepxarb
0o 32 cumeonoB. (MoxeT ncnonb3oBaTbCH B Ka4ecTBe napons)

CoobLecTBa

ns Hactporikn SNMP Bepcum 3 gononHuTensHO HeobxoamMmo 3agaThb:

e lms nonb3oBaTtens,

e YpoBseHb 6e3onacHocTn. JTa pyHKUMs 6e30nacHOCTM NO3BONSAET yCTaHaBNMBaTh ayTeHTUdukaumio Ha
OocHoBe TpeboBaHui nonb3oBaTens. 3 ypoBHS ayTeHTUdUKauum:

o NoAuthNoPriv: nonb3oBaTtenu, KOTOpbIE UCMONb3YIT 3TOT PEXMM / YPOBEHb, HE UMEIOT
ayTeHTUdMKALNM U HE UMEIOT KOH(UAEHUMaNnbHOCTU NPY OTMNpaBke / NONy4YeHNN CoOBLLEHNIA.

o AuthNoPriv: aToT ypoBeHb TpebyeT OT Nonb3oBaTens ayreHTnduKaumm, Ho He Byaet
LMcppoBaHna oTnpaBreHHbIX / NOMyYeHHbIX COOBLLEHNN.

o AuthPriv: HakoHeu, cambii 6e3onacHbI YpOBEHb, B KOTOPOM TpebyeTcs ayTeHTudmKkaums, n
OTMpaBneHHble / Nony4YeHHble CoobLeHns 3amdpoBaHbI.

e Tun ayTteHTUdMKaLun u none3oBartenst (npu BbIOOpe YypoBHA Ge3onacHOCTM C

ayTeHTUdmKaumen),

Maponb

e Tun koHuaeHumanbHoCTM (WndpoBaHns gaHHbIX) 1 Maponb (npy Beibope ypoBHA Ge3onacHOCTU C
KOHMAEHUNANbHOCTLIO).

Cnucok OID (Object Identifier) ans nonyyeHusa nHdgopmauum

o cocTosiHuA ynpaBnsiemoro USB over IP koHueHTpaTopa no SNMP:

OID (Object Identifier) MapameTp MpumeyaHus

.1.3.6.1.2.1.1.5.0

Mmsa xocTta DistKontrolUSB

.1.3.6.1.4.1.2021.9.12.1

Temnepartypa CPU

.1.3.6.1.4.1.2021.9.12.2

CPU Load

.1.3.6.1.4.1.2021.10.1.3.1

1 minute CPU Load

.1.3.6.1.4.1.2021.10.1.3.2

5 minute CPU Load
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.1.3.6.1.4.1.2021.20.5.1

CocTosiHMe brioka nuTaHus 1

BkntoueH/BbikntodeH (1/0)

.1.3.6.1.4.1.2021.20.5.2

CocTtosiHMe 6rioka nuTaHus 2

BkntoueH/BbikntodeH (1/0)

.1.3.6.1.4.1.2021.10.1.3.3

15 minute CPU Load

.1.3.6.1.4.1.2021.11.11.0

Idle CPU time (%)

.1.3.6.1.4.1.2021.4.6.0

Total RAM used

.1.3.6.1.4.1.2021.4.11.0

Total RAM Free

.1.3.6.1.2.1.25.1.1.0

Uptime ycTponctea

.1.3.6.1.4.1.2021.20.1.1

CocrtosiHme USB nopta 1.1

BkntoueH/BbikntodeH (1/0)

.1.3.6.1.4.1.2021.20.1.2

CoctosiHne USB nopTta 1.2

BkntoueH/BbikntodeH (1/0)

.1.3.6.1.4.1.2021.20.1.3

CoctosiHne USB nopTta 1.3

BkntoueH/BbikntodeH (1/0)

.1.3.6.1.4.1.2021.20.1.4

CoctosiHne USB nopta 1.4

BkntoueH/BoikntodeH (1/0)

.1.3.6.1.4.1.2021.20.1.5

CoctosiHne USB nopTta 1.5

BkntoueH/BoikntodeH (1/0)

.1.3.6.1.4.1.2021.20.1.6

CoctosHue USB nopta 1.6

BkntoueH/BbikntodeH (1/0)

.1.3.6.1.4.1.2021.20.1.7

CocrtosiHne USB nopta 1.7

BkntouyeH/BbikntodeH (1/0)

.1.3.6.1.4.1.2021.20.1.8

CocrtosiHne USB nopta 1.8

BkntoueH/BbikrntodeH (1/0)

.1.3.6.1.4.1.2021.20.1.9

CoctosiHne USB nopTta 1.9

BkntoueH/BoikntodeH (1/0)

.1.3.6.1.4.1.2021.20.1.10

CoctosiHme USB nopta 1.10

BkntoueH/BbikntodeH (1/0)

.1.3.6.1.4.1.2021.20.1.11

CoctosiHne USB nopta 1.11

BkntoueH/BbikntodeH (1/0)

.1.3.6.1.4.1.2021.20.1.12

CoctosiHne USB nopTta 1.12

BkntoueH/BoikntodeH (1/0)

.1.3.6.1.4.1.2021.20.1.13

CocrtosiHme USB nopta 1.13

BkntoueH/BoikntodeH (1/0)

.1.3.6.1.4.1.2021.20.1.14

CoctosiHme USB nopta 1.14

BkntoueH/BbikntodeH (1/0)

.1.3.6.1.4.1.2021.20.1.15

CoctosiHne USB nopTta 1.15

BkntoueH/BbikntodeH (1/0)

.1.3.6.1.4.1.2021.20.1.16

CocrtosiHne USB nopTta 1.16

BkntoueH/BbikrntodeH (1/0)

.1.3.6.1.4.1.2021.20.2.1

CoctosiHme USB nopta 2.1

BkntoueH/BoikntodeH (1/0)

.1.3.6.1.4.1.2021.20.2.2

CoctosHue USB nopta 2.2

BkntoueH/BbikntodeH (1/0)
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.1.3.6.1.4.1.2021.20.2.3

CoctosiHne USB nopTta 2.3

BkntoueH/BbikntodeH (1/0)

.1.3.6.1.4.1.2021.20.2.4

CocrtosiHne USB nopTa 2.4

BkntoueH/BbikntodeH (1/0)

.1.3.6.1.4.1.2021.20.2.5

CoctosiHne USB nopta 2.5

BkntoueH/BoikntodeH (1/0)

.1.3.6.1.4.1.2021.20.2.6

CoctosHue USB nopta 2.6

BkntoueH/BbikntodeH (1/0)

.1.3.6.1.4.1.2021.20.2.7

CoctosiHne USB nopTa 2.7

BkntoueH/BbikntodeH (1/0)

.1.3.6.1.4.1.2021.20.2.8

CoctosiHne USB nopta 2.8

BkntoueH/BbikntodeH (1/0)

.1.3.6.1.4.1.2021.20.2.9

CoctosiHne USB nopta 2.9

BkntoueH/BoikntodeH (1/0)

.1.3.6.1.4.1.2021.20.2.10

CoctosHme USB nopta 2.10

BkntoueH/BbikntodeH (1/0)

.1.3.6.1.4.1.2021.20.2.11

CoctosiHne USB nopTa 2.11

BkntoueH/BbikntodeH (1/0)

.1.3.6.1.4.1.2021.20.2.12

CoctosiHne USB nopTta 2.12

BkntoueH/BbikntodeH (1/0)

.1.3.6.1.4.1.2021.20.2.13

CocrtosiHne USB nopTta 2.13

BkntoueH/BoikntodeH (1/0)

.1.3.6.1.4.1.2021.20.2.14

CoctosiHme USB noprta 2.14

BkntoueH/BbikntodeH (1/0)

.1.3.6.1.4.1.2021.20.2.15

CoctosiHme USB nopta 2.15

BkntoueH/BbikntodeH (1/0)

.1.3.6.1.4.1.2021.20.2.16

CoctosiHne USB nopTta 2.16

BkntouyeH/BbikntodeH (1/0)

.1.3.6.1.4.1.2021.20.3.1

CoctosiHne USB nopta 3.1

BkntoueH/BbikrntodeH (1/0)

.1.3.6.1.4.1.2021.20.3.2

CoctosHme USB nopta 3.2

BkntoueH/BoikntodeH (1/0)

.1.3.6.1.4.1.2021.20.3.3

CoctosiHne USB nopTa 3.3

BkntoueH/BbikntodeH (1/0)

.1.3.6.1.4.1.2021.20.3.4

CocrtosiHne USB nopta 3.4

BkntoueH/BbikntodeH (1/0)

.1.3.6.1.4.1.2021.20.3.5

CocrtosiHne USB nopTa 3.5

BkntoueH/BoikntodeH (1/0)

.1.3.6.1.4.1.2021.20.3.6

CocrtosHne USB nopta 3.6

BkntoueH/BoikntodeH (1/0)

.1.3.6.1.4.1.2021.20.3.7

CocrtosHue USB nopta 3.7

BkntoueH/BbikntodeH (1/0)

.1.3.6.1.4.1.2021.20.3.8

CoctosiHne USB nopta 3.8

BkntoueH/BbikntodeH (1/0)

.1.3.6.1.4.1.2021.20.3.9

CoctosiHne USB nopta 3.9

BkntoueH/BbikrntodeH (1/0)

.1.3.6.1.4.1.2021.20.3.10

CoctosiHme USB nopta 3.10

BkntoueH/BoikntodeH (1/0)

.1.3.6.1.4.1.2021.20.3.11

CoctosHue USB nopTta 3.11

BkntoueH/BbikntodeH (1/0)
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.1.3.6.1.4.1.2021.20.3.12

CoctosiHne USB nopTta 3.12

BkntoueH/BbikntodeH (1/0)

.1.3.6.1.4.1.2021.20.3.13

CoctosiHne USB nopTa 3.13

BkntoueH/BbikntodeH (1/0)

.1.3.6.1.4.1.2021.20.3.14

Coctosinne USB nopta 3.14

BkntoueH/BoikntodeH (1/0)

.1.3.6.1.4.1.2021.20.3.15

CoctosHme USB nopta 3.15

BkntoueH/BbikntodeH (1/0)

.1.3.6.1.4.1.2021.20.3.16

CoctosiHne USB nopTta 3.16

BkntoueH/BbikntodeH (1/0)

.1.3.6.1.4.1.2021.204.1

CoctosiHne USB nopta 4.1

BkntoueH/BbikntodeH (1/0)

.1.3.6.1.4.1.2021.20.4.2

CoctosiHne USB nopta 4.2

BkntoueH/BoikntodeH (1/0)

.1.3.6.1.4.1.2021.20.4.3

CoctosiHne USB nopta 4.3

BkntoueH/BbikntodeH (1/0)

.1.3.6.1.4.1.2021.204.4

CoctosiHne USB nopta 4.4

BkntoueH/BbikntodeH (1/0)

.1.3.6.1.4.1.2021.20.4.5

CoctosiHne USB nopta 4.5

BkntoueH/BbikntodeH (1/0)

.1.3.6.1.4.1.2021.20.4.6

CocrtosiHne USB nopTta 4.6

BkntoueH/BoikntodeH (1/0)

.1.3.6.1.4.1.2021.204.7

CocrtosHne USB nopta 4.7

BkntoueH/BoikntodeH (1/0)

.1.3.6.1.4.1.2021.20.4.8

CocrtosHue USB nopta 4.8

BkntoueH/BbikntodeH (1/0)

.1.3.6.1.4.1.2021.20.4.9

CoctosiHne USB nopta 4.9

BkntouyeH/BbikntodeH (1/0)

.1.3.6.1.4.1.2021.20.4.10

Cocrtosinne USB nopTta 4.10

BkntoueH/BbikrntodeH (1/0)

.1.3.6.1.4.1.2021.20.4.11

CoctosHue USB nopta 4.11

BkntoueH/BoikntodeH (1/0)

.1.3.6.1.4.1.2021.20.4.12

CoctosiHne USB nopta 4.12

BkntoueH/BbikntodeH (1/0)

.1.3.6.1.4.1.2021.20.4.13

CoctosiHne USB nopta 4.13

BkntoueH/BbikntodeH (1/0)

.1.3.6.1.4.1.2021.20.4.14

CocrtosiHne USB nopta 4.14

BkntoueH/BoikntodeH (1/0)

.1.3.6.1.4.1.2021.20.4.15

CoctosiHme USB nopta 4.15

BkntoueH/BoikntodeH (1/0)

.1.3.6.1.4.1.2021.20.4.16

CoctosiHne USB nopta 4.16

BkntoueH/BbikntodeH (1/0)
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4.5.1.1 MPUMEPbLI MPOBEPKW/ HACTPOWMKN SNMP YMNPABNAEMOIO USB OVER IP
KOHUEHTPATOPA.

lMepen HaCTPOWMKOM CUCTEMbI MOHUTOPUHra pekomeHayeTcsi yoeauTbCsi B KOPPEKTHOCTM MONTyYeHUs
OaHHbIX ¢ ycTponcTea. [lomkeH 6biTb OTKpbIT nopT 161/TCP.

Mpumep ansa Linux, ¢ nomowwblo snmpget (gomkHa 6biTb yCTaHOBMNEHA).

Beoanm:

snmpget -v 2¢ 192.168.1.180 -c public .1.3.6.1.4.1.2021.9.12.1

unu (B 3aBMCMMOCTH OT BblibpaHHON Bepcun SNMP)

snmpget -v3 -l authPriv -u userl -a MD5 -A "12345678" -x DES -X "12345678" 192.168.1.180
.1.3.6.1.4.1.2021.9.12.1

Monyyaem:

i50.3.6.1.4.1.2021.9.12.1 = INTEGER: 52

Mpumep ana Windows, ¢ nomowbio SnmpGet (gomkHa BbITb ycTaHOBNEHA):

SnmpGet.exe -r:192.168.1.180 -t:10 -c:"public" -0:.1.3.6.1.4.1.2021.9.12.1

unu (B 3aBMCMMOCTH OT BbiBpaHHoM Bepcun SNMP)

SnmpGet.exe -1:192.168.1.180 -v:3 -sn:userl -ap:MD5 -aw:12345678 -pp:DES -pw:12345678 -o0:
.1.3.6.1.4.1.2021.9.12.1

Monyyaem:

SnmpGet v1.01 - Copyright (C) 2009 SnmpSoft Company
[ More useful network tools on http://www.snmpsoft.com ]
0OID=.1.3.6.1.4.1.2021.9.12.1

Type=Integer

Value=52
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4.5.1.2 MPUMEP HACTPOWKWM ZABBIX ANA MOHUTOPUHIA COCTOSAHUA
YMNPABNAEMOIO USB OVER IP KOHLUEHTPATOPA.

[lna Hadyana MOHUTOPUHra cocTosiHuA, ynpaensiemoro USB over IP koHueHTpaTopa 1 ero USB BxoagoB
no SNMP ¢ nomoLpbo cnuctemsl MOHUTOPUHra Zabbix, 4OMKHbI ObITb BbINOMHEHbI CreayoLme waru:

LWar 1
Cospaivite y3en cetu Ans ycTponcTBa.

Beegute IP agpec. HaxmuTe Ha «[lo6aBUTb» ANA COXpaHEHWs y3na ceTu.

Lar 2

B pykoBoacTBe nonb3oBatens yrouHute SNMP OID anemeHTa AaHHbIX, KOTOPbIN Bbl XOTUTE Habnoaatb.

Lar 3
CospaiiTe arnieMeHT AaHHbIX AN MOHUTOPUHra.

B Zabbix HaxmuTe Ha JnemeHTbl AaHHbIX, BblbepuTe co3gaHHbIn paHee y3en cetu SNMP. Beegute
NpoCTOE ONMUCaHWe Ha PYCCKOM A3blke (Mnu aHrnmuinckom) B none 'OnucaHue’ B guanore HOBOroO 3feMeHTa
OaHHbIX. YbeauTecb, YTOo B Mnorie «Y3en ceTu» HaxOAMTCsl Ball KOHUEHTpaTop M u3mMeHuTe none «Tun» B
3HayeHne «SNMPv* areHT». BBegute «community» (06bl4HO public) u ykaxute dncroon OID, KoTOpbI Bbl
nonyumnu paHee, B norne «SNMP OID», Hanpumep: .1.3.6.1.4.1.2021.9.12.1

Beegute «lMopT SNMP» - 161 n «Knou» - 4To-TO OocMbicneHHoe, Hanpumep, SNMP-Temperature.
YcraHoBuTe « Tun nHcopmMaummy» B 3Ha4YEeHNEe paBHoe YMcnoBow (C nnaearoLern To4Kon). Beibepute MHOXUTEND,
ecnu xenaete, U ykaxuTe «MHTepBan 0OHOBNEHUAY, N « XpaHEHNE UCTOPUMY», €CNN Bbl XOTUTE, YTOObI 3HaYeHUs
napameTpoB OTNINYANMCb OT YMOJYaHUNA.
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[=[8] % |
E HacTpo#ika 3neMEHTOB AaHHBIX X +
& C Y ® HesawmueHo | 192.168.0.122/zabbix/items.php?form * @0 o 6
E MpHNO¥EHNA e AK
A \\2{210d oruTopuHr  MHeenTapusaumA  OTYETH  HacTpoika  AQMMHMCTPUPOBAHME O Hshae ? 2 O

Mpynnel y3noe cety  LWaBnoHsb! CeTH O aHme  JeicTemAa  Koppenauua coBbimui

SneMeHTbl AaHHbIX

Bee yanel ceTw § ushoverip-64  AKTMBMPOBAHD EE TPYNNbl ANEMEHTOR AaHHBX  3NeMeHTHl daHHbX20  Tpurmepsl  Mpadukn 14 Mpaeuna oBHappKeHna
Bef-cueHapuu

3nemeHT AanHbl  MpegofpaboTka

Wma | Temperature CPU

TMn | SNMPv2 areHt v
Knwy | snmp-temp-1
WMuTepdeiic yana cetw | 192.168.0.180: 161 v
SNMP OID | 1.3.6.1.4.1.18565.1.12.101.1.101
SNMP community | public15
Mopt | 161
TUN MHDOPMAUMK | YUCNOoBONH (C NNABAIOWENR TOYKOH) ¥
EAWHMUE M3MmepeHua | rpan.C

WMHTepean ofiHoeneHna | 30s

Monb30BaTenbCKMe UHTepBanel  Tun WMHTEpBan Mepuog, DeicTene
Mo pacnucanuin || 50 7 0-24:00 VaanuTe
HobaenTe
Mepuog XpaHeHua UCcTOpKUKM | 90d Mepeonpegenero MoBankHbIe HACTRORKK OYMCTEM MCTOpKMK (360d)
Mepuon xp A W MIMEHEHWA | 365d MNepeonpedeneHo MoBankHble HACTPORKKM DUMCTEM UCTOPMK (360d)
OTofpaskeHue 3HAYEHUA | Kak ecTb ¥ | noKasate NpeobpasoBaHna 3HaYeHUH

Hoeaa rpynna anemeHToB 4aHHbIX

Mhynnel 3NeMeHTOR AaHHBE | -HeT-

Bce o6sa3aTenbHble Nons BBOAA OTMEYEHbI KpacHOW 3BE34,04KON.

CoxpaHnTe aneMeHT AaHHbiXx U nepenaute B MoHuTOpuHr — lMocnegHue faHHble, 4YTOObl yBUAOETb
JaHHble SNMP.

O6paTnte BHMMaHME Ha cneumnduyHbie onumm, AOCTYMNHble Tonbko Ans SNMPvV3 anemeHToB AaHHbIX. B
cnyvyae HEKOPPEeKTHbIX YY4é€THbIX AaHHbix SNMPvV3  (umsi  6esonacHocTu, npoTokon/dpasa-naponb
ayTeHTUdmKauumn, npotokon ©Ge3onacHocTn) Zabbix nonyunt ERROR ot net-snmp, 3a wucknoyeHnem
owmnboyHoro Ppasbi-naponb GesonacHocT. B aTom cnyvyae Zabbix nonyunt ownbky BPEMEHW OXWOAHUA
OT net-snmp.

Mpn  wn3meHenmsax B IllpoTokon  ayteHTudwmkaumm, ®pasa-napone  ayreHTudmkauuu, MNpoTokon
©6esonacHocTu nnn dpasa-naponb 6e3onacHOCTM, 4YTOObl STU  M3MEHEHUA MPUMEHUNNCb, Heobxoanmo
nepesanycTuTb cepBep.

Lar 4

[anee co3gaem I'pa(*)I/IKVI O5151 He0OXOANMbBIX NIEMEHTOB AaHHbIX.
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=[] % ]

E Hacrpo¥ika rpadmkos x +

& C 0 @ HesauwueHo | 192.168.0.122/zabbix/gr. * @0 o 0 :
25 Mpunowerna @ AK

P4\ d MonuTopuHr  MHBEHTapusauMA  OTMETEl  HacTpoika  AQMUHMCTPUPOBaHME Q Hshae ? 2 O

pachuku

Bee yanel cetw f ushoverip-64  AkTMBMpOBAHO

MpynNbl ANEMEHTOR AaHHLL  3NemMeHTel faHHex 20 Tpurrepel  Mpadwukn 14 Mpaeuna oBHapykeHua  BeB-cueHapuu

Mpaduk  MpegnpocmoTp

Wma | CPU Load

WupuHa 300
Beicota 200
Tun rpadmka | HopmansHein ¥

OtofipaxaTte nereHay (v
OtoBpaxaTte pafiouee Bpema v
OToBpaKaTe TOUITEPEl |V
MpoueHTHaA NUHKUA (cneea)
MpouUeHTHaA NUHKUA (cNpaea)
MWH 3HaueHne ot Y | Belmcnaemoe >4

MAKC zHaueHue ocn Y | BeiuucnAemoe Y

BNemMEeHTLI AaHHBIX ma DYHKLMA CTUNb OTPUCOBKM Pacnonoxenne ocu Liger [LencTeue
1: ushoverip-64: 1 minute CPU Load Bce v ULETE] ¥ || Mo nesoil cTopoHe ¥ . 1A7C11 YoanuTe
2. ushoverip-64: 5 minute CPU Load Bce v LGTE] ¥ || Moneeoi cTopoke ¥ . F63100 YAanuTe
3: ushoverip-64: 15 minute CPU Load Bce Vv TNunua ¥ | Monesod cTopoHe ¥ . 277474 VaanuTe
AoBaeuts

| KnoHupoeaTe I I VaanuTe | I OTmeHa I

Zabhix3.4.15.© 2001-2018, Zahbix SIA

War 5. Janee co3gaem KOMMNMEKCHbIE SKPaHbI:

[=][E] %

B4 nonssosatenscee konnnexcreie - X 4

& C 1 @ Hesawwero | 192.168.0.122/zabbix/screens.php?ddre: * @ Qo 6 :
5 Mpunoxerna @ AK
usboverip-64: CPU Load (124) . .
20 usboverip-64: 5 minute CPU Load (124)
14
12
10
08
0 06
N s oo o 2 oo o090 S oc 909 o0so0 9808 o 8a
R F IR R R A 04
w Zande SR EedaqdgfdligigigsdgdsSg H 8883883383888 &888e838388888a
o a h SGEGERESEHEET SIS NIHSESE S
= o b 3 -] b o & 8 s & B 8 8 e85
g g g g
& &
nocn MUH cpea MaKc - -
M 1 minute CPU Load [ece] 06233 036 0.6377 1.64 nocn MAH cpen MaKc
Sminute CPU Load  [sce] 05433 045 06366 1.25 E Sminute CPU Load  [sce]  0.5433 045 06366 1.25
B 15 minute CPU Load  [sce]  0.5667 0.56 06449  0.98
usboverip-64: USB 4.x (124)
usboverip-64: 5 minute CPU Load (124) £3
14
2 10
10 65
08
06 0
4N s ocsocsocscsSoscscocscsc s o s o 8o
04 f 323238 rgsEgsggeirgsaaggg iy
% 5288583285833 88¢8238¢388383% 4 BRRANSR ST AN EAEREREB RS e
f S d 86 EREBESS 268 A NS 808 4o -] g
- — - — — - ~ o~ ~ o =) o o g J
g g e E
o a8 nocn  MuH cpen MaKc
nocn MAH cpea Makc {gg::} ? g ogggg i
M 5 minute CPU Load [ece] 0.5433 0.45 0.6366 1.25 [cpen] 0 0 0 0
[cpeal 0 0 0 0
usboverip-64: Idle CPU time (%) (124) usboverip-64: Temperature CPU (124)
90 % 53 rpaa.C
85 % A x A ll 52 rpaa.C
51rpaa.C
80 % Paa.
50 rpaa.C
75% 49 rpaa.C
70% 48rpapC
N sosososcocsoscsoscosos oS o 8a N s os o s o scosSeoscososcoso S80S o 8N
H 8888838888838 88888838882828QJ h 888383888388 ¢8888¢8888888a
CHIE T NS S S =S B = = (- | I A SRR O S = T A I = S -
b A a =] ] 2 & s & ] g 8 °3 b a =1 b = 2 & B & b g S =5
1 a o o
=] 8 3 8
& & & &
B a o P

nocn  MuH cpen MaKc nocn MAH cpen MaKc
M |dle CPU time (%) [ece] 85 % 75 % 84.97 % 86 % B Temperature CPU [cpeal 50.33 rpaa.C 49 rpaa.C 50.59 rpaa.C 53 rpaa.C
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4.5.2 SSH

SSH ncnonb3yeTcsa ans ynpaBneHnst niUTaHnem noptos u pabotsl ¢ ytunuTon UsbControl. Bornee
nogpo6bHo no paboTe ¢ yTUNUTON MOXHO O3HAKOMUTBLCS B pasgene «Kpartkas MHCTPYKUMS MO UCMONb30BaHMIO
YTUNUTbLI yNpaeneHus noptamu ynpasnsemoro USB over |P koHLLeHTpaTtopa»

4.5.2.1 HACTPOWKW SSH

Ha CTpaHuue ((HaCTpOﬁKM)) BO3MOXHO U3SMEHUTb CTaHD,apTHbIIZ nopT. Takxke BO3MOXHO ynpaenaTtb
BKITIO4YEHNEM U BbIKINKOYEeHnemM gaHHOro (byHKLI,VIOHaJ'Ia.

4.5.2.2 MAPOIJ1Ib

Ha ctpanunue «lMaponb» BO3MOXHO 3agaTb/M3MeHnTb Napornb Ans nons3oBatensa UsbControl. 370
HeobXxoouMO caenaTtb NP NEPBOM Xe UCMONb30BaHUM YTUNUTLL. B napone MoxHO ncnonb3oBaTh BCe CneL.
CUMBOIbI(KpOME OZIMHAPHOW KaBbIUKN).

4.6 AJNATHOCTWUNKA

4.6.1 JOCKA

Hocka c nHopmaumen. BoamoxHo Aob6aBnsTb, CKpbIBaTb, 3aKpblBaTb, U3MEHSITb pa3mep, a Takxe
nepeTackuBaTb OKHa. ABNsieTcs HavyanbHoOM cTpaHuuen npu Bxoge B Web nHtepcpenc.

4.6.2 CUCTEMHAA NH®POPMALINA

B paHHOM pa3sgene npegcTasneHa MHMoOpMaLusa o BeEpCUMmM NPOLLNBKA, CUCTEMHOE BpeMsi, napameTpbl
Harpyskn CPU n RAM.

4.6.3 CACTEMHbIN >XYPHAN

[MpocMOTp CUCTEMHOro >XypHara BO3MOXeH Ha cTpaHuue WEB wuHTepdenca agmuHucTpaTopa
«[unarHoctuka» - « CUCTEMHBIE XXypHarnbl».

4.6.3.1 XYPHAIbI

Ha cTpaHuue XypHanbl XpaHutcsa BCA UHopMaLmsa O NOOKIMIOYEHMAX U OTKMo4eHuax kak USB BxogoB
(moptoB) DistKontrolUSB, Tak n nto6oro n3a USB yCcTpoiCTB, a Takke NonbiTkax He NpaBUITbHOro BBOAA Napons.
Tak >xe 3anMcblBalTCst UBMEHEHWST HACTPOEK KOHLIEHTpaTopa 1 npoyas crnyxebHas nHdopmauus.

CyuiectByeT hunbTpaumst coobLeHnin Ha coobLLeHus, npuckinaeMble cuctemon, n e-mail coobweHns
(HacTpamBaeTcsa B Bbinagarwllem cnucke). Takke CyLeCTBYET BO3MOXHOCTb OYUCTUTb XXypHan C MOMOLLbIO
KHOMKN « O4YNCTUTBLY.

KHonmkn «3arpyska» wu «[uarHocTuyeckun ann» npegHasHadvyeHbl Ans  3arpy3ku  CUCTEMHOM
WHcpopmaLmmn Npy 0b6paLLeHnn B TEXHUHECKYIO MOAAEPKKY.
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USB over IP

Connecling USB devices over the network

=

3 Cucrema
= O6uwe HacTpoRkn
© 2ara v spemn
& Cers
88 Yeegomnenve
@D Ynpasnexne nutaHnem
&) Ceprudmxarsi
(@ 3annarnposarHbe 3353k
2 Use
‘P USB nopTei
W USB ycTpoitctea
3 Ynpasnesive npasamm AocTyl
& Mons3osarens
B P agpec
3 Cepsucu
£ HacTpoiiku USB
Ll SNMP
B3 ssH
3 AvarHocwka
83 Nocka
@ Cucremsas napopmaumn
(# Cucremsie xypHans:
3 Vinéopmaums

@ NposepuTs 06HOBNEHUA

L.

AunarsocTuxa

‘33

B Ouucurs

Aatavepema |
Thu Oct 29 15:59:28 2020
Thu Oct 29 15:59:26 2020

Thu Oct 29 15:59:25 2020

Thu Oct 29 15:59:25 2020
Thu Ot 29 15:59:25 2020
Thu Oct 29 15:59:25 2020

Thu Oct 29 15:59:25 2020

Thu Oct 29 15:59:09 2020

Thu Oct 29 15:59:09 2020

Thu Oct 29 15:58:49 2020
Thu Oct 29 15:58:49 2020

Thu Oct 29 15:58:49 2020

Thu Oct 29 15:58:44 2020
Thu Oct 29 15:58:44 2020
Thu Oct 29 15:58:36 2020

Thu Oct 29 15:58:36 2020

[@ Cucremusie xypHans distkontrolusb16 § =

rpyska ’ Auvarsoctudeckuii daiin

coobwenne
Device 11212 [148f:7601] UNBOUND from connection 10
Device 11212 [148f:7601] BOUND to connection 10

[Authorization Client] User: [Tester' '192.168.1.42"] USB: ['148f:7601", '1.0", /sys/bus/usb/devices/1-
1.2.1.2]

[Authorization Client] PORT OK: ['1.2°'1.1 1.27
[Authorization Client] Password OK : [Tester]
[Authorization Client] User name OK: [Tester']

[Authorization Client] User: [Tester', 'c4ca423830b923820dcc509a6f75849b", '192.168.1.427 USB:
[148f:7601", '1.0', '/sys/bus/usb/devices/1-1.2.1.2']

[Authorization Client] The user was not found in the database. BAD : [Dist’]

[Authorization Client] User: ['Dist’, 'c4ca423830b923820dcc509a6f75849b", '192.168.1.42'] USB:
[148f:7601", "1.0', '/sys/bus/usb/devices/1-1.2.1.27]

[Authorization Client] Password BAD : [Petrov’]
[Authorization Client] User name OK: ['Petrov’]

[Authorization Client] User: ['Petrov’, 'c4ca4238a0b0923820dcc509a6f75849b", *192.168.1.427] USB:
[148f:7601, "1.0', '/sys/bus/usb/devices/1-1.2.1.2]

Connection 2 successfully removed (reason:timeout)
Device 11211 [148f:7601] UNBOUND from connection 2
192.168.1.42 connected as connection 10

Connection 2 remotely disconnected gracefully (rx msg size)

@ Noasepxka Thu Oct 29 15:58:24 2020 [Authorization Client] Password BAD : [lvanov’]
O 0O Hac Thu Oct 29 15:58:24 2020 [Authorization Client] User name OK: ['lvanov]
CTpaHuua [ w31 o OTobpaxeHie NyHKToB 1- 28, 28
B ctpoke [Connect Client] -> oTobpaxatoTca napameTpbl nogkntodeHns USB  ycTpolicTea

nonb3oBaTteneM B cneayoLlen nocnefoBarenbHOCTH:
User: JlormH nons3oBaTens
Pswd: Maponb nonb3osatens (MD5 hash) (B cnyvae BBoga napons)
IP: IP agpec nonb3oBarensi
Port: USB nopt

Name: lNceBgoHnm USB ycTporicTBa (B criydae ecnv yCTPOWCTBO NEpPENMEHOBbLIBANOCH)

V_ID: VENDOR_ID USB ycTtponctsa

P_ID: PRODUCT_ID USB ycTtpoiictea

Serial: SERIAL Ne USB ycTpoiicTea

Path: Tekywun Homep USB ycTponcTBa UCNonb3yembln Nofnb3oBaTenemM (BHYTPEHHUI CryKeOHbIN)

CTpoka 3anvcbiBaeTCs B XXypHar npu Kaxaom nogkroveHum knneHtom USB ycTponcTBa, HeE3aBMCUMO
oT pexuma goctyna k USB yctporicteam.
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4.6.3.2 HACTPOWKM

Ha CTpaHuue «HaCTpOIZKI/I» BO3MOXXHO HACcTpouUTb y;l,a]'leHHbIIZ CUCTEMHbIN XypHarn.

B koHueHTpaTope npegycMoTpeHa BO3MOXHOCTb OTMpaBKWU XypHana (Syslog) Ha yaaneHHbIn cepsep.
BkritoyeHne onuum M ee HacTpomka ocywecTBnsaTcs Ha ctpaHuue WEB wHTepdbenca agmumHucTpaTopa

«[dunarHoctukay - «CucTemHble XXypHanbi» - «HacTponkuy.

25 Obwwe HacTpoRm
@ Lara v spemn
a5 Cets

B vsesomnerne

B Ceprwduxats

2 use

¥ USB noprw

W USB ycTpoicTea

B Ynpasnerine nuTasner

@ 33NN3HNDOBAHHbBIE 33,

@( USB over IP

USB devices over the network

A | Awarmecia

XypHans Nomouws

W Coxpanwms

@ Cuicremvinse seyphas

C Cbpoc

YaaneHHsIi CUCTeMHBIA xypHan

BrmounTe

Xoct

Nopt

MNpoToxon

«
192.168.1.201
514

uoP

B Ynpasneswe npasasm 40

distkontrolusb6d |

& Nons3osatens P

[na HacTpolku nepeHanpaBneHus XypHanoB Ha CTOPOHHMIA cepBep CO CTOPOHbI KOHLeHTpaTopa

OOCTaTOYHO BKIIOYNTL OTMPaBKY XypHana, ykadaTb XOCT NMOopT U NPOTOKOII.

B cetn Bam He06X0ONMMO MMETb HAaCTPOEHHbIVM AENCTBYIOLLMIA CEPBEP NpMeEMa JOroB.

MpuMep HacTpoOKM yaasieHHoOro cepsBepa Linux Ha 6a3e Debian:

Bce koMaHAb! BLINONHAOTCA MOA MOJsib30BaTenem root

1. YcTaHoBKa nporpammbi:

apt-get install -y syslog-ng

2. Cozgaaum daiin KoHbUrypaumu:

nano /etc/syslog-ng/conf.d/input.conf

3. [lobaBnseM HacTpoiiku B caiin:

source s_udp { udp(ip(*IP agpec yoanéHnHoro cepsepa®) port(514)); };
destination d_dku { file("/var/log/dku-logs/logs.log"); };

filter f_dku { netmask("*IP agpec koHueHTpaTopa*/*Macka koHueHTpaTopa*™"); };
log { source(s_udp); filter(f_dku); destination(d_dku); };
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Ecnn IP agpec oTMyaeTcs OT HAaCTpPoeK MO YMOMYaHUo, M3MeHUTe HacTpolkuy filter.
4. Co3paém KaTanor ansa XpaHeHus foros:

mkdir /var/log/dku-logs/

5. 3anyckaem syslog-ng n gobaensiem B aBTO3arpysKy:

systemctl start syslog-ng
systemctl enable syslog-ng

4.6.3.3 NOMOLb

Ha ctpaHuue «MomMoLlb» onvcaH npuMep HaCTPOMKKU yOaneHHoro cepeepa.
MpuMep HACTPOIKM yaasieHHOro cepBepa Linux Ha 6a3e Debian:

Bce koMaHAbl BbIMOMHAKOTCA Mo Mosib30BaTeNEM root

1. YcTaHoBKa nporpaMMmbl:

apt-get install -y syslog-ng

2. Cozpaaum ain KoHbUrypaumu:

nano /etc/syslog-ng/conf.d/input.conf

3. [lobaBnsieM HacTpoliku B dhain:

source s_udp { udp(ip(0.0.0.0) port(514)); };

destination d_dku-64 { file("/var/log/dku-64-logs/logs.log"); };
filter f_dku-64 { netmask('192.168.1.180/255.255.255.255"); };
log { source(s_udp); filter(f_dku); destination(d_dku); };

Ecnu IP agpec oTnnyaeTcst OT HAaCTpPOeK MO YMOJIYaHWio, M3MeHUTe HacTpolkum filter.
4. Co3paém KaTanor Ans XpaHeHUs /oro.:

mkdir /var/log/dku-64-logs/

5. 3anyckaemM syslog-ng 1 ao6aBnsieM B aBTO3arpysKky:



69

systemctl start syslog-ng
systemctl enable syslog-ng

4.6.3.4 COOBWEHNA CNCTEMblI ABTOPU3ALINN

ABTOpM3aLUA NO NOTUHY U Naposno AnA goctyna k USB ycTpoicTBy.

[Authorization Client] The user ‘UMA’ was not found in the database — lNonb3oBaTens He HangeH B 6ase
KOHLeHTpaTopa.

[Authorization Client] The user ' UMA ' found - MNMonb3oBaTenb HanaeH B 6a3e KOHLUEHTpaTopa.

[Authorization Client] Password OK (unu BAD) — He ycnewHasa (Mnu ycnelwHasi) npoBepka MMeHU
nonb3oBaTens 1 napons Ans nogknoderns kK USB ycTtponctBy. B kBagpaTHbix ckobkax Mma nonb3oBatens, ot
KOTOPOro nNpon3BoanTCA NOAKMOYEHNE.

[Authorization Client] The USB device was not found in the database - Nogknioyaemoe USB ycTponicTBO
OoTCyTCTBYET B cnncke USB ycTponcTs.

[Authorization Client] The user 'MIMA' does not have permission to connect USB devices. — [Monb3oBarerns
He MMeeT HM ogHoro paspelleHHoro USB ycTponcTsa.

[Authorization Client] DEVICE OK (unu BAD) — He ycnewHas (Mnv ycnewHasa) npoBepka paspeLueHus
nonb30BaTento Mcnonb3oBaTtb noaknodaemoe USB ycTtponctBo. B kBagpaTHbix ckobkax nepsbii napameTp Ne
USB ycTponcTBa K KOTOPOMY MPOU3BOAMTCS MOAOKMOYEHME, BTOPOA — MepeyeHb paspelleHHbIX A
nonb3osarens USB ycTponcTs.

ABTOpM3aL|MiI no NOorMHy u napont Ana goctyna K USB NOPTY KOHUEeHTpaTopa.

[Authorization Client] The user ‘UMA’ was not found in the database — lNone3oBaTtens He HangeH B 6ase
KOHLieHTpaTopa.

[Authorization Client] The user ' UMA ' found - Nonb3oBatens HangeH B 6a3e KOHLUEHTpaTopa.

[Authorization Client] Password OK (unu BAD) — He ycnewHasa (Mnu ycnelwHasi) npoBepka UMeHU
nonb3oBaTtens n napons Ans nogkntodeHns k USB ycTponctey. B kBagpaTHbix ckobkax MiMs nonb3oBartens, oT
KOTOPOro Npou3BoANTCS MNOAKMYEHNE.

[Authorization Client] PORT OK (unn BAD) — He ycnewHas (Mnuv ycnelwiHas) npoBepka paspelleHus
nonb30BaTErto NoNb30BaTbCA NOAKM0YaeMbIM NopTaMm. B kBagpaTHbIX cCkoOKkax NepBbI NapaMeTp HOMep nopTa,
K KOTOPOMY MpPOU3BOAUTCHA MNOAKMYEHUE, BTOPON — MepeveHb paspeLleHHbIX Afsi OaHHOro Mornb3oBaTens
nopToB.

ABTopu3sauus no |IP agpecy ansa goctyna kK USB ycTponcTBy.

[Authorization Client] The IP 'IP agpec' not found in the database — IP agpec He HanigeH B Gase
KOHLleHTpaTopa.

[Authorization Client] The IP 'IP agpec' found - IP agpec HangeH B 6a3e KOHLeHTpaTopa.

[Authorization Client] DEVICE OK (unu BAD) — He ycnewHas (Mnv ycnewHasa) npoBepka paspeLueHus
noakntoyeHnsa USB yctponicte ¢ gaHHoro IP. B kBagpaTHbIX ckobkax nepBbii napameTp Homep USB ycTponcTBa
n3 cnucka USB ycTponcTs, BTopon — cnncok USB yCcTponcTB, paspelleHHbIX Ans gaHHoro IP.

ABTopusauus no |IP agpecy ans aoctyna kK USB nopTy KoHUueHTpaTopa.

[Authorization Client] The IP 'IP agpec' not found in the database — IP agpec He HaigeH B 6ase
KOHUEeHTpartopa.

[Authorization Client] The IP 'IP agpec' found - IP agpec HangeH B 6a3e KOHUeHTpaTopa.

[Authorization Client] PORT OK (unu1 BAD) — H He ycnelwuHasa (unu ycnelwiHas) npoBepka paspeLueHus
noakntoyennsa USB nopTa ¢ gaHHoro IP. B kBagpaTHbix ckobkax nepBbit napameTp Homep USB nopTa k KoTopomy
Npou3BoOANTCS NOAKIMIOYEHMe, BTOPON — NepeYveHb paspeLleHHbIX NOpTOB AN AaHHoro IP.

BOUND to connection X - YcnelwHoe nogkntodeHne USB ycTpoicTBa;
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UNBOUND from connection X - YcnewHoe oTkntodeHne USB yctporicTea.

4.6.3.5 COOBLEHNA CUCTEMbI YMPABTIEHNA MUTAHVEM USB YCTPOWCTB

[USB PORTS]//Control port// USER: Petrov USB in: 2.3 STATUS: turnOn (turnoff) — BkntoveHune
(BblkntoveHne) USB nopTta 2.3 nonb3oBaTtenem « Petrov »

4.6.3.6 NMPOYNE COOBLWEHNA

Bce coobuieHns B cucteMHom xypHane ynpasnsemoro USB over IP koHUeHTpaTopa 3anucbiBaloTCs C
narton n BpemeHeM. [nsi kOppekTHOM paboTbl CNyx0bl BPEMEHU YCTPOWCTBA, OHA AOIKHA OblTb HAaCTpPoOeHa B
pasgene «Cuctema» - «[lata n Bpems».

Tak ke B cucTeMHOM ypHane ynpasnsiemoro USB over IP koHuUeHTpaTopa 3anucbiBaeTcsl npodyas
cnyxebHasa nHgopmaumsa o paboTte ycTponcTaa.

Bo3moxHa ouncTka XypHana u ero 3arpy3ka Ha KOMnblTep nonb3oBaTena Ana nocnenyruwero XxpaHeHna
1 aHanumaa.

Taknum obpasom, Npu aHanm3e COOBLLEHUIN CUCTEMHOrO >XXypHana MOXHO OMarHoCTUPOBaTh pasnuyHble
npobnemsl Npu orpaHnyeHnn goctyna k USB ycTporcTBam 1 nopTam Ans ee HacTponku Tpebyembim obpa3om.
O6was cTpykTypa coodLLeHnin:

[USB Settings] Restricting access to the USB port by login and password — DISABLED:

e [USB Settings] — Jlor pasgena «Hactpoiikn USB»

e Restricting access to the USB port by login and password — Ha3BaHMe N3MEHEHHOTO
napameTtpa

e DISABLED - craryc napameTpa.
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4.7 UHOPOPMALINA

4.7.1 YIMIPABJIEHVME BEPCUAMU NO

4.7.1.1 CBPOC W BOCCTAHOBIJIEHWNE
Bknagka «C6poc 1 BoccTaHOBMEHUE)» pacnonoxeHa B pasgerne «YnpasneHue sepcusmm MNO»
CTpaHu1ua no3BonseT:
1. TpousBecTu cBpoc HACTPOEK NPOrpPaMMHOro o6ecneveHumst 40 COCTOSIHUS MO YMOMYaHUIO.

2. CoxpaHuTb U cKa4yaTb PE3EPBHYIO KOMUI0 HAaCTPOEK.

3. BoccTaHoBUTbL paHee COXpaHEeHHbIe HAaCTPONKN.

- R e e - W ® U
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K USB over 1P

CBpoc HacTpoek NporpamMmmMHOro obecnevyeHns K napaMmeTpam no yMOn4aHuio OCYLLLECTBASETCA HaxaTuem
Ha KHonky « CBpoc HacTpoek», B NOSIBUBLLEMCS OKHe ByaeT Heobxoanmo noaTBepanTb copoc.

CoxpaHnTb nmetomeca Hactporku O BO3MOXHO HaxaTMem KHOMkM « CoxpaHuTb HACTpPOMKWy», ganee
HeoOX0oOUMO MOATBEPAUTL 3arpy3ky KOMuu.

BocctaHoBuTb HacTponku MO BO3MOXHO HaaTMem Ha KHomky «3arpysutb». [locne 4yero BbiBpatb
COXpaHeHHbI chann HacTpoek. [locne 3arpyskun garna ycTponcTeo byaet nepesarpyxeHo.

BHuumanue!!! BocctaHoBneHne Hactpoek ¢ v.2 Ao v.3 a Takke ¢ V.3 Ao v.4 HeBO3MOXHo. Ecnu
HeobXxoaNMMO MPOM3BECTU AaHHble OENCTBUS B pamMKax ogHoM Bepcum obHoBuTe MO Oo0 akTyanbHOW Bepcuw.
lMepeHoc HacTpoek n BoccTaHoOBEHNE BO3MOXHO HauMHaga ¢ v.4 B pamKax O4HOro CEPUNHOro yctponcTea. Mpu
nepeMMeHoBaHUn hanna HacTpoek He ucnonb3ynTe npobensbi.
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BHumaHume!!! COpoc HacTpoek nponucxoamt Ha Ton Bepcumn MO, koTopasi CTOMT MO YMOTYaHUIo.

4.7.1.2 MPOBEPNTb OBHOBJIEHWNE

[aHHbIA NYHKT MEHI0 NO3BONSAET:

1. TlpoBepuTb Hannume HoBomn Bepcun MNO KoHUEeHTpaTopa W, NpY HanmM4nK, ckadaTb ero Ans o6HOBJIEHHS
yepe3 USB HakonuTtens.
2. TpoeepuTb Hanmune HoBon Bepcun MO 3arpysymka KOHUEHTpaTopa, U Npu HanMyumn, yCTaHoBUTb €ro.

Onsa paboTbl onuuii TpebyeTca A0CTYN KOHUEHTpaTopa B MHTEepHET.

oo

[ns npoBepkun Hanu4nsi o6HOBNEHUN, HeOBX0AMMO HaxaTb Ha KHOMKY «lpoBepka»
KHonka «UcTtopus Bepcuin MO» - OTKpbIBAET CTPaHULLY C UICTOPUEN U3MEHEHWIA B HOBOM OKHE.
Krnonka «[MoanucatbcsA Ha paccbiIKy» - O BbIXO4€ HOBbIX NPOAYKTOB M OGHOBNEHWI.

KHonka «3arpyska» - Mo3BOfseT ckavaTb nocrnegHerd [ocTynHyto Bepcuio MO gna obHoBneHus
KOHUeHTpaTopa ¢ USB Hakonutens. NoapobHee cMm. «O6HoBneHune MOy .

KHonka «YcTtaHoBuTb ¢ USB HakonuTensi» - ycTaHaBnuBaeT obHoBneHue ¢ USB Hakonutens
Haxopgswemcs B nopty 1.1 .

«SHA1» - KOHTpONbHasa cymma garina npPOoLUMBKU.

BHUMAHMUE!!! He Bbiknioyante nutaHne Ao 3aBeplUeHNs OOHOBMEHWS, BbIKIIOYEHWE NMUTAHUSA MOXET
Bbi3BaTb cOOW B YCTPOWCTBE, AarnbHelwee ncnpasneHne cbos 6yaet BO3MOXHO TOMbKO B CEPBUCHOM LEHTPE.
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4.7.1.3 NMOOOEPKA

B paHHOM pasfene MOXHO ckadaTb PykoBoacTBO nonb3osaTens, a Takke knneHT DistKontrolUSB nog
BalLy onepauuoHHyto cucteMy. CkauymMBaHue JOCTYMHO JTIOKanbHO U C calTa Yepe3 UHTEpHET.

SK USB over IP

Connecting USE devices over the network

4 » WHpopmauma @ Moaaeprxa distkontrolusbfd I -

& Cucrema

= Ofwmre HacTpoitm PykoBoacTBO nonb3aoBaTenn DistKontrolUSB:
© fleta vspens Cwauarb noxansko ¢ DistkontrolUSB:
& Cern Pyxo804CTB0 nomedcearansd Distkontrol 58
DistKontroliSs user s guide EN
B Yeegomnerne
=y Crauatb € cavita:
NPaBNEnNe 3REPrONOT  pyxpepgcreo Mom3cearens Distkontrol S8
B Ceprudukars DistiontrolliSE user’s guide EN
[@ 3annanvposarHbie 380
@ use 'IK DistKontrolUSB Client
# use nopTe DistkontrolUS8 Cient paboTtaet Ha OC Windows, OSX 1 Linux. KnueWT paspabioTad C MHTYUTMBHO NOHATHLIM M NPOCTEM B UCNONL308aHAW MHTEpheicom Gea

H200X04MMOCTI YCTaHoBKA. HeobxoAMMO CKauaTE NEMNOXEHWE C A3HHOM CTPaHMUE! ANA cBoei OC M 33NyCTHTE Ha KDMMsIDTEPe, KoTopsIt DyaeT
WCTIOMb308aTh USE-YCTPOINCTEa, COBMECTHO MCnomb3yeme C DistKontrolUSE. (HaxMuTe CCuinky HWDKE, COXPSHUTE 3arpy>XeHHbI dalin Ha KoMbioTEp 1
@ VYnpasnenne npasamu goc 3AMTYCTATE), MM 2KENGHAM KIMEHT MOKET 3ANYOKATLCA B KIYECTES CEpesCa.

* Tunsi USB ycrpoitcrs

@ P anpec MporpamMm-oe oGecneqeHe aBTOMaTHYECKA HangeT USB-yCTpOMCTBa, COBMECTHO MCNonk3yemeie ¢ DistontrolJSE e cetn, flocTynHe yCTponcTea USB GyayT
moﬁpaxam:ﬂ B BWAS Aepeea. lenduTe rpauﬁ KHOMNKDI Mbilu4 H3 YCTPOWCTBE, KOTOPOS Bbl XOTUTE MONOML308aTs, M WQ «Mcnoneaceate» . MNocne

-
< Moausosarens 3T0F0 OH BYAST HENDAMYIO NOAKTIOYEH K BALEH MALMHE W MOXET MCNONBI0BATLCA KaK NOKANBHOE YCTROACTBO!

.
r
== TRynnet 4 MNepej MCNOMs083HMEM YCTPOMCTES PEKOMEHAYETCA OIHIKOMATECA C PYKDEOACTBOM NOML30BATENA (CM. CCLINKA BbLLE)
8 Cepsucu
L SMMP
B3 ssk = Windows:
8 Mnarocraxa Cxauarb noxanbHo ¢ DistKontrolUSB:
5 Noces DistkontrolS8 Cient gris Windows (32-bit)

DistkontrokiSe Gient gns Windows (64-bit)
@ Cucremnan nHdopmayl

Crauarb C caAra:
(& Cucremnse ayprans DistiontrolUSB Cient gns Windows (32-bit)
£ Chpac Wl soccrarosnen DistentrolUSE Gient gna Windows (64-bit)

8 Wndopuayns
& Nposepurs ofirosaeHn € OSX:

@ Noanepxxa CxauaTtb nokanbHo ¢ DistKontrolUSB:

@ Owac DistkontrollSE Gient 4ns OSX 10.9.5/ 10.10 / 10,12 / 10.13 / 10.14* ( * ro446px¥a@ HexoTODeX LISB-yCTPOHACTS)
DistkontrolUSE dlent gns MacOS (Siicon M1 & intel) 12 Montemey(H3 4361 MOMEHT HET HI0XDOHHOA NOASSONIH, HANDMMED, Bel-KavMeps! [ MEDODOHE,
HO ADYTHE FCTPOACTES JOTRHES DaBoTaTs )

Cxauarb € casTa:

DistkontrollSE dlent gns QSX 10.9.5 / 10.10 / 10.12 / 10.13 / 10.14* [ * nogaepxaa Hexoropen LISB-ycrpodicre)

DistiontrolliSE Gient g MacQS (Silicon M1 & intel) 12 Montemey(Ha Jare0d MOMEHT HET MOXDORHOA MIOAASONIS, HarpwMap, Bob-iameps! | MADOGOHOE,
HO ADYTHE FCTPOACTES J0imio-el PIBOTaTE )
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4.8 CBPOC HACTPOEK, YNPABJIAEMOI'O USB OVER IP KOHLUEHTPATOPA B
NCXOOHOE COCTOAHUE.

BbINonHuTL cGPOC HAaCTPOEK BO3MOXKHO ABYMSI cocobamu:

1. Yepes WEB-nHTepdenc ycTponcTBea.

2. C nomMoLublo annapaTHOM KHOMNKN «Reset», pacnonoXeHHOW C ThifIbHOW YacTu ycTponcTea. [ns
cbpoca HeoOXOAUMO BBIKITHOYMTL KOHLIEHTPATOP, HaXaTb Ha KHOMKY « Reset» 1, He oTnyckas KHOMKY, NoAaTb
nuTaHue Ha ycTponcTBo. Yepes 20 cekyHa MOXHO OTNYCTUTb KHOMKY « Reset». YcTponcTBo copoLleHo Ao
3aBOJCKMNX YCTAHOBOK.

BHumaHue!!! COpoc HacTpoek nponcxoamT Ha Ton Bepcum MO, KoTopas CTOUT MO YMOMYaHUIo.

BHumaHue!!!  Tlocne cbpoca ycTponcTBa k UCXOOHbIM YCTaHOBKaM M OOHOBMEHUs, NepBasi 3arpyska
YCTPOMCTBA MOXET OCYLLECTBNATLCA NOpAAKa 5 MUH.

Mocne cbpoca ycTponcTBa K MCXOOHbIM YCTaHOBKaM M OGHOBMEHMS NoTpebyeTca BBOA NULIEH3UOHHOIO
krtou Kk MO ynpaensemoro USB over IP koHUeHTpaTopa no U3noxeHHowu B pasgene JnueHsus.
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4.9 OBHOBJEHNE NMPOrPAMMHOIO OBECIMNEYEHWA YITPABINAEMOIO USB OVER
IP KOHUEHTPATOPA.

BHUAMAHUE!!! Tlpn o6GHOBMNEeHMM nporpammHoro obecnedyeHusi, ynpaensemoro USB over [P
KOHLEHTpaTopa ero HacTPOoWKK, HE COXPaHATCA M cOpackiBalTCa kK UCXo4HbIM. Heobxoanmo, o 0GHOBEHMSA
YCTPOWCTBA, BbIMOSIHATbL 3KCMNOPT HAacTpPOeK M ux MMNopT nocre obHoeneHusa (cMm. pasgen «CoxpaHeHnve u
BOCCTaAHOBIEHME HACTPOEK» PYKOBOACTBA) MMM OCYLLECTBUTbH MOBTOPHYK HACTPOWMKY YCTPOWCTBA, NPWU 3TOM
notpebyetca BBOA NnuueH3noHHoro knoya K MO ynpaensiemoro USB over IP koHUeHTpaTopa No METOAUKeE,
N3roXeHHON B pasgene «JlvueHsnsay.

Ina obOHoBneHuss nporpaMmmHoro obecnedenusi, ynpaensemoro USB over IP  koHueHTpaTopa
HeobOxooumo nepenTu B pasgen «YnpasrneHue sepcusamm MNO»

O6HoBMEHNE BO3MOXHO OfHMM CMOCOBOM - C onall HocuTens.
MowaroBas MHCTPyKUMsi No o6HoBneHuto MO KoHLeHTpaTopa:

1. HaxxmuTe kHonky «MpoBepuTby», 4Tobbl Mony4nTb TekyLuyto Bepcuto MO.
Ecnun Ha KoHUEeHTpaTope HET HTepHeT-coeanHeHus], B none « Tekywlas Bepcus NO» nosiButcs coobLleHne
«OwmnbKa NOAKMYEHNST K UHTEPHETY».
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2. ObHoBneHue MO BbINONHAETCA B aBTOHOMHOM pexume Yepe3d USB-HakonuTernb, NOAKMHYEHHBIN K NOPTY
UsB 1.1

YnpasneHue obHoBneHnem MO ocywecTensieTcs B 6noke «Nposepka HoBon Bepcun MO».

2.1. Ckavanite dann MO ¢ nomoLLbo KHOMKN « 3arpy3kay.

2.2. MopgroTtoBbTe USB-dneLuky Ans o6HoBneHus, oTchopmaTMpoBas ee B channoson cucteme FAT32.
(PexomeHpyeTcst MCMONb30BaTb HAKONMUTENN EMKOCTbIO 4-16 IM'6)

2.3. 3anuwuTte obpas *.img Ha USB-HakonuTtens.

2.4. TpoBepbTe KOHTPOMbHYIO CYMMY 3anncaHHoro ¢anna c nomollso SHAL-cTpoku

(oHa ByneT oTobpaxaTbCs, eCnM Ha KOHLEHTpaTope eCTb MHTEPHET-COeAUHEHNE)
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2.5. NMogkntounte USB-HakonuTenb k nopTty 1.1
2.6. HaxaB kHonky «YcTtaHoBUTb ¢ USB-Hakonutensy, Bbl yBUANTE COOBLLIEHME O TOM, BbIMOSTHEHDbI NN BCE
ycroBusi Ansi BbinosiHeHust obHoeneHus IM0O.

3. [Ans o6HOBRNEeHUA 3arpy3ymka MOXHO BOCMOMNb30BaTbCcs oddnanH-metTonomM vyepes USB-HakonuTens,
NoAKMYeHHbIn K nopTy USB 1.1 nnn oHnamH-mMeTogom Yepes MHTEePHET-COeAMHEHNE Ha KOHLEeHTpaTope.
OOGHoBNEHME 3arpy3vnka KpUTUYHO, yoeauTech, YTO YCTPOMCTBO UMEET CTabUIbHbBIA MCTOYHMK NMUTAHUS U He
BbIKMOYaNTe ero 4o 3aBepLUeHMs npouecca 0OHOBMNEHMS.

Ecnun obHoBneHne He yganock, YHKLNOHANbHOCTb KOHLEHTpPATopa MOXHO BOCCTAHOBUTbL TOSMbKO B CEPBUCHOM
LeHTpe.

3.1. O6HOBNEHWEe OHNaMH:

3.1.1. Haxmunte kHonky « OBHOBUTL ceryacy. [locne 3aBepLueHns npouecca 0O6HOBNEHUS yCTponcTBo byaet
nepesarpyxeHo.

3.2. O6HoBneHune odcpnamH:

3.2.1. CkavanTte harin NPOLUMBKN C MOMOLLIbIO KHOMKN «CKayaTby.

3.2.2. MNMoarotoBbTe USB-neluky ona o6HoBneHus, othopmatmpoBas ee B dhannoBon cucteme FAT32.
(PexomeHpyeTcst MCMonb3oBaTb HAKOMUTENM EMKOCTLIO 4-16 M6)

3.2.3. BanuwwmTe obpas *.img Ha USB-HakonuTenb.

3.2.4. TpoBepbTe KOHTPOIbHYO CYMMY 3anncaHHoro dawna ¢ nomollbto SHA1-cTpoku

(oHa ByneT oTobpaxaTbCs, eCnM HA KOHLEHTPATOPE ECTb UHTEPHET-COEAUHEHNE)

3.2.5. MNoakntounte USB-HakonuTenb k nopTy 1.1

3.2.6. Haxas kHonky «YcTtaHoBuTb ¢ USB-Hakonutens», Bbl yBUAMTE COOOLLEHNE O TOM, BbINOMHEHbI NN BCE
yCnoBus Ans BelNONHeHUs o6HoeneHus MO.

4. Ecnn nocne o6HOBNEHUS NpOrpaMMHOro obecrneveHnsi yCTpOMCTBO He paboTaeT gOMmkKHbIM 00pa3om,
Heobxoanmo cOpoCUTbE HACTPOWMKM NPOrpamMmMHOro obecneyeHns 4o 3aBOACKNX

4.1. HaxmuTe Ha KHOMKY «YnpasrneHue BepcusiMn nporpaMMHoro obecnedeHusi» B rnaBHOM MeEHI0 YCTPONCTBa
4.2. Beibepute «COBpocC 1 BOCCTaHOBNEHMEY

4.3. Haxxmute Ha kHomnKy « CoXpaHWUTb HacTPOMKN», YTODbl COXpaHUTb PEe3ePBHYIO KOMUIO HacTpoekK

4.4. Haxmunte Ha kHonKy « COpoc HacTpoeky

4.5. B nosiBMBLLUEMCS OKHE NoATBepanTe cbpoc, Haxas «[da»

4.6. JoxanTech 3aBeplLueHns npouecca cbpoca n nepesarpyskn ycTporcTea

4.7. MNocne nepesarpyskn ycTpoicTBa HEOOXOAMMO BbIMOMHUTBL HACTPONKY YCTPOWCTBa B COOTBETCTBUM C
WHCTPYKUUAMM.
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4.9.1 YCTAHOBIJIEHHBIE MO

Bknagka «YctaHoBneHHoe NO» pasgena «YnpasneHue sepcusmu [NO» B Web-uHtepdeince KoHUeHTpaTopa
no3sonsieT BbIbpaTh N0 yMOMNYaHuio, NepenmeHoBaTb Unu yaanuts umetomecs sepcum MO.

2K YS8 over IP

Megapusues € Yrpanteat pepoasn 10 dskontrousnes 1w

3 Cuxrewa

%5 OSuge macpoiin
@ 1573 a oo & Nepenwercsars 3 Yaamer
& ceme ] o yuzagiano
B DisthorrolUS3-4-10-02.img. =
WEynpasne e 3+2pr0n0Tp!
[ — DisthontrolUS3-4-10-03.img ]
8 Zarvaeceassne 330
3 uss
@ UsSB sty
# Tunws USB ycTpaiicrs
B ¥rpastese naasse gocTyl
B = aspec
2 Nomsossren ‘
= Mpyones
3 Cepewcu
i sr>
Blss+
8 Baar-ocTac
8 Acoa
© Cacreman mipopuanm
[r o ——
£ CSpoc ¥ BoccTancenenng
2 vegopusums
© yaparne-we pepcumum 1
@ Noassowa

oL

Mpu obHoBNEHNK Ha HoByl Bepcuto MO koHueHTpaTopa, npeabiaywas Bepcus MO 6yget goctynHa B JaHHON
BKINaZKe 1, MPU XXenaHnu, Ha Heé€ BO3MOXHO OTKaTUTbCS, HaXKaB Ha COOTBETCTBYOLLUNIA Yek-BoKC.

110 CrsthontrolLss-4-10-03.1mg Ssing SuISPanC N0 yUOTUAHING. STOSE MpUMEHITS

VaUEeniR, B3 HEOSKOLAUD TEPEIATPYIITe YTPOACTTEC

Mocne HaxaTus Ha YeK-BOoKC, OTKPOETCA OKHO YBEAOMIIeHUs, MHdopMupYytolLiee o Tom, 4To MO BbiGpaHo no
YMOMYaHUIO U KOHLIEHTpaTop HeoGxoamMMo nepesarpyanTs.

MepesarpysnTb YCTPOMCTBO BO3MOXHO: Yepe3 Web-uHTepeiic unu ¢ noMoLLbio annapaTHoro Tymbnepa Ha
TbINILHOW CTOPOHE KOHLLeHTpaTopa.
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BHUMAHUE!!! Nocne yctaHoBKM NO ymonyaHuio npeapiaylien sepcun MO KoHueHTpaTopa, HacTPOnKu
Web-nHTepderica ncnonb3yloTcs MMeHHo ¢ npedblaywen sepcun MO.

4.10 COXPAHEHVME N BOCCTAHOBJNEHME HACTPOEK NMPOIrPAMMHOTI O
OBECIMNEYEHWA, YIMPABJTAEMOIO USB OVER IP KOHUEHTPATOPA.

BHAMAHUE!!! Tlpn HeobxooumocTu, yOoaneHue WMMNOPTUPOBAHHBIX HACTPOEK, OCYLLEeCTBNSETCA
npocTbiM cbpocom HacTpoek ynpaensemoro USB over IP koHueHTpaTopa B UCxogHoe cocTosiHue. [logpobHee B
«Cbpoc HacTpoek, ynpasnsgemoro USB over IP koHLeHTpaTopa B UCXOAHOE COCTOSIHNE. »

4.11 ANNAPATHAA NMEPE3ATPY3KA YINPABJIAEMOIO USB OVER IP
KOHUEHTPATOPA.

[na nepesarpysku KOHLEHTpaTopa HaXXMUTe 1 yaepxmeanTe KHOMKy «Reset», pacnonoxeHHyto ¢
TbINIbHOW CTOPOHbI YCTPONCTBA, B TedeHun 15 cekyHa. KoHueHTpaTop ByaeT KOPPeKTHO nepesarpyxeH
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5.1 YCTAHOBKA KINTMEHTA DISTKONTROLUSB

MpunoxeHune DistKontrol Mobile nossonseT ynpasnaTe NUTaHMeM NOPTOB KOHLLeHTpaTopa C
nomoulbto TenedoHa ¢ OS Android.

[na ycTaHOBKM MOOWUNBHOrO MPUNOXeHUss Bbl MOXETe MepenTn NO CCbIIKe Ha Hall CanT:
https://distkontrol.com/support/download/distkontrol -mobile/

5.2 ABTOPU3ALNA B DISTKONTROL MOBILE

OKHO aBTOpM3aL MK BbIMMSAUT crnegyrowmm obpasom:

E0iC

IP appec

MopT

-

JloruH

Maponb

[C] coxpanuts nanHbie

CoxpaHeHHble yCTpoWCTBa

BbibepuTte ycTpoicTBO -
BOMTH
\ J

Mons:

e |IP appec — Heobxoaumo BBecTu IP agpec koHueHTpaTopa. TenedoH npy 3TOM OOIMKEH ObITb
B OOHOM ceTu C ycTponctBoM. JInb6o HeobxogMmo HACTPOUTb MapLlipyTu3auuto ao
KOHUEeHTpaTopa Ha CTOpPOHe ceTeBoro obopyaoBaHusa (Hanpumep npobpocuTb KOHLLEHTpaTop
3a NAT).

o [MopT— no ymonyaHuo nopT uHTepdenca 80.

e JlormH — admin (N0 ymon4aHuio)


https://distkontrol.com/support/download/distkontrol-mobile/
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o Maponb — admin (no ymon4yaHuio)

5.3 CUCTEMHAA MHO®OPMALINA

B paHHom Bknagke npeactaBneHa MHGOpPMaunMsi O BEPCUMM MPOLUMBKU, CUCTEMHOE BpeEMS,
napameTpbl Harpy3kn CPU n RAM. A Takke Bpemsi pabotbl USB over IP koHueHTpaTopa.

=  CucrtemHas uidpopmaums [3

Tekyuiee Bpemsi:
Sat Nov 2 15:09:54 2024

Wmsa ycTpoicTBa:
DistKontrolUSB8.4.10.12

Bpems pa6oTbi:
9 days 0 hours 10 minutes 20 seconds

CpepHnas 3arpy3kKa:
0.32,0.40,0.39

Ucnonb3oBaHue npoueccopa:

5,5%

Ucnonb3oBaHue NnamMaTu:

7,1% of 2 GiB
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5.4 YIMPABJNIEHME NMOPTAMW

Bo Bknagke «YnpaerneHne noptamm» BO3MOXHO YNpaBnsiTb NMTaHWEM NOPTOB yNpaBrisieMoro

USB over IP koHueHTpaTopa. ECTb BO3MOXHOCTb KaK ypaBnaTb NMTaeM Kak KOHKpeTHbIX USB-nNopToB.,
Tak n Bcex cpasy.

=  YnpaBneHue nopramu B
Homep Umna CocrtosiHme
1.1 USB 1.01
12 USB 1.02
13 USB 1.03
1.4 USB 1.04
15 USB 1.05
1.6 USB 1.06
17 USB 1.07
1.8 USB 1.08
1.9 USB 1.09
1.10 USB 1.10
1.1 USB 1.11
119 QR 1 17 2]
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6.1 YCTAHOBKA KITMEHTA DISTKONTROLUSB

Knuent USB MOXHO ckadaTb C caMmoro yCcTpoucTBa nogkntodeHns USB no cetm unu ¢ canta
(ccbinkn Ha cTpaHnue NHdopmauuns - MNMogaepxkka).

Heobxoammo ckavatb 1 3anycTtuTb cooTeTcTBytowee 0.

Bo Bpemsi ycTaHOBKM nosBUTCA yBegomneHne ueHtpa 6esonacHoctn Windows. Heobxogumo
paspewnTb NPUNOXKEHNIO BHECEHWNE N3MEHEHUI.

4K DistKontrolUSE Client *

=M= USE cepeepe

i@ ushoveriptd

Mpn nogkntodeHmn k USB over IP USB ycTpoiicTB OHM OyayT BMAHbLI B KNIMEHTE U Ux Oyder
MOXHO MOAKMIOYNTDL K KOMMNBIOTEPY:

4K DistKontrolUSE Client *

=8
E| o ushoveripbd
----- (== Mass Storage Device
.. 7 USB Device

L.z USB Keyboard

Mpn nepom nogkntoyeHnmn Kk USB ycTponcTBy OyaeT npeanoxeHa ycTaHoBKka apaneepa USB
over IP:
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Dlecled et

"% The DistKontrolUSE Client drivers will be installed.
|

= Please check the taskbar during this process, the installation
may need your authorization,

Bo Bpems ycTaHOBKM nosBuTCA yBegomneHue ueHtpa 6esonacHoctn Windows. Heobxogmmo
paspewnTb NPUIMOXEHUIO BHECEHNE N3MEHEHUIA.

Device Driver Installation Wizard

Welcome to the Device Driver
Installation Wizard!

This wizard helps you install the software drivers that some
computers devices need in order to work.

To continue, click Next.

Hasan |} [anee> 4 Crmaena

HaxaTtb «YcTaHOBUTbLY.

Mocne 3anycka otobpa3ntcsa okHo USB knueHTa.

MporpammHoe obecnevyeHne aBTomatuMyeckm Hamget USB-ycTponcTBa, COBMECTHO
ncnonb3dyemble cepBepamm B ceTu. [locTynHble ycTponctea USB 6yayT otobpaxaTbcs B Buae Aepesa.
LLlenkHMTe npaBon KHOMKOW MbILM Ha YCTPOMCTBE, KOTOPOE Bbl XOTUTE UCMONb30BaTh, U BbibepuTte
«MAcnonb3oBaTby». [ocne aToro oH ByaeT HanpAMYO MOAKMYEH K BalleMy KOMNbOTEPY (MaLluHE)
MOXET UCMONb30BaTbCA KaK foKanbHoe YCTPONCTBO.
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OSX:

eC e DistKontrolUSB Client
v Bl USB cepsepsl
¥ @ DistKontrolUSB-64
7 802.11 n WLAN (Mcnonsayetcsa (Pro100lamer) Ha DESKTOP-J6GO36J)
7 802.11 n WLAN (Mcnonsayetcs (Pro100lamer) Ha DESKTOP-J6G036J)
7 802.11 n WLAN (Mcnonsayerca (Pro100lamer) Ha DESKTOP-JBG036J)
7 802.11 n WLAN (Mcnonsayetca (vr101) Ha TEST-DK-S1)
(= DataTraveler 2.0 (Mcnonbayerca (askov) Ha DESKTOP-SUU1IJR)

(= Disk 2. ABTOMAaTM4Ye€CKW NOLOKNIOYETb YCTPOWCTBO
(= Disk 2.0  ABTOMaTW4YeCKM4 UCNONb30BATh NOPT
/=) Disk 2.0 ABTOMaTW4YeCKM UCNONb30BATh YCTPOMCTBO/NOPT

(= Disk 2.(

MNepewmeHoBaTh...
7 Guarda  iryopupoBars... PC)
THASPZ MonbaosaTenbckuii 06paboTYMK COBLITHIA... )]
T HASP 2 -
o HASP I Hac‘l_'pnmum

= HWDSSL DEVICE (Mcnonbayercsa (Pro100lamer) na DESKTOP-JBG038J)
| HWDSSL DEVICE (Mcnonbayetca (vr101) Ha TEST-DK-S1)
(=i Mass Storage (Mcnoneayetcs (as_kov) Ha DESKTOP-BT7REPC)
(=i Mass Storage (Mcnoneayetcs (as_kov) Ha DESKTOP-BT7REPC)
(= Mass Storage (Menoneayetca (as_kov) Ha DESKTOP-BT7REPC)
(= Mass Storage (Menoneayetca (as_kov) Ha DESKTOP-BT7REPC)
(=i Mass Storage (Mcnoneayetcs (as_kov) Ha DESKTOP-BT7REPC)
(=i Mass Storage (Mcnoneayetcs (as_kov) Ha DESKTOP-BT7REPC)
(=i Mass Storage (Mcnonbayetcs (as_kov) Ha DESKTOP-BT7REPC)
(= Mass Storage Device (Micnoneayerca (as_kov) Ha DESKTOP-BT7REPC)
1 Rutoken S (Mcnonsayetea (vr101) Hva TEST-DK-51)
7 Rutoken S (Mcnonsayetcs (vr101) Ha TEST-DK-51)
7 Rutoken S (Mcnonsayetcs (vr101) Ha TEST-DK-S1)
" Rutoken S [Mcnonoayetca (vr101) va TEST-DK-51)
" Rutoken S (Mcnonsayetca (vr101) Ha TEST-DK-S1)
BH Rutoken lite (Mcnonbayerca (as_kov) wa DESKTOP-BT7REPC)
BH Rutoken lite (Mcnonbayetca (askov) Ha DESKTOP-SUU1IJR)
BH Rutoken lite (Mcnonbsyerca (askov) Ha DESKTOR-SUU1IJR)
BH Rutoken lite (Mcnonbsyerca (askov) Ha DESKTOR-SUU1IJR)
¢ Smoart Card (enansaveTea fae kbowd ua NEQKTADATIREDCY

Linux:

DistKontrolUSB Client

Al | USB cepsepsi

~ @ l-usboverip64
+ Guardant Stealth Il Sign USB
¢ HASP 2.17 (Ucnonb3yeTtca CUCTEMA Ha SERVER-TS10
B8 Rutoken lite (Mcnonb3yeTtca Bamu)
B8 Rutoken lite (Mcnonb3yetca Bamu)
v @ l-usboverip64
r 802.11 n WLAN (Mcnonb3yeTtca (ProlOOlamer) Ha DESI
¢+ 802.11 n WLAN (Mcnonb3yeTca (ProlOOlamer) Ha DESI
r 802.11 n WLAN (Mcnonb3yeTtca (ProlOOlamer) Ha DESI
© 802.11 n WLAN (Mcnonb3syeTca (vrl01) Ha TEST-DK-S
) DataTraveler 2.0 (Mcnonb3yeTtca Bamu)
== Disk 2.0 (Mcnonb3yeTca (ProlOOlamer) Ha DESKTOP-Jt
= Disk 2.0 (Mcnonb3syeTca (as_kov) Ha DESKTOP-BT7/REF
== Disk 2.0 (Mcnonb3yeTca (as_kov) Ha DESKTOP-BT7REF
= Disk 2.0 (Mcnonb3syeTca (vrl01) Ha TEST-DK-S1)
== Disk 2.0 (Mcnonb3yeTtca (vr101) Ha TEST-DK-S1)
= Disk 2.0 (Mcnonb3yeTca (vrl01l) Ha TEST-DK-S1)
¢ Guardant Code USB (Mcnonb3yetca (as_kov) Ha DESK
¢ HASP 2.17 (Mcnonb3yeTca (ProlOOlamer) Ha DESKTOF
¢ HASP 2.17 (Mcnonb3yeTtca (vr101) Ha TEST-DK-S1)
¢ HASP HL 3.21 (Mcnonb3yeTca (as_kov) Ha DESKTOP-E
= HWDSSL DEVICE (Mcnonb3yeTca (ProlOOlamer) Ha DE
= HWDSSL DEVICE (Mcnonb3yeTtca (Prol00lamer) Ha DE
== Mass Storage (Micnone3yetca (ProlOOlamer) Ha DESKT
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Windows:

4K DistontrolUSE Client

B Use cepsernt

E- @ distkontrolusb64-Gr-01

..... Jr USB1.10
..... = USB 111
..... Jr USB1.12
..... r USB1.13
..... Jr USB 1.14
- USB 1.15
P USB 1.16
..... r UsB2.02
A USB 2.03
..... = USB 2.4
..... ¢ USB 2.06
..... Ly USB 2.07
..... =y USB 2.08
|3 USB 2.09
..... Jr USB2.10
..... =y USB 211
..... = USB 2.12
..... = USB 2.13
..... =y USB 2.14
..... = USB .15
..... = USB 2.16
..... /= USB 3.01
..... =y USB 3.02
..... =y USB 3.03
..... = USB 3.04
..... = USB 3.05
..... =y USB 3.06
..... = USB 3.07
..... /= USB 3.08
..... =y USB 3.09
..... Ly USB 3.10
..... =y USB 3.11
..... = USB 3.12
..... oy USB 313
..... = USB 3.14
..... = USB 3.15

SO Il e B




DistkKontrolUSB Client ans
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Linux ycTponctBa annapaTHoOro

NoaKNK4YeHns

uSB

no

CEeTU MCMNONb3yeT BCTPOEHHbIN ApanBep usbip ans Linux. (PekomeHayeTcs ncnonb3oBatb 94po (4.9+)

AN MakCcUMarbHOM COBMECTUMOCTN).

Appec ynpaensemoro USB over IP KoHUeHTpaTopa MOXHO yKaszaTb (ON9 MCMNOMNb30BaHUS,
Hanpumep, B rmobanbHo ceTn), Ans 3TOro NpPaBon KHOMKOW MbIlK HaxaTb Ha USB Hubs u BbiOpaTb

Specify Hubs.

MogknioueHne K cepeepy

Cepeepel | lononHuTensHo

JoBaeuTe

EETIN

DistKontrolUSE Client

Beegute hostiport

192.168.1.180:6565

o]

LCancel

B okHe Specify Hubs HaxaTtb Add.

Beectn HacTporkmu cepBepa B dopmarte agpec:nopt n Haxatb OK. lMopT: 6565 (6564 npwu
ncnonb3oBaHmm SSL). 3geck Heobxoanmo ykasatb IP-agpec koHueHTpaTopa.

Mogknouenne k cepeepy

Cepeepel | [lononHurensHo

192.168.1.180:6565

JoBaeuTe

3aKpeITe

B okHe Specify Hubs Haxatb Close.

MHTepdenc knueHTa MynbTu S3bl4HbIR. [N BbiGopa B knneHTe:
1. Knuk npaBon kHonkon Mbiwn Ha USB Habs -> Advanced Setting
2. Ha Bknagke Lenguage BbibpaTh s3bIK MHTepdenca -> Save
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JonoAHUTENEHBIE HACTRORKK *

HETIS ISSL l AETnnn,a,lcnrcrHEHnel Manr l TpchnopTl I'Iu:uncrcl Hacrpe 4 | F

Azbik KnweHTa

Russian -

CoxpaHuTe Bexog

6.2 HACTPOWKA KITMEHTA DISTKONTROLUSB

6.2.1 YNIPABNEHWE OTOBPAXEHMEM NH®OPMAL WK O MOJIb3OBATENAX USB
YCTPOWCTB

Ynpaenaembin USB over IP KoHLeHTpaTop NO3BOMSAET BKMAOYATb U BbIKNOYaTh OTOOpaxeHue
WMHOPMaL MK B KITMEHTCKOM NPUMOKEHNN O NOofb30BaTENsX, ncnonb3yowmnx USB ycTponctaa.

Mo ymonuyaHuio otobpaxeHne nHgopmauun skroveHo. B npumepe Huxe, Ha USBoverlP64
KOHUeHTpaTope oTobpaxeHne nHopmaumm BrrtodeHo, Ha USBoverlP32 koHueHTpaTope BbIKITHOYEHO.

K DistkontrallSB Client X Device Properties X
R s cepeeps | Name: USB1.01
B- o distkontrolusb-Gr-01 a Vendor: USB
i~ USB 1.01 (Mcnoassyerca Barau) Product: SanDisk 3.2Gen1
Ll USB 40 Vendor ID: 0x0781

ProductID 0x5591
Serial : 00008611020221141504
Address: 11311

YcTpoiicTBo HE MCNOoNb3yeTCa

3akpbiTe

YnpaeneHune otobpaxkeHnem nHgpopmaumm o nonb3osatensax USB ycTponcTe ocylecTBnaercs
B WEB - wHTepdgence yctponctBa Ha cTpanuue «[pynnbl» - «PepaktupoBatb» - «CKpblBaTb
MHopmaumio o nonb3oBatensax USB B knneHTe» ([ns npuMeHeHUs1, BKITHOUUTb U COXPaHUTDb)

6.2.2 HACTPOWKA MEHIO KITMEHTCKOIO NMPUNOXEHWA DISTKONTROLUSB
KrnineHT coxpaHsieT Bce CBOM NapamMeTpbl B O4HOM TEKCTOBOM dhanne

Windows: c:\Users\Username\AppData\Roaming\dkcl.ini
OSX: /Users/Username/Library/Preferences/ dkcl Preferences
Linux: ~/. dkcl

OT10T hann obHoBNAETCH NPU U3MEHEHUN HAcToek. [1pu NnepBoOM 3anycke KNMeHT co3gaeT dawn
KOHdpUrypaumm no yMonyaHuio.
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[lns cbpoca paHee coxpaHEHHOro napons, HeooxoaumMo cOpOCUTb HAaCTPONKK KnneHTa. MNpaeon
KHorkon Mbiwn no “USB cepsepbl” — “HdononHutenbHble HacTpouku”. Bknagka “Hactpowku no
YMON4YaHMi” pacnonoxeHa B CaMOM KOHLLE.

JononHuTenbHbIE HACTPOIKK X

ABTonoAKmoqenuel Munr | Tpancnopt | Monck  Hactpoiikn no ymonuans 4 | b

C6pocuTe HacTpoiiku

Coxpanute Bobixoa

6.2.3 CBPOC HACTPOEK KJIMEHTCKOI'O NMPUJTOXEHWA DISTKONTROLUSB

[na cbpoca Bcex HACTPOEK KIIMEHTCKOro MpunoXeHus, HeobxoamMmo cOpocuTb HaCTPOMKM
knveHTa. lNMpaBon KHomkor Mbiwun no “USB cepsepbl” — “[ononHuTeEnbHbIE HacTponku”. Bknagka
“HacTponkn no ymonyaHui” pacnonoxkeHa B CaMmoM KOHLLE.

ByayT cOpoLueHbl HoMmepa NoOPTOB, HACTPONKN SSL 1 OTOBPaKEHMS CKPbITbIX YCTPONCTB, MMEHa
N CKpbITUE YCTPONCTB.

6.2.4 KOMBUHALUWW KNABULW KIMMEHTCKOTIO NMPUNOXEHWNA DISTKONTROLUSB

Ons yoaneHund COXpaHEeHHbIX naponeﬁl KIMMEHTCKOro NPpUNoXeHnA HeobxogMmo
BOCMOMb30BaTbCA KOMOUHALMEN KITaBULL.

1)Haxmute SHIFT+F9 yaaneHne coxpaHeHHOro napons BbibpaHHoro nopTa.

2)Haxmute SHIFT+F8 ynaneHue Bcex coxpaHeHHbIX naporen Ans Bcex yCTPOWCTB.

6.3 3AMYCK KITMEHTA DISTKONTROLUSB, B KAHECTBE CNYXEbl (JEMOHA)

B USB - knueHT moxeT paboTarb Kak OObIHHOE MpUITOXKEHWE WM B KavyecTBE CNYXObl
(memoHa). 3anyck knueHTa B Ka4ecTBe CNy>KObl MO3BONSAET COBMECTHO UCMOMb30BaTh YCTPONCTBA, HE
Tpebysi Bxoga nonb3oBaTensi B cCUCTEMY, KNUMEHT Byaet pabotaTe B (POHOBOM peXUME HENpepPbIBHO.

Mpu yctaHoBke knueHTa USB B kayecTBe cryxbbl OH aBTOMAaTMYECKW 3anycKaeTcs npu
3arpyske onepalyMoHHOM CUCTEMbl U aBTOMATUYECKM MOAKMHYaeTCa K NOObIM yKasaHHbIM Bamu
yctponcteam. XypHan CoobweHnin MOXHO NPOCMOTPETb B CPEACTBE MpocMoTpa cobbiTvi (noa
Windows), Console Viewer (nog OSX) vnu tail /var/log/syslog (nog Linux).

YT106bI ycTaHOBUTL USB knneHTa B kavectBe cnyx6bl Windows nnu OSX:
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LWenkHnte npaBon kHomko «USB Hubs->Install Client as a Sevice» (ecnu cepsuc yxe
yCTaHoBNeH, 6yaet goctynHo - Uninstall Client Service).

Bynet yctaHoBneH knueHT DistKontrolUSB B kayecTBe Cry6bl.

Mpn NOBTOPHOM 3anycke KnveHTa oH OyaeT B3aMMOZENCTBOBaATb C 3anyLleHHOW cryxbon B
¢ OHOBOM pexunme.

MoXHO BbINTU U3 KNMeHTa, U cnyxba knueHTa Oyger npogomkarb paborarte Kak OObIYHO B
dOHOBOM pexunme.

YTo0Obl ycTaHoBMTL Ha USB knneHTa kak gemMoH B Linux HeoGxoammo 3anycTuTb KITMEHT
C NapameTpomMm - N. ATO MNO3BOSNUT 3aMNYCTUTb €0 B PEXMME AEMOHA.

Hanpumep, ons 3anycka knveHTa B poHoBoM pexume nog Ubuntu/Debian ncnonb3ynTe:

sudo ./dkclientx86_64 -n

Ons 3anycka B KOHCOJ1IbHOM peXxXnmMe OoT UMeHU He NpuBmnnernpoBaHHOro noJjibaoBartena JeEMOHY
He HY>XHO UCMNOJ1b30BaTb sudo, NpoCTO 3anyCTnuTe B KOMaHOHOM CTpOKe.

Jdkclientx86_64 -t "HELP"

Mo ymonyaHuto cnyxx6a 3anyckaetcst OT UMEHU nonb3oBatens «Cucremay.

Tak Kak pexum cnyxbbl npegHasHavyeH And ¢oHoBoM paboTbl (AEMOH), TO ynpasneHue
YCTPOWCTB OCYLLECTBNSAETCA He 4Yepe3 rpadmyeckmn MHTepdenc KAMEHTCKOro MpUioXeHus, a C
nomoLubio bat dpannos (CKpUNTOB).

padbumyeckun mHTEepdenc, npu paboTe KNMEHTa B peXMME CryXObl, MMEET OrpaHUYeHHbIN
dyHKUMOHaN 1 NnpeaHasHa4vyeH B OCHOBHOM 151 MOHUTOPUHIra nogkntoveHHbIx USB ycTponcTs.

B TepMuHanbHOM pexume rpadonyeckmn MHTepdenc MoXeT ObITb 3anyLleH TONbKO ANst OQHOro
13 nonb3oBaTtenen. ABTopM3aumnsa OT MMeHW Nornb3oBaTens BO3MOXHa ABYMSA cnocobamu:

1. Banyctutb cnyx0y OT WMMeHM nonb3oBaTens, OT KoToporo 6OyaeT npou3BOAMTCA
nogkntoyeHne USB - yCTPOUCTB:

CeoicTea: YirtualHere Client USB Sharing (. x|

Ofiwme Broa B cheTery | BOCCTaHOBIIEHHBI JaBMCHMOCTH I
Bxog & cHCTeMy:
' C CHCTEMHOM Y4ETHOM 3aMWMChiD

™| Paspewmis EsaMmoteicTame & Gataymum cranam

{+ [ yyeTHON SanMcer: IPerth@lesl.ru Odzop...

Mapone: [IYTITTITTITTT L)

MoaTeepsaeHue [IYTITTITTITTT L)

[oroue ApK HACTRORKE NADEMETO0E N0k 30EETENECK A YIETHOH
ZANWCH LNA BX0AE B CUCTEMY

ak I Otraena MpureHuTE
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dkcl64.exe -t "USE,USBoverlP64.114,pssword"

(pssword - naponb nonb3oBaTens OT MMEHM, KOTOPOro 3anyleHa cryx6a)

2.  VYkasbiBatb B bat damnax, npu nogknoyeHun USB-ycTponCTB, COOTBETCTBYHOLLNE
napameTpbl:

dkcl64.exe -t "USE,USBoverlP64.114,user\pssword"

(user — nma nonb3oBaTens (perucTp UMeeT 3HaYeHue), pssword - Naporib Nonb3oBaTens)

3anyck knveHTa B KayecTBe CNyX0Obl MMeeT AOMNOfHUTENbHbIE pa3peLlleHns (aHanormy4Ho
3anycKy B rpadoMyeckoM pexmnme ¢ napaMmeTpom -a). ITo yaobHO, Koraa nonb3osaTensamM HeobxogmMmo
npeaocTaBUTb BO3MOXHOCTb OTKIOYaTh Ucnonb3yemble apyrumm USB ycTponicTsa.

[na orpaHu4eHns npaB Ha OTKITIOYEHNS NoMNb3oBaTeNen HacTponTe nNpaea: «HacTporiku npas»

6.4 YNIPABJIEHUE KIIMEHTOM DISTKONTROLUSB CKPUMTAMW UNU N3
KOMAHZHOW CTPOKM

KnveHT USB MoXeT ynpaenaTbCsa CKpUnTamm Unm 3 KOMaHgHOW CTPOKW. OTO NOSE3Ho, Koraa:

Bbl X0TUTE ynpaenAaTb KNMEHTOM Mpu 3anycke B Ka4ecTBe CryXObl
Bbl X0TuTE ynpaenAaTb KIMEHTOM TONbKO Yepe3 KOHCOSbHbI ceaHe, Hanpumep, ssh
Bbl xoTuTe co3gartb COOCTBEHHLIN rpadudeckuin nHTepdenc

Bbl xoTnte ynpaBnaTtb ¢ nomowbio naketHoro ganna (Windows) unm bash (OSX/Linux)
ckpunTa

3anycTuTe KIMeHT ¢ aprymeHTom -t HELP, 4ToGbl Nony4YnTb CNNMCOK OOCTYMHbIX KOMaHA,

C:\Users\userl> dkcl64.exe -t help

List devices:
"LIST"

Get the detailed full client state as an XML Document:
"GET CLIENT STATE"

Use a device:
"USE,<address>[,password]"

Stop using a device:
"STOP USING,<address>"

Stop using all devices on all clients:
"STOP USING ALL"

Stop using all devices just for this client:
"STOP USING ALL LOCAL"

Rename server:
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"SERVER RENAME,<hubaddress:port>,<new name>"
Turn auto-use all devices on:
"AUTO USE ALL"
Turn Auto-use all devices on this hub on/off:
"AUTO USE HUB,<server name>"
Turn Auto-use any device on this port on/off:
"AUTO USE PORT,<address>"
Turn Auto-use this device on any port on/off:
"AUTO USE DEVICE,<address>"

Turn Auto-use this device on this port on/off:

"AUTO USE DEVICE PORT,<address>"
Clear all auto-use settings:
"AUTO USE CLEAR ALL"
Manually specify a hub to connect to:
"MANUAL HUB ADD,<address>[:port]"
Remove a manually specified hub:
"MANUAL HUB REMOVE,<address>[:port]"
Remove all manually specified hubs:
"MANUAL HUB REMOVE ALL"
List manually specified hubs:
"MANUAL HUB LIST"
Clear client log:
"CLEAR LOG"
Set a custom device event:
"CUSTOM EVENT,<address>,<event>"
Turn auto-find off:
"AUTOFIND"
Shutdown the client:
"EXIT"
Help:
"HELP"

Mpun ycnewHom BbinonHeHnn Bo3spatlaetcsa "OK",
Ecnu cepBep He cyuwiecTByeT, Unu agpec HeaencTBuTeneH - "owmnbka: owmnbka cTpoka’.

Hanpumep, B Windows:
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Y6eanTech, YTO KIMMEHT yKe paboTaeT B OObIMHOM pEXMME KaK MpuroxeHne (oTobpaxaeTca B
BMAe 3eneHoro 3Hayka USB Ha naHenu 3agay) unu kak poHoBas cnyxoba.

C:\Users\userl> dkcl64.exe -t list
DistKontrolUSB Client IPC, below are the available devices:

(Value in brackets = address, * = Auto-Use)

USBoverlP16-1 (USBoverlP16:6565)
--> Mass Storage Device (USBoverlP16.114)
--> USB Optical Mouse (USBoverlP16.113)
--> USB Keyboard (USBoverlP16.115)
USBoverlP16 (USBoverlP16:6565)
--> 3-v3.3 (USBoverlP16.1123)
--> 2-TokenJC (USBoverlP16.1122)
--> 1-SmartCard (USBoverlP16.1121)
--> 10-RutokenLite (USBoverlP16.1143)
--> 9-RutokenLite (USBoverlP16.1142)
--> 8-RutokenS (USBoverlP16.1141)
--> 14-RutokenS (USBoverlP16.11444)
--> 13-RutokenS (USBoverlP16.11443)
-->12-ruToken (USBoverlP16.11442)
--> 11-RutokenLite (USBoverlP16.11441)
Auto-Find currently on
Auto-Use All currently off
Reverse Lookup currently off
DistKontrolUSB Client not running as a service

C:\Users\userl>

W3 aToro otyeTa Bbl MOXETE BUOETL KNNEHT NoakmnoyeH k Asym USBoverlP koHueHTpaTopam u
nmeet 13 NogKntYEHHbIX YCTPOUCTB.

Hanpumep, 2-TokenJC, nogkntoueH k USBoverlP16 no agpecy USBoverlP16.1122, 4To6bl
ncnonb3oBaTb ero Heo6xoANMMO B KOMaHOHOW CTPOKE BbINOMHUTL

dkcl64.exe -t "USE, USBoverlP16.1122"

n yBuaeTb otBeT “OK” B KOHCOMNMW.

YUTto6bl 0OCTaHOBUTbL Mcnonb3oBaHne USB-HakonuTens

dkcl64.exe -t "STOP USING, USBoverlP16.1122"

UTo6bl aBTOMATMYECKN NCNOMNBb30BaTh N0GOE YCTPONCTBO, NOAKIIOYEHHOE K KOMMbIOTEPY:

dkcl64.exe -t "AUTO USE HUB, USBoverlP16:6565"
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6.5 JOMNOJIHNTEJNIbHBIE BO3MO>XXHOCTW INMPU PABOTE C KIIMEHTOM
DISTKONTROLUSB

KnuneHnT ynpaenaemoro USB over IP KOoHLeHTpaTopa MMeeT HECKOMNbKO apryMeHTOB KOMaHLHOM
CTPOKKM, OMUCaHHbIX HMXe. YTobbl ucnonb3osaTb uMx B Windows, npocto BbizoBuTe dkcl32.exe
<argument> wunu dkcl64.exe <argument>, B OSX Bbl [OMKHbI BbI3BaTb HENOCPEOCTBEHHO
/Applications/DistKontrolUSB/ DistKontrolUSB.app/Contents/MacOS/dkcl <argument>, B Linux
- dkclt64, nnun dkclientx86_64.

lMepeyeHb N HasHa4YeHne apryMeHTOB:
-h CnpaBka no KomaHAHOW CTPOKe.

-l=<path> ®ann gna pernctpauum Bcex coobLueHni (BMECTO pernctpaumm B okHe CUCTEMHbIE
Coo0LeHus.

-c ®ann KoHdUrypauum ans ucnonb3oBaHnst BMECTO harnna no yMmonvaHuio.

-a 3anyck KMMeHT B pexunme agMuUHUcCTpartopa. ATO MO3BOMSET KMWEHTY OTKMYaTb ApYrux
nonb3oBaTerien OT YCTPOUCTB yAaneHHo.

-d ycTaHOBKa [OpaiBepbl KNvMeHTa M 3aBeplieHne paboTbl. ATOT aprymMeHT noneseH Ons
BbINOMHEHMS1 YCTAHOBKWN B MacluTabax npeanpusatus no cetu Yyepes Microsoft Systems Management
Server. (Mpv Ucnonb3oBaHMKN 3TOTO apryMeHTa HeEOOXOAMMbI NpaBa agMUHUCTpaTopa).

-X UsBneyeHne gpanBepoB. OTO NONE3HO ANA pyyYyHoW ycTaHoBku ApanieepoB B Windows XP
Embedded.

-i Mog Windows n OSX ycTaHoBKa knneHTa B kadecTBe cepsuca, ([pu ncnonb3oBaHmm 3T0ro
aprymeHTa Heobxogumbl Npaesa agMUHUCTpaTopa).

-b To ke, 4TO 1 apryMeHT -i, HO YCTAHOBUT KIIMEHT Kak CEPBUC C BKIOYEHHLIM aBTOMOUCKOM
YCTPOMUCTB NO YMOSYaHMUIo.

-u YganeHune cnyxbbl knueHTa (Mpn ucnonb3oBaHUM 3TOrO aprymeHTa Heobxoaumbl npasa
agMuHUCTpaTopa).

-y Ypanutb BCe ﬂpaVlBepbl USB knneHTa (ech TaKoBbl€ MUMEKTCA, NPU UCNOJTIb30OBaHNN 3TOro
aprymeHTta HeO6XO,EI,VIMbI npaea a,D,MVIHVICTpaTOpa).

-t OTnpaBuTb KOMaHAY paboTaroLEeMy KITUEHTY.

-r=<file> MNpwn ncnonb3oBaHmm ¢ aprymeHtom t / x /i / u / d, Oyoet nepeHanpaBnsiTb BbIXOOHbIE
AaHHble B (halin, ykadaHHbIN nocrne aprymeHTa. OTo NONes3Ho Ansi aHanm3a pe3ynbTaToB B NaKeTHbIX
¢darnax B Windows.
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6.6 MPUMEPbBI YIMNPABJIEHVA KIIMEHTOM DISTKONTROLUSB AJIA WINDOWS U
LINUX

6.6.1 AMTOPUTM CO3JAHWA MAKETHOIO ®AVNA YNPABNEHWA KIMEHTOM ANA
WINDOWS

3anyckaem dkcl64.exe kak cnyxby nnu B rpacpmnyeckom nHtepgence B Windows.

3anyckaem KOMaHAHYK CTPOKY, NEPEXOAUM B KaTarnor Nporpammbl.
Habupaem

dkcl64.exe -t "LIST"
Konnpyem agpec yctponcTea (To, 4TO B CKODKax).

Hanpumep oH - USBoverlP16.115, Toraa
Onsa nogkntodeHns USB yctponctea

dkcl64.exe -t "USE,USBoverlP16.115"

Onsa otkntoveHns USB ycTponcTea

dkcl64.exe -t "STOP USING,USBoverlP16.115"

(appec USB ycTporicTBa BBoguTca 6€3 npobena nocne 3anatom)
[ns nogkntoyeHnss USB nopTa

dkcl64.exe -t "AUTO USE PORT,USBoverlP16.115"

Ansa otkntoveHns USB nopta

dkcl64.exe -t "STOP USING,USBoverlP16.115"
dkcl64.exe -t "AUTO USE CLEAR ALL"

(appec USB ycTtponctsa BBoagutca 6e3 npobena nocne 3anston)

6.6.2 AMTOPUTM YCTAHOBKN N HACTPOWKN OEMOHA ONA LINUX

Mpumep ycTaHOBKU M HacTpomnku (anga nogkntodeHms USB ycTtpoiicte ¢ SSL wundposaHue u
aBTopusaumen) KoHconbHoro knueHta USB over IP KoHUeHTpaTopa B kKayecTBe gemMmoHa Ha Debian
(Ubuntu):

KnnenTta USB over IP koHUeHTpaTopa ansa Linux ucnonb3yeTt BCTPOEHHbIN ApanBep Linux usbip.
B GonblumMHCTBE Bepcuin Linux OH BKITHOYEH MO YMON4YaHuo. PekomeHayeTcs Mcnonb3oBaTth nocregHee
anpo (4.9+) ana MakcumanbHON COBMECTUMOCTH.

Monb3oBaTenb [AOMKEH WMETb paspelleHMe Ha sudo Ana 3anycka AemoHa. Komadgbl
ynpaeneHus eMOHOM BbiNonHsaTca 6e3 sudo. (nogkntodaemcs no ssh k OC, cozgaem nonb3oBaTtens,
aobaensiem ero B rpynmny sudo).

IP agpec koHueHTpaTopa 192.168.1.180 13 npumepa - 3ameHnTe Ha agpec Baluero ycTponcTea,
nonb3oBatens «testuser» 1 naponb «pass» Ha COOTBETCTBYHOLWME Baluun.
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Myte oo ceptudmkata gns USB Tpadwuka Bo3mMoxHO nocmotpetb B Web-uHtepdenice B
Pasgene «Cuctema» - «Ceptudukatbly Bknagka «USB». Heobxogumo OTKpbITb HaCTPOMKK
cepTudmkaTa u cKonuposaTtb NyThb.

CkadunBaem C KOHLeHTpaTopa cepTUdMKaT U KOHCOSbHbIA KINEHT:

wget --no-check-certificate http:// 192.168.1.180/client /******** hem
wget --no-check-certificate http://192.168.1.180/client/dkclientx86_64

[client [xr*xxeex nem  — HeobxoaMMo ykasaTb NyTb OO cepTudmkara ckonvpoBaHHbin B Web-
nHTEepdence.

YcTaHaBnmBaem npasa Ha KInneHTa 1 3anyckaem ero B Kad4ectee gemMoHa:

chmod +x ./dkclientx86_64
sudo ./dkclientx86_64 -n

[obGaensiem IP agpec KOHUEeHTpaTopa:

Jdkclientx86_64 -t 'MANUAL HUB ADD, 192.168.1.180:6565'
Jdkclientx86_64 -t 'list'

Hanee HacTpoum SSL 1 aBTopn3aumio. Bkniovaem SSL wndpoBaHue, orpaHndeHne gocTtyna K
USB nopTty no norvHy n naponto n godaensiem nonb3oatens B WEB nHTepdence koHueHTpaTopa
(cm. cooTBeTCTBYOLWME pa3aenbl MHCTPYKLUMK).

[oGaensem B KOHUrypauMOHHbLIM pann kKnneHTa nNyTb K cepTudumkaty (nonb3oBartens
«testuser» 3ameHuTe Ha umsa Bawero nonb3oBaTtens):

echo "[General]" >> ./.dkcl
echo "SSLCAFile=/home/testuser/distkontrolusb.pem" >> ./.dkcl

cat ./.dkcl

I'IpOBep;leM, B BbiBOAE AOIMKHbI NPUCYTCTBOBATL CTPOKU:

[Settings]

ManualHubs=192.168.1.180:6564
[General]

SSLCAFile=/homel/testuser/distkontrolusb.pem

lNepesanyckaem gemMmoHa:

sudo ps aux | grep [d]kc
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Buanm:
root 6345 0.0 1.0 13624 10432 ? Ssl 17:25 0:00 ./dkclientx86_64 -n
Beogum:

sudo kill -9 6345
sudo ./dkclientx86_64 —n

MpoBepsiem:
Jdkclientx86_64 -t 'list'
JOrmKHO ObITb;

DistKontrolUSB Client IPC, below are the available devices:
(Value in brackets = address, * = Auto-Use)

usboverip64 (usboverip64:6565)

--> Guardant Stealth 11l Sign USB (usboverip64.11512)
--> DataTraveler 410 (usboverip64.11511)

Auto-Find currently on

Auto-Use All currently off

Reverse Lookup currently off

Reverse SSL Lookup currently off

DistKontrolUSB Client is running as a service

Mogkntoyaem USB-yCcTpoMCTBO, AOCTYN K MOPTY, KOTOPOro paspelleH Ansi Nofb3oBaTens
testuser co CTOpOHbI YCTpOKCTBA:

Jdkclientx86_64 -t "USE,usboverip64.11512,pass"”
[na aBTromartmyeckoro ncnonb3osaHus USB-nopTa:
Jdkclientx86_64 -t " AUTO USE PORT,usboverip64.11512 pass"
B BbIBOOE OOMKHBI YBUAETD:
OK

USB ycTporcteo nogkntoveHo kK OC ¢ SSL wundpoaHuem n orpaHmyeHunem goctyna k USB
nopTy ynpasnsiemoro USB over |IP koHUeHTpaTopa no NorvHy 1 naponto.

Ecnu B BbIBOAE:

FAILED
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Cwmotpum pesynbTtat nonbiTkn nogkntodeHnss B WEB mnHTepdelice yctpoincTtea (nogpobHee cm.
CoobueHns cuctembl aBTopm3aumm B pasgene lNpocmoTtp cuctemMHoro xypHana DistKontrolUSB).
AHanuanpyem, 4YTo caenaHo He Tak, BHOCMM KOPPEKTMUBBI.

[ns ucnonb3oBaHusa yTUNUTbl HEOGXoaMMO BKMoUMTbL «API SSH» Ha cTpaHuue «CepBuchbl» -
«HacTtporikn USB». YTunuta pabotaet ¢ 22 nopTom.

g USB over IP

Gonnecting USE devices over the netwark

1.3 B ssH distkontrolushe41224567830  § -

Cepsicel

8 Cucrena - N
Hactpolikia MNapone
= OBWME HACTRORKW
© Oz vspenn W Coxpanira (™ Chpoc
CeTe
& BKMOHUTE [ ®]
Bf YERnOMAEHNE
-
WD YrpasneHe SHERroNoTARBNEHWE Mopt 22 -
Bl Ceprugdnkare
B 2annannpoeanHbe 2a83HUA
8 use

'-]l USB nopTe!
W TNkl USE ycTpoicTs
B ¥npaeneHe Npaeanm focTyna
@ P zapec
& Mons2oBatens
&% Mpynnel
B cepeurt
sl SNMP
B ssH

B AvarHoctika

O6wmn bopmat 3anycka yTUnuThbl:

usbcontrol.exe ipaddress status UsbPort pass

Bce aprymeHTbl pasgenstotcsa npobenamu.

B cnyyae 3anycka ytunutel 6e3 napameTpoB (6e3 apryMeHTOB) Ha akpaH ByaeT BbiBefeHa KpaTkas
cnpaska Ha aHrfMNCKOM 5i3blKe.

OnuncaHne aprymeHTOB:

1) ipaddress - IP-agpec(1Mnu ceTeBoe MMsi) yCTPONCTBA K KOTOPOMY Heob6XoaMmo
NOOKMIYUTLCS;

2) status - "0" nnun "1". 0 - BeikntounTtb USB nopT. 1 - Bkntounts USB nopr.
3) UsbPort - Homep USB nopTta KOTOpbIN HEOGX0ANMO BKOYUTL/BbIKNOYMTL (0T 1.1 4o 4.16);

4) pass - napornb nonb3oBatensi usbcontrol (3agaetcs B8 WEB unHTepdeince: YnpasneHue
npasamu goctyna - MNonb3oBaTtens - usbcontrol)
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Mpumep:
usbcontrol.exe 192.168.1.180 1 3.12 TestPass

(Bkntountb USB nopt Ne 3.12)

Mpumep 3anycka B *.bat dpanne: cm. usbcontrol.bat

BHUMAHUE!!! Maponb nonb3oBatens usbcontrol nepegaetca Ha ycTponcTBo 6e3onacHbIM cnocobom,
HO ero xpaHeHue B hannax CKpMnNToB ynpaeneHusa He 6esonacHo. Heo6xoanmo NpnHUMaTh JOMNOMNHUTENbHbIE
Mepbl Mo obecneveHnto 6e30nacHOCTU UCNONb3yeMbIX Bamu ckpunToB, NPUNOXEHWA U T.4.

Tak xe BO3MOXHO CaMOCToATerNlbHa HanucaTb CKpUNT ynpaeneHus noptamm USB no ssh.
MogknioveHne BO3MOXHO OT nofnb3oBaTtens «usbcontrol». Maponb 3agaeTcs npu peaakTMpoBaHUM
npas none3oBartens. JocTynHbl KOMaHabl:

g (Bbixon)

usbcontrolapi status UsbPort

OnucaHve apryMeHTOB:

1) status - "0" unm "1". 0 - Beikntounte USB nopT. 1 - Bknounts USB nopr.

2) UsbPort - Homep USB nopTa koTopbii HE06X0AMMO BKNIOYMTL/BbIKNOYNTL (OT 1.1 0o 4.16);
Mpumep:
usbcontrol@192.168.1.180's password:

> uchcontrolapi 1 3.15

Status OK. USB port: 3.15 Status: 1

Ynpaensaembii USB over IP KoHUeHTpaTop He ssBnAeTcss abContoTHbIM cpeacTBoM obecneveHunst
f6esonacHocTn nNpu nogknodeHun USB ycTponcte no cetn. Heobxogumo ero mcnonb3oBaHue
codyeTatb C [AOMNOMHUTENBbHLIMU  OPraHU3auMOHHBIMMU U TEXHUYECKUMM Mepammn obecrneveHuns
MHOPMaLMOHHON 6e30NacHOCTMW.

B03MOXHbLIN cueHapuin UCMONb30BaHNA:

3agava: opraHmsaums goctyna k USB ycTtporicteam:

e U3 pernoHarnbHbix odmcos (ycnosHo NET Net ...... NET Ne N),

e [NA OrpaHUYEHHOro psiia KOMMbOTEPOB M HOYTOYKOB, nogkntovatowmx USB ycTponctea yepes
rnobanbHyto CeTb,
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1. Opl'aHM3aLI,MOHHbIe Mepbl ©esonacHocTw.

Ynpasnsembin USB over |IP KOHUEHTpaTop YCTaHOBMEH B KAYeCTBEHHO 3aKpblBalOLWMNCA Ha KoM
cepBepHbIn Wwkad. Pusmyeckun goctyn K Hemy ynopsgodeH (CKO B camo nomeleHwue,

BVID,eOHa6J'II'OD,eHI/Ie, KIK4YM 1 npaBa AocTtynay CTporo orpaHN4eHHOoro Kpyra J'IVILI,).

Bce ncnonbayemblie B opraHnsaumm USB ycTponcTea ycrioBHoO pasgeneHsl Ha 3 rpynnbi:

e KputnyHble. PuHaHcoBble LI — ncnonb3yoTcsa B COOTBETCTBUM C peKOMeHaaumsamMm 6aHKoB (He

yepes USB over IP)

e BaxHbie. U gnsa Toproebix nnowagok, yenyr, 340, oT4eTHOCTU U T.4., pag knoven anga MO —

ncnonb3yTcs ¢ npumeHeHneM ynpaensiemoro USB over IP koHueHTpaTtopa.

e He kputnunble. Pag kntouen ana MO, kamepsbl, psg dnew HoCUTenen n ANCKOB C HE KPUTUYHOMN
MHdopmaumen, USB mogembl — MCnonb3yoTca ¢ npumeHeHnem ynpasnsemoro USB over IP

KOHLUeHTpaTopa.

2. TexHun4eckne mepbl 6€30nacHOCTL.

CeteBor goctyn Kk ynpaensemomy USB over IP KoHUeHTpaTtopy npenocTaBnsercs TOMbKO BHYTPWU

MSOHMpOBaHHOVI noacetn. D,OCTyI'I B N30JTMPOBaHHYO NOACETb NPEAOCTABIIAETCA.

e C bepMbl TEPMUHATBHbBIX CEPBEPOB,
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e 1o VPN (cepTudukart 1 naposnb) orpaHN4EHHOMY KONMYECTBY KOMMNbIOTEPOB 1 HOYTOYKOB, Mo VPN
UM BblZalOTCS MOCTOSIHHbIE apeca,

e 10 VPN TyHHENSIM, COEANHSIOWMM pernoHanbHble ogouChl.

Ha camom ynpaBnsemom USB over IP koHueHTpatope DistKontrolUSB ¢ wucnonb3oBaHnem ero
LUTATHLIX CPEACTB HAaCTPOEHbI PYHKLINN:

e [Ina poctyna k USB ycTporicteam USB over IP koHUeHTpaTopa ucnonb3dyetca wndposaHme (Ha
KOHLIEHTpaTope BKITYeHo wndpoBaHue SSL).

e HactpoeHo «orpaHudeHne goctyna Kk USB yctponctsam no IP agpecy». B 3aBucumoctun ot IP
agpeca nonb3oBaTeNto NPeaoCcTaBNsIeTCA UM HET AOCTYN K HasHayeHHbiM USB ycTporicTeam.

e HactpoeHo «OrpaHunyeHne pgoctyna k USB nopty no norvHy u naposnto». CooTBETCTBEHHO
nonb3oBaTensaM HasHadeHbl npasa Ha pgoctyn k USB yctponctBam, T.k. Bce USB kniouu
noakntoveHsbl K USB over IP kOHUEeHTpaTopy CTaLMOHapHO 1 13 MopTa B MOPT HE NEePECTaBMsOTCA.

e  dusnyeckoe BkMNOYEHME U BblkNtoYeHne USB nopToB ocyLecTBnaeTCs:

e [Inga kntouven oT nporpammHoro obecnevenns n 3O — ¢ NOMOLLbIO MNaHNPOBLLMKA 3agad n
Ha3Ha4YEeHHbIX 3a4aHn KOHLEHTpaTopa (psa Kro4ver 3anporpaMMmMpoBanii Ha BKITKOYEHWE B
9.00 u otkntoyeHne B 18.00, psa ¢ 13.00 go 16.00);

e [Ina knto4en oT TOProBbIX MSOWAA0K U psida NPOrpamMMHOro obecnedyeHnss — MMerLnmmn
paspelleHune nonb3osartensammn Yepes WEB - nHTepgenc;

e Kamepsbl, psa cnew HocuTernem v OUCKOB C HE KPUTUYHOM MHopMauMen — BKIHOYEHbI
BCerga.

OTBeTbl Ha OONbLIMHCTBO BOMPOCOB MO WUCNonb3oBaHuio ynpaBnsemoro USB over [P
KOHUeHTpaTtopa DistKontrolUSB u knueHTckoro npunoxeHumsa DistKontrolUsb Client n wnx
HaCTpOWKe U3NoXeHbl B Base 3HaHWUN.


http://support.distkontrol.ru/knowledgebase.php

